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NEW QUESTION # 13 
What challenges might arise when deploying SD-WAN using FortiSASE?
Response:

A. Integrating with existing network infrastructure
B. Simplifying the network architecture
C. Managing user expectations
D. Reducing overall security measures
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NEW QUESTION # 14 
A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which three setups will achieve the above requirements? (Choose three.)

A. Configure private access policies on FortiSASE with ZTNA.
B. Configure ZTNA servers and ZTNA policies on FortiGate.
C. Sync ZTNA tags from FortiSASE to FortiGate.
D. Configure ZTNA tags on FortiGate.
E. Configure FortiGate as a zero trust network access (ZTNA) access proxy.

Answer: B,D,E

Explanation:
To meet the requirements of implementing device posture checks for remote endpoints and ensuring that TCP traffic between the
endpoints and protected servers is processed by FortiGate, the following three setups are necessary:
Configure ZTNA tags on FortiGate (Option A):
ZTNA (Zero Trust Network Access) tags are used to define access control policies based on the security posture of devices. By
configuring ZTNA tags on FortiGate, administrators can enforce granular access controls, ensuring that only compliant devices can
access protected resources.
Configure FortiGate as a zero trust network access (ZTNA) access proxy (Option B):
FortiGate can act as a ZTNA access proxy, which allows it to mediate and secure connections between remote endpoints and
protected servers. This setup ensures that all TCP traffic passes through FortiGate, enabling inspection and enforcement of security
policies.
Configure ZTNA servers and ZTNA policies on FortiGate (Option C):
To enable ZTNA functionality, administrators must define ZTNA servers (the protected resources) and create ZTNA policies on
FortiGate. These policies determine how traffic is routed, inspected, and controlled based on device posture and user identity.

NEW QUESTION # 15 
Refer to the exhibits. When remote users connected to FortiSASE require access to internal resources on Branch-2. how will traffic
be routed?

A. FortiSASE will use the AD VPN protocol and determine that traffic will be directed to Branch-2 directly, using a dynamic
route
B. FortiSASE will use the SD-WAN capability and determine that traffic will be directed to HUB-1, which will then route
traffic to Branch-2.
C. FortiSASE will use the AD VPN protocol and determine that traffic will be directed to Branch-2 directly, using a static
route
D. FortiSASE will use the SD-WAN capability and determine that traffic will be directed to HUB-2, which will then route
traffic to Branch-2.

Answer: A

NEW QUESTION # 16 
A customer has an existing network that needs access to a secure application on the cloud.
Which FortiSASE feature can the customer use to provide secure Software-as-a-Service (SaaS) access?

A. zero trust network access (ZTNA)
B. inline-CASB
C. SD-WAN
D. secure web gateway (SWG)

Answer: B

NEW QUESTION # 17 



An organization needs to resolve internal hostnames using its internal rather than public DNS servers for remotely connected
endpoints. Which two components must be configured on FortiSASE to achieve this? (Choose two.)

A. DNS filter
B. Split DNS rules
C. SSL deep inspection
D. Split tunnelling destinations

Answer: B,C

Explanation:
To resolve internal hostnames using internal DNS servers for remotely connected endpoints, the following two components must be
configured on FortiSASE:
Split DNS Rules: Split DNS allows the configuration of specific DNS queries to be directed to internal DNS servers instead of
public DNS servers. This ensures that internal hostnames are resolved using the organization's internal DNS infrastructure,
maintaining privacy and accuracy for internal network resources.
Split Tunneling Destinations: Split tunneling allows specific traffic (such as DNS queries for internal domains) to be routed through
the VPN tunnel while other traffic is sent directly to the internet. By configuring split tunneling destinations, you can ensure that DNS
queries for internal hostnames are directed through the VPN to the internal DNS servers.

NEW QUESTION # 18
......
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