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Which three Fortinet products can be used for device identification in an OT industrial control system (ICS)?
(Choose three.)

A. FortiManager
B. FortiNAC
C. FortiSIEM
D. FortiAnalyzer
E. FortiGate

Answer: B,C,E

Explanation:
A: FortiNAC - FortiNAC is a network access control solution that provides visibility and control over network devices. It can
identify devices, enforce access policies, and automate threat response.
D: FortiSIEM - FortiSIEM is a security information and event management solution that can collect and analyze data from multiple
sources, including network devices and servers. It can help identify potential security threats, as well as monitor compliance with
security policies and regulations.
E: FortiAnalyzer - FortiAnalyzer is a central logging and reporting solution that collects and analyzes data from multiple sources,
including FortiNAC and FortiSIEM. It can provide insights into network activity and help identify anomalies or security threats.
Reference:
Fortinet NSE 7 - OT Security 6.4 Study Guide, Chapter 4: OT Security Devices, page 4-20.

NEW QUESTION # 52 
As an OT network administrator, you are managing three FortiGate devices that each protect different levels on the Purdue model.
To increase traffic visibility, you are required to implement additional security measures to detect exploits that affect PLCs.
Which security sensor must implement to detect these types of industrial exploits?

A. Application control
B. Intrusion prevention system (IPS)
C. Antivirus inspection
D. Deep packet inspection (DPI)

Answer: B

NEW QUESTION # 53 
An OT administrator deployed many devices to secure the OT network. However, the SOC team is reporting that there are too
many alerts, and that many of the alerts are false positive. The OT administrator would like to find a solution that eliminates repetitive
tasks, improves efficiency, saves time, and saves resources.
Which products should the administrator deploy to address these issues and automate most of the manual tasks done by the SOC
team?

A. A syslog server and FortiSIEM
B. FortiSOAR and FortiSIEM
C. FortiSIEM and FortiManager
D. FortiSandbox and FortiSIEM

Answer: B

NEW QUESTION # 54 
Which two statements are true when you deploy FortiGate as an offline IDS? (Choose two.)

A. FortiGate acts as network sensor.
B. Network traffic goes through FortiGate.
C. FortiGate receives traffic from configured port mirroring.
D. Network attacks can be detected and blocked.

Answer: A,B



NEW QUESTION # 55 
An OT supervisor needs to protect their network by implementing security with an industrial signature database on the FortiGate
device.
Which statement about the industrial signature database on FortiGate is true?

A. An administrator must create their own database using custom signatures.
B. A supervisor can enable it through the FortiGate CLI.
C. A supervisor must purchase an industrial signature database and import it to the FortiGate.
D. By default, the industrial database is enabled.

Answer: B

NEW QUESTION # 56
......
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