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EE #108
What type of material is exempt from an individual's right to disclosure under the Privacy Act?

A. Material used to determine potential collaboration with foreign governments in negotiation of trade deals.
B. Material reporting investigative efforts pertaining to the enforcement of criminal law.

C. Material reporting investigative efforts to prevent unlawful persecution of an individual.

D. Material requires by statute to be maintained and used solely for research purposes.
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HE #109
One of the most significant elements of Senate Bill No. 260 relating to Internet privacy is the ntroduction of what term into Nevada
law?

A. Data Brokers

B. Data Ethics

C. Artificial Intelligence.
D. Transfer Mechanism

HE: A

MH.

One of the most significant changes introduced by Nevada Senate Bill 260 (SB 260) is the inclusion of the term "Data Brokers" into
Nevada privacy law. The bill requires data brokers to register with the Nevada Secretary of State and comply with new privacy
requirenments, such as responding to consumer opt-out requests. This addition aligns Nevada's privacy framework more closely with
laws like Vermont's data broker law.

Key Provisions of SB 260:

* Definition of Data Brokers:

* A data broker is defined as a company that collects, sells, or licenses consumer data and does not have a direct relationship with
the consumer.

* Registration Requirements:

* Data brokers must register annually with the Nevada Secretary of State.

* Consumer Rights:

* Consumrers are granted the right to opt out of the sale of their personal information, extending the scope of Nevada's existing
privacy law.

Explanation of Options:

* A. Data Ethics:While data ethics is an important concept, it is not introduced as a specific termunder SB 260.

* B. Data Brokers:This is correct. The inclusion of data brokers as a regulated entity is the primary addition introduced by SB 260.
* C. Artificial Intelligence:SB 260 does not address artificial intelligence directly.

* D. Transfer Mechanism:SB 260 focuses on regulating data brokers, not cross-border data transfer mechanisns.

References from CIPP/US Materials:

* Nevada Senate Bill 260 (SB 260): Introduces data broker registration and opt-out rights.

* JAPP CIPP/US Certification Textbook: Discusses state-specific privacy laws, including Nevada's privacy framework.

AE#110
According to Section 5 of the FTC Act, self-regulation primarily involves a company's right to do what?

e A. Adhere to its industry's code of conduct
¢ B. Decide if any enforcement actions are justified



¢ C. Appeal decisions made against it
¢ D. Determine which bodies will be involved in adjudication

HE: D

AE#111
Which of the following statements is most accurate in regard to data breach notifications under federal and state laws:

¢ A, When you are required to provide an individual with notice of a data breach under any state's law, you must provide the
individual with an offer for free credit monitoring,

¢ B. You must notify the Federal Trade Commission (FTC) in addition to affected individuals if over 500 individuals are
receiving notice.

¢ C. The only obligations to provide data breach notification are under state law because currently there is no federal law or
regulation requiring notice for the breach of personal information.

¢ D. When providing an individual with required notice of a data breach, you must identify what personal information was
actually or likely compromised.

He: D

AE #112

SCENARIO

Please use the following to answer the next question:

Youare the chief privacy officer at HealthCo, a major hospital in a large U.S. city in statea.

HealthCo is a HIPAA-covered entity that provides healthcare services to more than 100,000 patients. A third-party cloud
computing service provider, CloudHealth, stores and manages the electronic protected health information (ePHI) of these individuals
on behalf of HealthCo.

CloudHealth stores the data in state B. As part of HealthCo's business associate agreement (BAA) with CloudHealth, HealthCo
requires CloudHealth to implement security measures, including industry standard encryption practices, to adequately protect the
data. However, HealthCo did not perform due diligence on CloudHealth before entering the contract, and has not conducted audits
of CloudHealth's security measures.

A CloudHealth employee has recently become the victim of a phishing attack. When the employee unintentionally clicked on a link
froma suspicious email, the PHI of more than 10,000 HealthCo patients was compromised. It has since been published online. The
HealthCo cybersecurity team quickly identifies the perpetrator as a known hacker who has launched similar attacks on other
hospitals ?ones that exposed the PHI of public figures including celebrities and politicians.

During the course of its investigation, HealthCo discovers that CloudHealth has not encrypted the PHI in accordance with the terns
of its contract. In addition, CloudHealth has not provided privacy or security training to its employees. Law enforcement has
requested that HealthCo provide its investigative report of the breach and a copy of the PHI of the individuals affected.

A patient affected by the breach then sues HealthCo, claiming that the company did not adequately protect the individual's ePHI,
and that he has suffered substantial harm as a result of the exposed data. The patient's attorney has submitted a discovery request for
the ePHI exposed in the breach.

What is the most significant reason that the U.S. Department of Health and Human Services (HHS) might impose a penalty on
HealthCo?

A. Because CloudHealth violated its contract with HealthCo by not encrypting the ePHI

B. Because HIPAA requires the imposition of a fine if a data breach of this magnitude has occurred

C. Because HealthCo did not conduct due diligence to verify or monitor CloudHealth's security measures

D. Because HealthCo did not require CloudHealth to implement appropriate physical and administrative measures to
safeguard the ePHI

He. C

Y.

According to the HIPAA Security Rule, covered entities are responsible for ensuring that their business associates comply with the
security standards and safeguards required by the rule. This includes conducting due diligence to assess the business associate's
security capabilities and practices, and monitoring their performance and compliance. Failure to do so may result in a violation of the
rule and a penalty by the HHS. In this scenario, HealthCo did not perform due diligence on CloudHealth before entering the
contract, and did not conduct audits of CloudHealth's security measures. This is the most significant reason why HHS might impose
a penalty on HealthCo, as it indicates a lack of oversight and accountability for the protection of ePHI.
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