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HEE #39
Your organization would like to implement a mechanism to alert administrators when files on a protected servers are modified or
tampered with. Which Deep Security Protection Module should you enable to provide this functionality?

A. The Intrusion Prevention Protection Module

B. Deep Security can not provide this type of functionality
C. The Integrity Monitoring Protection Module

D. The File Inspection Protection Module

HE. C

MY

The Integrity Monitoring module is specifically designed to detect and alert when files, directories, or system configurations on a
protected computer are changed, modified, or tampered with. This is exactly the finctionality described in the question.

From the official documentation:

"Integrity Monitoring detects and reports changes to files, directories, and system settings in real time, providing the capability to alert
administrators about unauthorized modifications." Option A is correct.

Option B is incorrect; there is no File Inspection Module.

Option C is incorrect because Deep Security does provide this capability.

Option D is incorrect; Intrusion Prevention detects exploits, not file changes.

References:

Trend Micro Deep Security 20 LTS Administrator's Guide: Integrity Monitoring Trend Micro Deep Security Online Help: What is
Integrity Monitoring?

EE #40
What is IntelliScan?

e A IntelliScan is a malware scanning method that monitors process memory in real time. It can identify known malicious
processes and terminate them,

e B. IntelliScan is a method of identifying which files are subject to malware scanning as determined from the file content. It uses
the file header to verify the true file type.

e C. IntelliScan reduces the risk of viruses entering your network by blocking real-time compressed executable files and pairs
them with other characteristics to improve mal-ware catch rates.

e D. IntelliScan is a mechanism that improves scanning performance. It recognizes files that have already been scanned based
on a digital fingerprint of the file.

He:. B

Y.

IntelliScan is a Trend Micro technology that determines which files to scan for malware based on the actual file type, rather than just
the file extension. This is done by analyzing the file header, allowing Deep Security to correctly scan files even if their extension has
been changed to disguise their true nature.

From the official documentation:

"IntelliScan is a scanning method that identifies the true file type by examining the file header, instead of relying only on the file
extension. This ensures that malicious files cannot evade detection simply by renaming extensions." Option A is correct and matches
the official explanation.
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Options B, C, and D are incorrect and describe features not provided by IntelliScan.
References:

Trend Micro Deep Security Help Center: What is IntelliScan?

Deep Security 20 LTS Administrator's Guide, "About IntelliScan"

AE#41
The details for an event are displayed in the exhibit. Based on these details, which Protection Module generated the event?

A. Intrusion Prevention
B. Log Inspection

C. Firewall

D. Integrity Monitoring

(1]
m

: B

EE #42

The Security Level for Web Reputation in a policy is set to High. A server assigned this policy attempts to access a Web site with a
credibility score of 78.

What is the result?

e A. The Deep Security Agent blocks access as the credibility score for the Web site is below the allowed threshold. An error
page is displayed in the Web browser.

B. The Deep Security Agent allows access to the Web site, and logs the connection attempt as an Event.

e C. The Deep Security Agent allows access as the credibility score for the Web site is above the allowed threshold.

D. The Deep Security Agent displays a warning message as the site is unrated.

HE. A

MH.

At the High security level, Deep Security will block any site with a credibility score below 80 (as per Trend Micro documentation).
A site with a score of 78 will be blocked, and an error page will be displayed.

Option B is incorrect; 78 is below the threshold.

Option A is incorrect; access will be blocked, not allowed.

Option D is incorrect; the question scenario gives a rated (scored) site, not an unrated one.

References:

Trend Micro Deep Security Help: Web Reputation Security Levels

Trend Micro WRS Security Level Table - High = blocks all sites with scores below 80.

A2 #43
Which Protection Modules can make use of a locally installed Smart Protection Server?

A. All Protection Modules can make use of the locally installed Smart Protection Server

B. The Anti-Malware and Web Reputation Protection Modules can make use of the locally installed Smart Protection Server.
C. The Anti-Malware, Web Reputation and Intrusion Prevention Protection Modules can make use of the locally mstalled
Smart Protection Server.

e D. Anti-Malware is the only Protection Modules that can use the locally installed Smart Protection Server.

He:. B

AMH.
Smart Protection
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