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Why would a STA that supports 802.11k Radio Measurement send a Neighbor Request to an AP?

A. To learn about neighboring interference sources and tune its RF radio accordingly
B. To inform the current AP about the STA's intent to roam to a neighboring AP, ensuring a seamless handover
C. To request a list of neighboring STAs which enables the STA to better pick the right protection mechanisms
D. To request a list of neighboring APs which the STA can use as roaming candidates

Answer: D

Explanation:
A STA that supports 802.11k Radio Measurement would send a Neighbor Request to an AP to request a list of neighboring APs
which the STA can use as roaming candidates. A Neighbor Request is an Action frame that contains a subelement specifying the
type of information that the STA wants to receive from the AP. A Neighbor Report is an Action frame that contains a subelement
with a list of neighboring APs that match the criteria specified in the Neighbor Request. The Neighbor Report provides information
such as BSSID, channel, operating class, and PHY type of each neighboring AP. This information helps the STA to perform
intelligent roaming decisions based on signal quality, load, and compatibility . References: CWAP-
405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 12: 802.11k/v/r/u/w/ai Amendments, page 434;
CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 12: 802.11k/v/r/u/w/ai Amendments,
page 435.

NEW QUESTION # 100 
The manager in the security group is concerned about compliance with security policies on the WLAN. The budget is not available
for a full WIPS SOLUTION. He has asked you to implement a process that will verify compliance.
What would you recommend in such a scenario?

A. Use a laptop-based protocol analyzer that provides compliance reporting to monitor the environment on a periodic basis
B. Implement AP-based sensors throughout the facility and then monitor for performance issues with these sensors
C. Simplify enable 802.11w, which will enforce management frame compliance
D. Use the built-in spectrum analyzer features of the APs to ensure that WPA2-Enterprise is implemented throughout the
organization

Answer: A

NEW QUESTION # 101 
During an initial install of a controller-based WLAN, the APs are not locating the WLAN controller. The controller is two router
hops away from the nearest AP. DHCP is not used. When performing a packet trace, you see a DNS response code of 3 targeted
at one of the APs.
What is the problem?

A. The router is not forwarding packets to the DNS server
B. The DNS server is not authoritative for the domain
C. The controller host record has not been created in the DNS server
D. The authentication to the DNS server failed

Answer: C

NEW QUESTION # 102 
You are concerned with management overhead in your WLAN. When evaluating the network, you note that each dual-band AP
provides for 4 SSIDs in each band with three secure SSIDs and one Open System SSID.
The network runs only 802.11ac APs and uses 20 MHz channels in 2.4 GHz and 400 MHz channels in 5 GHz.
What can you do to reduce the impact of beacon frames on CCI and channel utilization?

A. Disable SSID broadcasting
B. Use only 40 MHz channels
C. Use the same security across all SSIDs
D. Increase the beacon interval

Answer: A



NEW QUESTION # 103 
A client is operating in an unstable RF environment. Out of five data frames transmitted to the client it only receives four. The client
sends a Block Ack to acknowledge the receipt of these four frames but due to frame corruption the Block Ack is not received by
the AP. Which frames will be retransmitted'

A. Only the data frame which was corrupted
B. Both the corrupted data and Block Ack
C. Only the Block Ack
D. All data frames

Answer: D

Explanation:
All data frames will be retransmitted in this scenario. This is because the AP uses a Block Ack (BA) mechanism to acknowledge the
receipt of multiple data frames from a client in a single frame. The BA contains a bitmap that indicates which data frames were
received correctly and which were not. If the BA is not received by the AP due to frame corruption, the AP will assume that none of
the data frames were received by the client and will retransmit all of them. The other options are not correct, as they do not account
for the loss of the BA or the use of the bitmap. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 6:
802.11 Frame Exchanges, page 167-168
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