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‘Which one of the following is an advantage of using display filters that is not an advantage of capture-time filters?

e A They only hide the packets from view and the filtered packets can be enabled for view later
¢ B. Multiple of them can be applied simultaneously

¢ C. Once created they are reusable for later captures

e D. They allow for focused analysis on just the packets of interest

Ef#: A

fiR e«

Display filters do not discard packets; they only control what is shown in the analysis view. All captured packets remain available
and can be redisplayed by modifying or removing the filter.

Capture-time filters, in contrast, permanently exclude packets from being recorded, making those packets unavailable for later
TEVIeW.

H #124
Explain the protocol behavior that can be known in the following graphic?

A. The data frames are missing because the capture adaptor does not support the PHY rate being used to transmit the data.
B. Only the CTS frames are being acknowledged. This indicates a problem with the wireless client.

C. Single Channel Architecture is in use.

D. Only the CTS frames are being acknowledged. This is normal behavior.

Ef#: C

A -

The capture shows repeated RTS, CTS, and BA frame exchanges between the same client and AP addresses, but no data frames
are visible. This occurs in Single Channel Architecture (SCA), where multiple AP radios operate on the same channel and
coordinate transmissions using control frames while data traffic is tunneled and not visible in the capture. This explains why only
management/control frames appear, not the actual data traffic.

HM #125
Where, in a protocol analyzer, would you find an indication that a frame was transmitted as part of an A- MPDU?

¢ A. The HT Operation Element

¢ B. The Aggregation flag in the Radio Tap Header
e C. A-MPDU flag in the Frame Control Field

e D. A-MPDU flag in the QoS Control Field

EfE: B

R :

In a protocol analyzer, you would find an indication that a frame was transmitted as part of an A-MPDU by looking at the
Aggregation flag in the Radio Tap Header. The Radio Tap Header is a pseudo-header that is added by some wireless capture
devices to provide additional information about the physical layer characteristics of a frame. The Aggregation flag is one of the fields
i this header, and it indicates whether the frame belongs to an A-MPDU or not. Ifthe flagis set to 1, it means that the frame is part
ofan A-MPDU; if it is set to 0, it means that the frame is not part of an A-MPDU . References: CWAP-405Certified Wireless
Analysis Professional Study and Reference Guide, Chapter 9: PHY Layer Frame Formats and Technologies, page 303; CWAP-
405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 9: PHY Layer Frame Formats and Technologies,
page 304.

E R #126
The resolution bandwidth of a Fast Fourier Transform plot is dictated by what?

A. Bucket size
B. Adapter size
C. Batch size
D. Bin size



IEf#: D

R :
Inan FFT plot, the resolution bandwidth is determined by the bin size, which defines the frequency width of each discrete segment.
Smaller bin sizes provide finer frequency resolution, allowing more detailed analysis of signals.

HA #127

ABC corporation has an 802.11n wireless network and advertises 3 SSIDs on all APs: Corporate, Guest, and BYOD. Both the
Guest and the BYOD networks broadcast their SSIDs but the corporate SSID is hidden. A client transmits a Wildcard\Any Probe
Request frame on channel 36.

From the client's location it can decode beacons frames from two of the organization's APs operating on channel 36. How many
Probe Response frames would you expect this client to decode from ABC corporation's APs?

A0
B. 1
C.2
D.3

EfE: A

R -

Each AP on channel 36 will respond to a Wildcard/Any Probe Request with a Probe Response for each broadcast SSID. Since the
Corporate SSID is hidden, it will not respond to a wildcard probe.

Assuming the two APs each broadcast the Guest and BYOD SSIDs, the client will decode 2 Probe Responses per AP, totaling 4
Probe Responses.
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