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Topic Details

Topic 1

FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat
Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.

Topic 2

Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing
managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.

Topic 3

Conditions and Remediation: This section measures the skills of Incident Responders and SOAR
Specialists in remediating security incidents. It includes configuring manual and automated remediation
workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

Topic 4

FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation
Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q15-
Q20):
NEW QUESTION # 15 
Refer to the exhibit.

Which scenario is not a supported nested query scenario?

A. The outer query is the CMDB query, and the inner query is the CMDB query.
B. The outer query is the CMDB query, and the inner query is the event query.
C. The outer query is the event query, and the inner query is the CMDB query.
D. The outer query is the event query, and the inner query is the event query.

Answer: A

Explanation:
FortiSIEM does not allow CMDB queries to be nested within other CMDB queries. CMDB data is static information, and nesting
would not add value or function properly in query execution.



NEW QUESTION # 16 
Which three statements about collector communication with the FortiSIEM cluster are true? (Choose three.)

A. Collectors communicate periodically with the supervisor node.
B. The supervisor periodically checks the health of the collector.
C. The only communication between the collector and the supervisor is during the registration process.
D. The supervisor does not initiate any connections to the collector node.
E. Collector upload event data to any node in the worker upload list, but report their health directly to the supervisor node.

Answer: A,B,E

Explanation:
FortiSIEMcollectorsare responsible forgathering logsfrom devices andforwarding themto the FortiSIEM cluster. Their
communication with the cluster follows these key principles:
#Collectors periodically communicate with the supervisor node.
# This allows them toreport status, receive updates, and verify configurations.
#The supervisor periodically checks the health of the collector.
# Thesupervisor monitors the collector's uptime, connectivity, and performance.
#Collectors upload event data to worker nodes but report health to the supervisor.
#Event logs are uploaded to worker nodesas per theworker upload list, ensuring distributed event processing.
#Health status is always reported directly to the supervisorfor centralized monitoring.

NEW QUESTION # 17 
Why are FortiSIEM baseline and profile reports crucial?

A. They provide aesthetic visuals for presentations?
B. They allow for automated software updates?
C. They dictate user access policies within the system?
D. They offer insights into standard and anomalous behaviors within the network?

Answer: D

NEW QUESTION # 18 
FortiSIEM rules, when triggered, can lead to which of the following actions?

A. Initiating a predefined automated response?
B. Instantly shutting down all network operations?
C. Requesting manual approval for every observed event?
D. Sending an alert to security administrators?

Answer: D

NEW QUESTION # 19 
Refer to the exhibit.

Is the Windows agent delivering event logs correctly?



A. The logs are buffered by the agent and will be sent once the status changes to managed.
B. Because the agent is unmanaged. the logs are dropped silently by the supervisor.
C. The agent is not sending logs because it did not receive a monitoring template.
D. The agent is registered and it is sending logs correctly.

Answer: C

Explanation:
The Windows agent (fortibank_dc.fortibank.net) is in an "Unmanaged" state, which indicates that it has not received a monitoring
template from FortiSIEM. Without a template, the agent does not know what logs to collect or forward, meaning it is not sending
logs to the supervisor.
The agent is registered, meaning it has completed the installation and connection process. Since it is unmanaged, it is not actively
monitored or configured to send logs. To resolve this, the administrator must assign a monitoring template to enable proper log
forwarding.

NEW QUESTION # 20
......
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