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¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as

FEY 21 Terraform and Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform-

specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and

scalable security implementations.

¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud

networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
ey 72 section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.

¢ Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on

deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
FEY Z 3 (TaaS) and Container as a Service (CaaS). It includes integrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on

diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
hEv 74 troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.
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HA #44
In an SD-WAN TGW Connect topology, which three initial steps are mandatory when routing traffic froma spoke VPC to a
security VPC through a Transit Gateway? (Choose three.)

A. Fromboth spoke VPCs and the security VPC, point 0.0.0.0/0 traffic to the Internet Gateway.

B. Fromthe spoke VPC internal routing table, point 0.0.0.0/0 traffic to the TGW.

C. Fromthe security VPC FortiGate internal subnet routing table, point 0.0.0.0/0 traffic to the TGW.

D. From the security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the FortiGate internal port.
E. Fromthe security VPC TGW subnet routing table, point 0.0.0.0/0 traffic to the TGW.

IE%: B\ D\ E

R -

Inan SD-WAN TGW Connect topology, to route spoke VPC traffic through the Security VPC FortiGate via the Transit Gateway,
the following are mandatory:

- The Security VPC TGW subnet route table must send 0.0.0.0/0 traffic to the TGW, so inbound spoke traffic can reach the
FortiGate.

- The Security VPC FortiGate internal subnet route table must send 0.0.0.0/0 traffic to the FortiGate internal port, ensuring
inspection.

- The Spoke VPC internal route table must point 0.0.0.0/0 to the TGW, so all spoke traffic is routed via the Transit Gateway
toward the Security VPC.

HR #45
What is the primary finction of FortiGate- VM in public cloud deployments?
Response:

A. To serve as a centralized authentication server
B. To offer virtualized network security services
C. To manage security logs and analytics

D. To provide web application firewall capabilities

IEf#: B

B #46
Refer to the exhibit.
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Refer to the exhibit.
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In your Amazon Web Services (AWS), you must allow inbound HTTPS access to the Customer VPC FortiGate VM from the
internet. However, your HTTPS connection to the FortiGate VM in the Customer VPC is not successful.
Also, you must ensure that the Customer VPC FortiGate VM sends all the outbound internet traffic through the Security VPC.
How do you correct this issue with minimal configuration changes? (Choose three.)

¢ A. Add a route with your local internet public IP address as the destination and the internet gateway as the target.

Customer VPC.

e E. Add aroute to the destination 0.0.0.0/0 with the transit gateway as the target.

iIFf#: B. D. E

B #47
Refer to the exhibit.
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B. Add a route with your local nternet public IP address as the destination and the transit gateway as the target.

C. Deploy an internet gateway, associate an EIP with the Customer VPC private subnet, and then add a new route with
destination 0.0.0.0/0 with the internet gateway as the target.

D. Deploy an internet gateway, attach it to the Customer VPC, and then associate an EIP with port] of the FortiGate in the

An administrator implements FortiWeb ingress controller to protect containerized web applications in an AWS Elastic Kubernetes

Service (EKS) cluster.

What can you conclude about the topology shown in FortiView?

EM: D

A. Adding a new service will update the FortiWeb configuration automatically.

B. Both services will be load balanced among the two nodes and the four pods.

C. This topology has two services and two ingress controllers deployed.

D. The FortiWeb VM gets the latest cluster information through an SDN connector.



HR #48
‘Which statement about Amazon Web Services (AWS) Transit Gateway is true for SD-WAN transit gateway (TGW) Connect with
FortiGate?

A. The TGW plugin must be used with a VPN to achieve higher bandwidth.

B. Attaching a virtual private cloud (VPC) to the TGW automatically adds new routes to the subnet route table.
C. The Generic Routing Encapsulation (GRE)-based tunnel attachiments are slower than IPsec tunnels.

D. TGW supports BGP to share routes with FortiGate.

IEf#: B
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