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Microsoft Endpoint Administrator Sample Questions (Q310-Q315):
NEW QUESTION # 310 
You have a Microsoft 365 subscription that contains 1,000 Windows 11 devices enrolled in Microsoft Intune.
You plan to create and monitor the results of a compliance policy used to validate the BIOS version of the devices.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.
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Answer:

Explanation:

1 - Create a PowerShell discovery script and a JSON file.
2 - Upload the PowerShell script to Intune.
3 - Upload the JSON file to Azure AD.
4 - Create and assign a custom compliance policy.

NEW QUESTION # 311 
You have a Microsoft Entra tenant that contains the devices shown in the following table.

On which devices can you implement Endpoint Privilege Management (EPM)?

A. Device1, Device2. Device3, and Device4
B. Device1 and Device2 only
C. Device1 only
D. Device1 and Device3 only
E. Device1, Device3, and Device4 only

Answer: D

NEW QUESTION # 312 
You have a Microsoft 365 E5 subscription that contains 150 hybrid Azure AD joined Windows devices. All the devices are enrolled
in Microsoft Intune. You need to configure Delivery Optimization on the devices to meet the following requirements:
* Allow downloads from the internet and from other computers on the local network.
* Limit the percentage of used bandwidth to 50.
What should you use?

A. a Microsoft Peer-to-Peer Networking Services Group Policy setting
B. an Update ring for Windows 10 and later profile
C. a configuration profile
D. a Windows Update for Business Group Policy setting

Answer: C

Explanation:



A configuration profile is the correct answer because it allows you to configure Delivery Optimization settings for Windows devices
in Intune. You can specify the download mode, bandwidth limit, caching options, and more. A configuration profile is a template that
contains one or more settings that you can apply to groups of devices. References:
Windows 10 Delivery Optimization settings for Intune - Microsoft Intune | Microsoft Learn Delivery Optimization settings in
Microsoft Intune

NEW QUESTION # 313 
You have a Microsoft 365 subscription that contains 500 computers that run Windows 11. The computers are Azure AD joined and
are enrolled in Microsoft Intune.
You plan to manage Microsoft Defender Antivirus on the computers.
You need to prevent users from disabling Microsoft Defender Antivirus,
What should you do?

A. From the Microsoft Intune admin center, create an account protection policy.
B. From the Microsoft Intune admin center, create an endpoint detection and response (EDR) policy.
C. From the Microsoft Intune admin center, create a security baseline.
D. From the Microsoft 365 Defender portal, enable tamper protection.

Answer: D

Explanation:
Tamper protection is a feature of Microsoft Defender Antivirus that prevents users or malicious software from disabling or modifying
the antivirus settings. Tamper protection can be enabled from the Microsoft 365 Defender portal for devices that are Azure AD
joined and enrolled in Microsoft Intune. This will prevent users from turning off Microsoft Defender Antivirus or changing its
configuration through Windows Security, PowerShell, Registry, or Group Policy. References: [Enable tamper protection]

NEW QUESTION # 314 
You have a Microsoft 365 subscription that contains the devices shown in the following table.

You plan to enroll the devices in Microsoft Intune.
How often will the compliance policy check-ins run after each device is enrolled in Intune? To answer, select the appropriate options
in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:



Explanation:
Box 1: Every three minutes for 15 minutes, then every 15 minutes for two hours, and then around every eight hours If devices
recently enroll, then the compliance, non-compliance, and configuration check-in runs more frequently. The check-ins are estimated
at:
Windows 10: Every 3 minutes for 15 minutes, then every 15 minutes for 2 hours, and then around every 8 hours Graphical user
interface, text, application, email Description automatically generated

Box 2: Every 15 minutes for one hour, and then every eight hours
iOS/iPadOS: Every 15 minutes for 1 hour, and then around every 8 hours
Reference: https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-troubleshoot
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