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You are running a multi-tier application in Kubernetes. Your application consists of a fiontend service (nginx) and a backend service
(app)- The frontend service exposes a port to the outside world, while the backend service listens on a different port. The backend
service needs to access a database service running on a different node.

You need to create a network policy that allows the nginx service to access the app service, and the app service to access the
database service. Ensure tnat no otner traffic is allowed between pods in the cluster.

Ef#:

et

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define Network Policy for Nginx Service:

- Create a NetworkPoliCY named "nginx-policy' that allows traffic from pods labeled 'app=nginx' to pods labeled Sapp-apps
- Use "mgress' rules to define incommng traffic to the nginx service-

- Specify the for the nginx service.

- Allow all ports.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: nginx-policy
spec:
podSelector:
matchLabels:
app: nginx
ingress:
- from:
- podSelectors
matghlabels: 'j
i LINUX
porgst
- prdkocol: TCP
port: 8@
egress: []

2. Define Network Policy for App Service: - Create a NetworkP01iCY named 'app-policy' that allows traffic from pods labeled
'app=app' to pods labeled 'app=database' - Use "ingress' rules to define incoming traffic to the app service. - Specify the
'podSelector’ for the app service. - Allow traffic on the port that the database service listens on.

apiversion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: app-policy
spec:
podselector:
matchLabels:

3pp: app
ingress:

- from:
- podSalectos:
matchLabels:
app: database
ports:
- protocol: TCP
port: 5432

egress: []

3. Create the NetworkPolicy Objects - Apply the NetworkP01iCies using the 'kubectl apply' command: bash kubectl apply -f
nginx-policy.yaml kubectl apply -f app-policy.yaml 4. Apply Default Network Policy: - Create a NetworkPoliCY named 'default-
policy' that blocks all traffic by default. - This ensures that only traffic allowed by the specific policies is permitted.

apiVersion: networking.kss.iafvl
kind: NetworkPolicy

tadata:

Fhmu“ult-policy
Spec:

podSelector: {f

ingress: []

egress: f]

5. Apply Default Network Policy: - Apply the NetworkPoliCY using the 'kubectl apply' command: bash kubectl apply -f default-
policy yaml This configuration ensures that: - Nginx Service: Can access the 'app' service on port 80, and no other traffic is allowed



i or out. - App Service: Can access the 'database’ service on port 5432, and no other traffic is allowed in or out - All Other Pods:
All other pods in the cluster are blocked from commumnicating with each other by the default network policy.,
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Refer to Exhibit.

LINUX

Set configuration contexy/

Task

You are required to create a pod that requests a certain amount of CPU and memory, so it gets scheduled to-a node that has those
resources available.

* Create a pod named nginx-resources in the pod-resources namespace that requests a minimum of 200m CPU and 1Gi memory
for its container

* The pod should use the nginx image

* The pod-resources namespace has already been created

Ef#:

fR.:
Solution:

BAReadme  >_ Web Terminal L CITHELINUX FOUNDATION
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You are building a microservices application with two services, 'user-service' and 'order-service'. Both services have dedicated
Dockerfiles for building their container images. You want to optimize the image build process by minimizing the size of the final
images. You also want to ensure that the image build process is reproducible and reliable. How can you achieve these goals using
Dockerfile best practices and multi-stage builds?

Ef#:

Rt :

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Use Multi-Stage Builds:

- Define two stages in your Dockerfile: a 'build' stage for compiling dependencies and a 'runtime stage for running the final
application.

- Copy only the essential files and dependencies from the 'builds stage to the 'runtime' stage.

dockerfile




FROM golang:1.18 as build

WORKDIR /app

COPY ..

RUN go mod download

RUN go build -o user-service .

FROM alpineilatest as runtime

COPY --fromrbuild lapp/user-service fuser-service

CMD ["/user-service'|

2. Minimize Image Size:

- Use a minimal base image: 'alpine:latest’ is a lightweight Linux distribution.

- Remove unnecessary files: Use SRIJN apt-get clean' to remove package cache.

- Leverage Docker layers: Separate build steps to mmimize the number of layers recreated during subsequent builds.
- Use 'COPY mnstead of 'ADDS: 'COPY" avoids unpacking archives, making the image smaller.

- Install only required dependencies: use package managers to install only the necessary libraries and tools.

3. Reproducibility and Reliability:

- Define a clear build context: use a ' .dockerignore' file to exclude unnecessary files from the build context.

- Leverage Docker caching: Arrange Dockerfile instructions to maximize the use of cacned layers.

- Use 'go mod vendor to vendor dependencies for improved build reproducibility.

- Use a consistent environment for building images: I-Jse a Dockerfile builder image that is compatible with the development
environment.

4. Implement for Both Services:

- Apply the same best practices to the 'order-service' Dockerfile.

- Create a separate Dockerfile for each service and use consistent naming conventions (€.
'Dockerfile.user-service', 'Dockerfile-order-service').

5. Test and Validate.

- Build and push the images to a registry-

- Run the services in a Kubernetes cluster and verify their functionality.

- Measure image sizes to confirm that tne optimization efforts nave been successful.

By implementing these steps, you can create simaller, more reproducible, and reliable Docker images for your microservices, leading
to faster build times and more efficient deployments.,

R #104

You are building a microservice-based application with a frontend service and a backend service. The frontend service needs to
communicate with the backend service via a Kubernetes Service. Design and implement a robust solution for the frontend service to
discover the backend service's IP address and port, ensuring seamless communication between the services.

IEf#:

fiR .-
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Create a Backend Service:
- Define a Kubernetes Service for the backend service, exposing it on a specific port.
- Ensure the service's 'selector’ matches the labels of your backend pods.
apiVersion: vi
kind: Service
metadata:
name: backend-service
spec:
selector:
appg» baékend
ports:
- protocol: TCP oy .
port: 8080 4 LINUX
targetPort: 8080

2. Configure Frontend Service: - Create a Kubernetes Deployment for the frontend service. - Inject the backend service's name and



pon into the frontend container's environment variables. This will allow the frontend service to access the backend service's
mformation.

apiVersion: apps/vl
kind: Deployment
metadata:
name: frontend-deployment
spec:
replicas: 2
selector:
matchLabels:
app: frontend
template:
metadata:
labels:
app: frontend
spec:
containers:
- name: frontend
image: example/frontend:latest

LING

jn’

# BACKEND SERVICE HOST
From:
" configMapKeyRef:
name: backend-service-config
key: backend-service-host
- name: BACKEND_SERVICE_PORT
valueFrom:
configMapKeyRef:
name: backend-service-config
key: backend-service-port

3. Create a ConfigMap for Backend Service Informatiom - Create a ConfigMap to store the backend service's mformation,
including its name and port
apiVerqigns] M3
kind®™ ConfigMap
metadata:
name: backend-service-config
data:
backend-service-host: backend-service
backend <service-port: “8888°

4. Deploy the Services and ConfigMap: - Apply the YAML files for the backend service, frontend deployment, and ConfigMap to
your Kubernetes cluster using kubectl apply -f'5. Test Commumication: - Access the frontend service (e.g., through a LoadBalancer
or Ingress) and ensure it successfully communicates with the backend service. Notes: - This approach utilizes a ConfigMap to store
the backend service information, making it easy to update and manage the connection information. - The frontend service can access
the backend service's information through environment variables, ensuring consistency in communication. - By utilizing Kubernetes
Services, the trontend service can seamlessly communicate with the backend service without knowing the specific IP addresses or
ports of ndividual pods. - The frontend service should be designed to handle potential errors when attempting to connect to the
backend service (e.g., timeouts, network issues). Additional Tips for Robust Commumication: - Health Checks: LJse Liveness and
Readiness probes to ensure that only healthy backend pods are included in the backend service. - Service Discovery: Consider
using advanced service discovery mechanisis like Consul or eted to enable dynamic service discovery and updates. - Network
Policies: Apply network policies to control communication between services, improving security and preventing unauthorized
access.,

] #105
Refer to Exhibit.



You must swil LJI‘N (¥4
cluster/configuration context. Failure to do so

may resuit in a 7ero score.

Task:

Create a Pod named nginx resources in the existing pod resources namespace.
Specify a single container using nginx:stable image.

Specify a resource request of 300m cpus and 1G1 of memory for the Pod's container.

fiR .-
Solution:

nd

htadata
creationTimestamp
labels

run: nginx

name: Nginx

namespace

image
name: ngl
resources
requests:
cpu: 300w
memory:
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