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HA #378
A network administrator is trying to troubleshoot a domain resolution issue on a client's workstation. Which command should be
used to verify if the DNS server is properly resolving the domain name of the company website?

e A tracert companywebsite.com
¢ B. nslookup companywebsite.com
e C. ipconfig /flushdns

¢ D. ping companywebsite.com

IEf#: B
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Correct Answer. B. nslookup companywebsite.com nslookup is specifically designed to query the DNS server and return
information to verify that the domain name is being correctly resolved into an IP address.

Option A is incorrect. While ping can confirm connectivity to an address, it does not provide detailed DNS resolution data.
Option C is incorrect. Flushing the DN'S cache clears resolved DNS records but does not itself verify DNS server functionality.
Option D is incorrect. tracert shows the path packets take to a destination, useful for network path issues but less so for DNS
resolution specifics.

HM #379

An employee suspects that their workstation has been infected with malware after noticing unusual system behavior and unexpected
POp-ups.

What is the first action they should take?

A. Continue working and monitor the situation
B. Delete suspicious files manually from the system
C. Disconnect the computer from the network
D. Install a free antivirus software from the internet
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Correct Answer. A. Disconnect the computer from the network Disconnecting the computer from the network is a critical first step
to prevent the potential spread of malware to other devices and to minimize the risk of data leakage.

Option B is incorrect because continuing to work could exacerbate the problem and lead to further system compromise.

Option C is incorrect because downloading software, especially on a compromised computer, could lead to further infections.
Option D is incorrect as manual deletion of files may not effectively remove the malware and could harm important system files.

R #380
‘When updating internal access controls for proprietary systems, what is a findamental policy a technician must follow?

A. Implement role-based access controls to ensure that employees only access data necessary for their roles
B. Require biannual password updates instead of more frequent changes to reduce user frustration

C. Allow open access within the company to promote transparency

D. Set all access permissions to administrator level to simplify system management

EfE: A
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Correct Answer. B. Implement role-based access controls to ensure that enployees only access data necessary for their roles Role-
based access control (RBAC) is crucial in protecting proprietary systems by limiting access to sensitive information based on the
user’s job responsibilities, enhancing data security.

Option A is incorrect as open access can lead to unnecessary exposure of sensitive data.

Option C is incorrect because providing universal admmistrator-level access increases security risks significantly.

Option D is incorrect because password frequency updates should balance security with user convenience, and biannual changes
might not be sufficient for sensitive systens.

B #381

While using remote access software to resolve a network connectivity issue, you find a related internal knowledge base article
written over a year ago.

What is the best approach to using this information?

A. Rewrite the article with your own understanding before applying any fix

B. Disregard the article as it is outdated and instead use a general internet search to find a solution
C. Verify if the article is still relevant and check for any updates before applying the solution

D. Apply the solution from the article immediately since it directly addresses the issue

IEf: C
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Correct Answer. B. Verify if the article is still relevant and check for any updates before applying the solution Ensuring that the
information is up-to-date and still applicable to the current system environment is crucial, as outdated guidance might no longer be
effective or could potentially cause further issues.

Option A is incorrect. Directly applying an old solution without verification may not consider changes in the network environment or
software updates.

Option C is incorrect. Disregarding potentially useful internal resources can lead to inconsistent support practices and reinventing the
wheel

Option D is incorrect. While updating information is valuable, it must be done with careful validation and not in the midst of solving
an immediate issue.

HH #382
During a network audit, a technician discovers that several devices have public IP addresses that are accessible from the internet.
What is the primary risk associated with this configuration?

e A It increases the speed of the internal network
¢ B. It smplifies network management
e C. It exposes the devices to potential external attacks



¢ D. It enhances the performance of network applications
Ef#: C
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Correct Answer. B. It exposes the devices to potential external attacks Assigning public IP addresses to devices directly connects
them to the internet, which increases their vulnerability to external threats and attacks.

Option A is incorrect. Public IP addresses do not nherently increase network speed.

Option C is incorrect. While it may reduce some aspects of internal network management, it significantly raises security concerns.
Option D is incorrect. Public IPs do not necessarily enhance application performance; they increase risk.
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