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Sample Questions (Q65-Q70):
NEW QUESTION # 65 
Task: Confirm IPS protections are correctly layered when using shared layers.

Answer:

Explanation:
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See the Explanation.Explanation:
1- Go to Threat Prevention Policy > Layers tab.
2- Confirm shared layer is attached to Threat Prevention layer.
3- Double-check profile bindings per rule.
4- Publish and install to apply globally.
5- Use logs to validate consistent protection across gateways.

NEW QUESTION # 66 
Task: Enable automatic email alerts for critical IPS events.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open SmartEvent or SmartConsole > Logs & Monitor.
2- Go to Automatic Reactions > New Reaction.
3- Set condition: blade=IPS AND severity=Critical.
4- Choose Action: Send Email > Configure recipient.
5- Save and test by generating a trigger.

NEW QUESTION # 67 
Task: Confirm proper DNS resolution from the Security Gateway.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Gateway.
2- Run: nslookup checkpoint.com.
3- Validate /etc/resolv.conf for correct DNS servers.
4- Test with dig or host command.
5- Ensure outbound UDP/53 traffic is not being blocked.

NEW QUESTION # 68 
Task: Configure automatic IPS updates via SmartConsole.

Answer:

Explanation:
See the Explanation.Explanation:
1- Open SmartConsole > Threat Prevention > Updates.
2- Enable "Check for updates automatically."
3- Set schedule (e.g., daily at 2:00 AM).
4- Enable "Install updates automatically" for production or testing only.
5- Click OK and publish changes.

NEW QUESTION # 69 
Task: Use CLI to test the management server connectivity from the Security Gateway.

Answer:

Explanation:
See the Explanation.Explanation:
1- SSH into the Security Gateway.
2- Ping the management server: ping .
3- Check hostname resolution: nslookup .



4- Confirm SIC is established: cp_conf sic state.
5- Check for outbound connectivity on port 18210 (CPD).

NEW QUESTION # 70
......
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