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For a Microsoft cloud environment, you are designing a security architecture based on the Microsoft Cloud Security Benchmark.
What are three best practices for identity management based on the Azure Security Benchmark? Each correct answer presents a
complete solution.
NOTE: Each correct selection is worth one point.

A. Protect identity and authentication systems.
B. Enable threat detection for identity and access management.
C. Manage application identities securely and automatically.
D. Use a centralized identity and authentication system.
E. Manage the lifecycle of identities and entitlements

Answer: A,B,D

NEW QUESTION # 77 
Your company has a Microsoft 365 E5 subscription, an Azure subscription, on-premises applications, and Active Directory Domain
Services (AD DSV You need to recommend an identity security strategy that meets the following requirements:
* Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website
* Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are assigned The
solution must minimize the need to deploy additional infrastructure components. What should you include in the recommendation? To
answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 78 
Your company finalizes the adoption of Azure and is implementing Microsoft Defender for Cloud.
You receive the following recommendations in Defender for Cloud
* Access to storage accounts with firewall and virtual network configurations should be restricted,
* Storage accounts should restrict network access using virtual network rules.
* Storage account should use a private link connection.
* Storage account public access should be disallowed.
You need to recommend a service to mitigate identified risks that relate to the recommendations. What should you recommend?

A. Azure Network Watcher
B. Azure Policy
C. Azure Storage Analytics
D. Microsoft Sentinel

Answer: B

Explanation:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/security-policy-concept https://docs.microsoft.com/en-
us/security/benchmark/azure/baselines/storage-security-baseline

NEW QUESTION # 79 
You have a Microsoft 365 E5 subscription.
You need to recommend a solution to add a watermark to email attachments that contain sensitive data. What should you include in
the recommendation?

A. Azure Purview
B. Microsoft Information Protection
C. insider risk management
D. Microsoft Defender for Cloud Apps

Answer: D



NEW QUESTION # 80 
You are designing security for a runbook in an Azure Automation account. The runbook will copy data to Azure Data Lake Storage
Gen2.
You need to recommend a solution to secure the components of the copy process.
What should you include in the recommendation for each component? To answer, select the appropriate options in the answer are a.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 81
......
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