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Which of the following is a recommended technique to find unique outliers among a set of data in the Falcon Event Search?
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A. Stacking (Frequency Analysis)
B. Machine Learning
C. Hunt-and-Peck Search Methodology
D. Time-based Searching

Answer: A

Explanation:
Stacking (Frequency Analysis) is a recommended technique to find unique outliers among a set of data in the Falcon Event Search.
As explained above, stacking involves grouping events by a common attribute and counting their frequency, then sorting them by
ascending or descending order to identify rare or common events. This can help find anomalies or deviations from normal behavior
that could indicate malicious activity. Hunt-and-Peck Search Methodology, Time-based Searching, and Machine Learning are not
specific techniques to find unique outliers among a set of data.

NEW QUESTION # 20 
Where would an analyst find information about shells spawned by root, Kernel Module loads, and wget/curl usage?

A. Sensor Health report
B. Sensor Policy Daily report
C. Mac Sensor report
D. Linux Sensor report

Answer: D

Explanation:
The Linux Sensor report is where an analyst would find information about shells spawned by root, Kernel Module loads, and
wget/curl usage. The Linux Sensor report is a pre-defined report that provides a summary view of selected activities on Linux hosts.
It shows information such as process execution events, network connection events, file write events, etc. that occurred on Linux
hosts within a specified time range. The Sensor Health report, the Sensor Policy Daily report, and the Mac Sensor report do not
provide the same information.

NEW QUESTION # 21 
In the Powershell Hunt report, what does the filtering condition of commandLine! ="*badstring* " do?

A. Highlights only the command lines containing "badstring"
B. Highlights "badstring" in all command lines in the output
C. Prevents command lines containing "badstring" from being displayed
D. Displays only the command lines containing "badstring"

Answer: C

Explanation:
In the Powershell Hunt report, the filtering condition of commandLine! ="badstring " prevents command lines containing "badstring"
from being displayed. The ! operator is used to negate or exclude a condition from the search results. The * operator is used as a
wildcard to match any number of characters before or after the specified string. Therefore, commandLine! ="badstring " means to
filter out any command line that has "badstring" anywhere in it. The other options are not correct, as they do not describe what the
filtering condition does.

NEW QUESTION # 22 
Which of the following is a suspicious process behavior?

A. PowerShell launching a PowerShell script
B. An Internet browser (eg, Internet Explorer) performing multiple DNS requests
C. Non-network processes (eg, notepad exe) making an outbound network connection
D. PowerShell running an execution policy of RemoteSigned

Answer: C



Explanation:
Non-network processes are processes that are not expected to communicate over the network, such as notepad.exe. If they make
an outbound network connection, it could indicate that they are compromised or maliciously used by an adversary. PowerShell
running an execution policy of RemoteSigned is a default setting that allows local scripts to run without digital signatures. An Internet
browser performing multiple DNS requests is a normal behavior for web browsing. PowerShell launching a PowerShell script is also
a common behavior for legitimate tasks.

NEW QUESTION # 23 
With Custom Alerts you are able to configure email alerts using predefined templates so you're notified about specific activity in your
environment. Which of the following outlines the steps required to properly create a custom alert rule?

A. Choose the template you would like to configure, setup how often you would like the alert to run, and then schedule the
alert
B. Create a new custom template, configure the email template, and then create the custom query for the alert
C. Choose the template you would like to configure, preview the search results, and then schedule the alert
D. Create the query for the alert, setup the email template for the alert, and then set the schedule for the alert

Answer: C

Explanation:
These are the steps required to properly create a custom alert rule. Custom Alerts are a feature that allows you to configure email
alerts using predefined templates so you're notified about specific activity in your environment. You can choose from various
templates that cover different use cases, such as suspicious PowerShell activity, network connections to risky countries, etc. You
can also preview the search results of the template before scheduling the alert. You do not need to create the query for the alert,
setup the email template for the alert, or create a new custom template, as these are already provided by the predefined templates.

NEW QUESTION # 24
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