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NEW QUESTION # 181 
Which risk is assumed by an enterprise that chooses to use vendor-provided cloud resources?

A. Loss of certification
B. Multitenant deployments
C. Lack of skilled technical personnel
D. Incompatible infrastructure

Answer: B

Explanation:
By choosing vendor-provided cloud resources, an enterprise inherently assumes the risk associated with multitenant deployments.
Managing Cloud principles explain that public and some community cloud environments are built on shared infrastructure where
multiple customers' workloads coexist on the same physical hardware.
Although strong logical isolation mechanisms are implemented by cloud providers, multitenancy introduces risks such as data
leakage, side-channel attacks, and resource contention. These risks do not exist to the same degree in dedicated on-premises
environments. Enterprises must therefore rely on the provider's ability to enforce isolation, access control, and monitoring.
The other options are not intrinsic cloud risks. Incompatible infrastructure can be addressed through architecture design, lack of
skilled personnel is an internal organizational issue, and loss of certification relates to compliance management. Therefore, multitenant
deployments represent the risk assumed when using vendor-provided cloud resources.

NEW QUESTION # 182 
An organization is implementing a new hybrid cloud deployment. Before granting access to any of the resources, the security team
wants to ensure that all employees are checked against a database to see if they are allowed to access the requested resource.
Which type of security control is the organization leveraging for its employees?

A. Authorization
B. Authentication
C. Web application firewall (WAF)
D. Antispyware program

Answer: A

Explanation:
The described control isauthorization, which occurs after authentication. Authorization determines what resources a user can access
based on their role, attributes, or policies stored in an access control database.
Authentication confirms identity, but authorization validates permissions. WAFs protect applications from malicious traffic, and
antispyware tools detect malware. Neither applies to access decisions.
By checking users against a database of permissions, the organization enforces the principle of least privilege, ensuring employees
only access the resources necessary for their role. This strengthens data protection, reduces insider threats, and aligns with
compliance requirements for access governance.

NEW QUESTION # 183 
An organization experienced an unplanned event. As a result, the customers using the web application face a loss of service. What
does the incident generated in this situation seek to resolve?

A. Bug
B. Disruption
C. Error
D. Change

Answer: B

Explanation:
The unplanned event described is adisruptionof service. In IT service management frameworks like ITIL, disruptions occur when an
incident prevents normal service delivery. The goal of incident management is to restore service quickly and minimize impact on
customers.
A bug refers to a software defect, which may cause disruptions but is not synonymous with the event itself.
An error represents a fault, while change refers to deliberate modifications. Only disruption captures the unplanned nature of service



unavailability.
Recognizing incidents as disruptions helps organizations apply structured processes such as escalation, root- cause analysis, and
communication. It ensures resilience in cloud-based environments where uptime is a key performance indicator and customer trust is
closely tied to availability.

NEW QUESTION # 184 
Which design component contains both a remotely accessible application programming interface (API) and a web graphical user
interface?

A. Metastructure
B. Management
C. Applistructure
D. Infrastructure

Answer: B

Explanation:
The Management component contains both a remotely accessible application programming interface (API) and a web-based
graphical user interface. Managing Cloud documentation explains that the management layer is responsible for provisioning,
monitoring, configuration, and administration of cloud resources.
This component enables administrators and automation tools to interact with cloud services programmatically through APIs, while
also providing human-accessible web consoles for operational management. The dual- interface design supports scalability,
automation, and ease of use.
Infrastructure provides raw compute, storage, and networking. Applistructure refers to deployed applications and services, while
metastructure supports orchestration and abstraction. Therefore, the management component is the correct answer.

NEW QUESTION # 185 
Which cloud infrastructure risk is the responsibility of the cloud provider?

A. Security governance
B. Data security
C. Application security
D. Physical security

Answer: D

Explanation:
Physical security is a cloud infrastructure risk that is the responsibility of the cloud provider. Managing Cloud principles explain that
providers are responsible for securing data center facilities, including buildings, hardware, power systems, and environmental
controls.
This includes access controls, surveillance, guards, and protection against physical threats such as theft, vandalism, and natural
disasters. Customers do not have physical access to cloud data centers and therefore rely entirely on the provider to manage these
risks.
Data security and application security are typically shared responsibilities, while security governance is largely the customer's
responsibility. Therefore, physical security is the correct answer.

NEW QUESTION # 186
......
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