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Esri Enterprise Administration Professional 2201 Sample Questions (Q32-
Q37):

NEW QUESTION # 32

An organization configures an ArcGIS Enterprise portal to allow single sign-on using Integrated Windows Authentication (IWA).
Configuration includes:

* All accounts in the Active Directory group gisusers are added to the portal

* Existing users can sign in without entering credentialsHowever, new employees assigned to the same gisusers group cannot log in,
create content, or join groups. What is causing this issue for the new employees?

A. Their Active Directory accounts have not been added to the portal

B. The Web Adaptor cache must be cleared

C. Therr Active Directory accounts have been assigned an incompatible default user type
D. Their Active Directory accounts have not had sufficient time to sync to the portal

Answer: A

Explanation:

For IWA authentication, Active Directory users are not automatically added to the ArcGIS Enterprise portal. They must either be:
* Manually added as members, or

* Automatically created at first login if auto-creation is enabled.

Since the new users are assigned to the gisusers group but cannot sign in or create content, it's clear that their accounts have not yet
been added to the portal

From ArcGIS Enterprise documentation:

"Integrated Windows Authentication (IWA) allows users to sign in with their Windows credentials. However, users must still be
members of the portal. You can manually add users or enable automatic account creation during login."

* Option B is invalid since default user type settings do not prevent login.

* Option C is incorrect because synchronization is not time-based-it's account-creation dependent.

Reference:ArcGIS Enterprise - Managing Portal Members and Identity Store Integration

NEW QUESTION # 33

ArcGIS Server is installed with its Web Adaptor on the same server. The configuration is as follows:

* ArcGIS Server is federated with Portal for ArcGIS

* Portal is set up to use Integrated Windows Authentication

* The environment was set up using a domain certificate

* The attempted login account is a Windows account with admin privileges A GIS admmnistrator tries to connect to ArcGIS Server
Manager through ArcGIS Web Adaptor but the connection fails. Why did the connection fail?

e A The comection must be made with an internal admin account and not a Windows account
¢ B. The Web Adaptor was not set to allow administrative access to the server
¢ (. The certificate must come froma valid Certificate Authority and not a Domain Certificate Authority

Answer: B

Explanation:

‘When using aWeb Adaptorto accessArcGIS Server Manager,administrative access must be explicitly enabled during Web Adaptor
configuration. If'this setting is not enabled, even valid administrator accounts (including Windows accounts with elevated privileges)
will be unable to access ArcGIS Server Manager via the Web Adaptor.

This is a common configuration oversight. The federation, IWA setup, and domain certificate are not the causes here. A domain
certificate is valid within trusted enterprise networks, and Windows accounts can access services through IWA once configured
correctly.

Reference Source:ArcGIS Enterprise documentation - Enabling administrative access for Web Adaptor

NEW QUESTION # 34

A GIS admmistrator team must perform system maintenance over the weekend. The team must ensure that members do not add,
publish, or edit any items in ArcGIS Enterprise. Members still need the ability to access and view items as necessary.

‘Which action should the team perform?



A. Disable ArcGIS Web Adaptor

B. Place ArcGIS Enterprise in read-only mode

C. Change members' user role to Viewer

D. Clone the organization's content to a standby deployment

Answer: B

Explanation:

The correct solution is toplace ArcGIS Enterprise in read-only mode. This is an administrative function designed specifically
toprevent changes to content or configurationwhile still allowing users toview and access existing iters.

From the official ArcGIS Enterprise documentation:

"Read-only mode allows an administrator to restrict changes to the portal. When enabled, no users (including admmnistrators) can
create, update, or delete itemms, groups, or users. However, users can still search for and view iters, access content, and use apps
and services." This feature is typically used duringmaintenance windowsor before performingdisaster recovery tasksto preserve
system state.

* OptionBis incorrect because changing user roles to Viewer wouldnot prevent content changes by administrators or other roleswith
publishing privileges.

* OptionCrefers to cloning, which isnot a preventive or temporary access control measure, but rather a method forstandby
deployments or replication.

* OptionD(disabling the Web Adaptor) would disrupt access entirely, which doesnot match the requirement to allow viewing.
Reference:ArcGIS Enterprise Portal Admmistration Guide -Read-only mode feature behavior and impact on user interactions

NEW QUESTION # 35

A client has an internet-accessible ArcGIS Enterprise deployment with the Web Adaptors in theDMZ, and the remaining
components are on aninternal networkbehind afirewall. A user on the internet must access a web map in that environment.
Which ports must be open in the firewall between the DMZ and the internal network?

A. 2443 and 6443
B. 80 and 443

C. 6443 and 7443
D. 443 and 6443

Answer: C

Explanation:

Web Adaptors in the DMZ must forward requests to internal components (Portal and Server). These internal services operate over
HTTPS via ports:

* 7443 for Portal for ArcGIS

* 6443 for ArcGIS Server

Therefore, the firewall mustallow traffic over ports 6443 and 7443from the Web Adaptors (DMZ) to the respective internal
services.

From ArcGIS Enterprise security documentation:

"When using Web Adaptors in the DMZ, make sure ports 6443 and 7443 are open between the Web Adaptors and the internal
ArcGIS Server and Portal components respectively."

* OptionBis partially correct but leaves out Portal (7443).

* OptionCis for HTTP/HTTPS access from the public,not internal communications.

* OptionDincludes the Data Store admin port (2443), which isn't required here.

Reference:ArcGIS Enterprise -Firewalls, Ports, and DMZ Configuration

NEW QUESTION # 36

A GIS administrator must automate certain data workflows and administrative tasks in ArcGIS Enterprise.

The admmistrator must meet several requirements:

* The processes and methods must be well and thoroughly documented

* An option must be provided to modify the processes on the fly

* Scripts and processes must be shared to different individuals throughout the ArcGIS Enterprise organization Which ArcGIS
Server role should be used to meet these requirements?

e A. ArcGIS Notebook Server
® B. ArcGIS GeoEvent Server



e C. ArcGIS Workflow Manager Server

Answer: C

NEW QUESTION # 37

How to get the test EAEP2201 certification in a short time, which determines enough qualification certificates to test our learning
ability and application level. This may be a contradiction of the problem, we hope to be able to spend less time and energy to take
into account the test EAEP2201 Certification, but the qualification examination of the learning process is very wasted energy, so how
to achieve the balance? Our EAEP2201 exam prep can be done with its high-efficient merit. Try it now!
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