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C02 Priifungsfragen mit Losungen (Q72-Q77):

72. Frage

A company is designing a new website that hosts static content. The website will give users the ability to upload and download large
files. According to company requirements, all data must be encrypted in transit and at rest. A solutions architect is building the
solution by using Amazon S3 and Amazon CloudFront.

‘Which combination of steps will meet the encryption requirements? (Select THREE.)

A. Create a bucket policy that denies any unencrypted operations in the S3 bucket that the web application uses.
B. Configure encryption at rest on CloudFront by using server-side encryption with AWS KMS keys (SSE-KMS).
C. Use the RequireSSL option in the creation of presigned URLs for the S3 bucket that the web application uses.
D. Configure redirection of HTTP requests to HTTPS requests in CloudFront.

E. Turn on S3 server-side encryption for the S3 bucket that the web application uses.

F. Add a policy attribute of "aws:SecureTransport": "true" for read and write operations in the S3 ACLs.

Antwort: A,D.E

Begrindung;

Turning on S3 server-side encryption for the S3 bucket that the web application uses will enable encrypting the data at rest using
Amazon S3 managed keys (SSE-S3)1. Creating a bucket policy that denies any unencrypted operations in the S3 bucket that the
web application uses will enable enforcing encryption for all requests to the bucket2. Configuring redirection of HTTP requests to
HTTPS requests in CloudFront will enable encrypting the data in transit using SSL/TLS3.

73. Frage

A company needs to move some on-premises Oracle databases to AWS. The company has chosen to keep some of the databases
on premises for business compliance reasons. The on-premises databases contain spatial data and run cron jobs for maintenance.
The company needs to connect to the on- premises systems directly from AWS to query data as a foreign table. Which solution will
meet these requirements?

¢ A Create an Amazon RDS for Microsoft SQL Server DB instance. Use native replication to move the data from on premises
to the DB instance. Use AWS SCT to modify the SQL Server scherm as needed after replication. Move the spatial data to
Amazon Redshift. Use stored procedures for system maintenance.

Create AWS Glue crawlers to connect to the on-premises Oracle databases for foreign table support.

¢ B. Launch Amazon EC2 instances to host the Oracle databases. Place the EC2 mstances in an Auto Scaling group. Use
AWS Application Migration Service to move the data from on premises to the EC2 instances and for real-time bidirectional
change data capture (CDC) synchronization. Use Oracle native spatial data support. Create an AWS Lambda function to run
maintenance jobs as part of an AWS Step Functions workflow. Create an internet gateway for foreign table support.

e C. Create an Amazon RDS for PostgreSQL DB instance. Use AWS SCT and AWS DMS to move the data from on
premises to the DB instance. Use PostgreSQL native spatial data support. Run cron jobs on the DB instance for maintenance.
Use AWS Direct Connect to connect the DB instance to the on-premises environment for foreign table support.

¢ D. Create Amazon DynamoDB global tables with auto scaling enabled. Use AWS SCT and AWS DMS to move the data
from on premises to DynamoDB. Create an AWS Lambda function to move the spatial data to Amazon S3. Query the data
by using Amazon Athena. Use Amazon EventBridge to schedule jobs in DynamoDB for mamntenance. Use Amazon API
Gateway for foreign table support.

Antwort: C

Begriindung;

Option D is the most appropriate solution as it addresses all the specified requirements:

* Amazon RDS for PostgreSQL supports native spatial data types through the PostGIS extension, making it suitable for handling
spatial data migrated from Oracle databases.

* AWS Schema Conversion Tool (SCT) and AWS Database Migration Service (DMS) can be used to migrate data from on-
premises Oracle databases to Amazon RDS for PostgreSQL, facilitating the transition while preserving data integrity.

* Cron jobs can be scheduled directly on the PostgreSQL DB instance to handle maintenance tasks, aligning with the company's
existing maintenance practices.

* AWS Direct Connect provides a dedicated network connection between the on-premises environment and AWS, enabling secure
and efficient querying of on-premises databases as foreign tables from the RDS instance.

This solution ensures compatibility with spatial data, maintains existing maintenance workflows, and provides a secure and efficient
connection to on-premises systens.



74. Frage

A solutions architect is migrating an existing workload to AWS Fargate. The task can only run in a private subnet within the VPC
where there is no direct connectivity from outside the system to the application When the Fargate task is launched the task fails with
the following error:

How should the solutions architect correct this error?

¢ A Ensure the task is set to DISABLED for the auto-assign public IP setting when launching the task Configure a NAT
gateway in the private subnet in the VPC to route requests to the internet

¢ B. Ensure the network mode is set to bridge in the Fargate task definition

¢ C. Ensure the task is set to ENABLED for the auto-assign public IP setting when launching the task

¢ D. Ensure the task is set to DISABLED (or the auto-assign public IP setting when launching the task Configure a NAT
gateway in the public subnet in the VPC to route requests to the internet

Antwort: D

75. Frage

A large multinational company runs a timesheet application on AWS that is used by staff across the world The application runs on
Amazon EC2 mstances in an Auto Scaling group behind an Elastic Load Balancing (ELB) load balancer, and stores data in an
Amazon RDS MySQL Multi-AZ database instance.

The CFO is concerned about the inpact on the business if the application is not available The application must not be down for
more than two hours, but the solution must be as cost-effective as possible How should the solutions architect meet the CFO's
requirements while minimizing data loss?

e A Configure a 1-day window of 60-minute snapshots of the Amazon RDS Multi- AZ database instance Create an AWS
CloudFormation template of the application infrastructure that uses the latest snapshot When an issue occurs use the AWS
CloudFormation template to create the environment in another region Update the DNS record to point to the other region's
ELB.

¢ B. Configure a 1-day window of 60 minute snapshots of the Amazon RDS Multi- AZ database instance which is copied to
another region Create an AWS CloudFormation template of the application infrastructure that uses the latest copied snapshot
When an issue occurs, use the AWS CloudFormation template to create the environment in another region Update the DNS
record to point to the other region's ELB

e C. Configure a read replica in another region Create an AWS CloudFormation template of the application infrastructure
When an issue occurs, promote the read replica and configure as an Amazon RDS Multi- AZ database instance and use the
AWS CloudFormation template to create the environment in another region using the promoted Amazon RDS instance
Update the DNS record to point to the other region's ELB

¢ D. In another region, configure a read replica and create a copy of the infrastructure When an issue occurs, promote the read
replica and configure as an Amazon RDS Multi- AZ database instance Update the DNS record to point to the other region's
ELB

Antwort: C

76. Frage

A company has many AWS accounts in an organization in AWS Organizations. The accounts contain many Amazon EC2 instances
that run different types of workloads. The workloads have different usage patterns.

The company needs recommendations for how to rightsize the EC2 instances based on CPU and memory usage during the last 90
days.

Which combination of steps will provide these recommendations? (Select THREE.)

e A. Configure a delegated administrator account for AWS Systems Manager for the organization.

e B. Install and configure the Amazon CloudWatch agent on all the EC2 instances to send memory utilization metrics to
CloudWatch.

C. Opt into AWS Compute Optimizer and enable trusted access for Compute Optimizer for the organization.

D. Configure AWS Systerms Manager to pass metrics to AWS Trusted Advisor.

E. Use an AWS CloudFormation stack set to enable detailed monitoring for all the EC2 instances.

F. Activate enhanced metrics in AWS Compute Optimizer.

Antwort: B,C,D
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