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B #112

An organization is concerned about zero-day malware spreading via executable files, PDFs, and office documents downloaded fiom

the internet or transferred internally. They are using a Palo Alto Networks Strata NGFW with an Advanced WildFire subscription.
What is the primary mechanism by which WildFire provides protection against these unknown threats?

e A. Performing static analysis of the file's code for malicious patterns without executing it.
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B. Blocking file types based on policy configured in the File Blocking profile.

C. Comparing the file's hash against a local database of known malicious file hashes.

D. Executing the file in a cloud-based virtualized sandbox environment to observe its behavior and determine if it is malicious.
E. Scanning the file content for sensitive data patterns configured in the Data Filtering profile.

Ef#: D

R -

WildFire is Palo Alto Networks' cloud-based threat analysis service focused on identifying previously unknown malware (zero-day).
Its core mechanism for files is dynamic analysis in a sandbox environment. Option A is for known malware (Antivirus signatures).
Option B is part of WildFire's process but not the primary mechanism that distinguishes it (sandboxing is key). Option D blocks file
types but doesn't analyze content. Option E is for data loss prevention.

HME #113

A company is extending its network security segmentation into a public cloud VPC (AWS). They have deployed VM-Series
firewalls to inspect traffic between subnets representing different tiers of an application (e.g,, 'web-subnet' , 'app-subnet, 'db-
subnet'). They need to ensure that only specific application traffic (HTTP/HTTPS from web to app, MS-SQL/MySQL from app to
db) is allowed between these subnets, and all other inter-subnet traffic is denied. Which of the following configurations on the VM-
Series firewall and/or related cloud infrastructure are necessary to implement this segmentation strategy? (Select all that apply)

¢ A. Configure cloud routing (e.g., AWS Route Tables) to direct traffic between the subnets through the VM-Series firewall's
relevant mterfaces.

¢ B. Configure each subnet's corresponding interface on the VM-Series firewall and assign these interfaces to distinct Security
Zones (e.g., "Web-Zone', ' App-Zone', 'DB-zone").

e C. Create Security Policy rules allowing traffic from'"Web-Zone' to 'App-Zone' for App-1Ds 'http', 'SSI' and from'App-
Zone' to 'DB-Zone' for App-1Ds 'ms-sql, 'mysql, applying relevant security profiles.

¢ D. Enable inter-zone traffic logging on the VM-Series firewall to monitor permitted flows.

¢ E. Configure cloud-native security groups (e.g., AWS Security Groups) as the primary mechanism for stateful traffic
inspection and policy enforcement.

iFf#: A. B.C. D
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Implementing segmentation in the cloud with VM-Series firewalls requires both firewall configuration and cloud infrastructure routing.
- Option A (Correct): You must define security zones on the VM-Series and assign the interfaces connected to each subnet to the
corresponding zone. This establishes the trust boundaries within the VPC. - Option B (Correct): Cloud routing must be configured to
ensure that traffic flowing between the segmented subnets is routed through the VM- Series firewall for inspection, not directly
between subnets. - Option C (Correct): Security policy rules are then created based on the defined zones and the required App-1Ds
to allow only the necessary traffic flows between the tiers, with integrated security profiles. - Option D (Incorrect): Cloud-native
security groups provide stateless packet filtering. The VM-Series firewall provides stateful, application-aware, and content-
inspecting security, which is the primary enforcement point in this strategy. - Option E (Correct): While the default inter-zone deny is
crucial, enabling logging for permitted traffic in the allow rules is a best practice for monitoring, auditing, and troubleshooting traffic
flows between segments.

HH #114

A conpany is onboarding its remote workforce onto Prisma Access. Users will connect from various locations globally. To secure
user traffic and enforce corporate security policies, user endpoints will connect to Prisma Access. Which Palo Alto Networks
endpoint software component is typically deployed on users' laptops and mobile devices to establish a secure connection to Prisma
Access and provide user and device posture information?

A. Xpanse Explorer
B. GlobalProtect agent

C. Traps endpoint software (legacy name)
D. Cortex XDR agent
E. VM-Series appliance

IEf#: B
R -



GlobalProtect is Palo Alto Networks' secure network access client used by remote users to connect to firewalls (PA-Series, VM-
Series, and Prisma Access). It establishes a secure tunnel and can collect user information (User-1D) and device posture (HIP).
Option A (Cortex XDR) is for endpoint detection and response, not specifically for network access. Option B is a legacy name for
the endpoint protection component, now part of Cortex XDR. Option D (Xpanse Explorer) is for external attack surface
management. Option E is a virtual firewall appliance, not endpoint software.

HA #115

A company wants to control access to SaaS applications using Palo Alto Networks firewalls. They want to block access to
unsanctioned applications in the 'social-networking' category, but allow access to sanctioned applications like LinkedIn. They also
want to allow the use of corporate approved Slack workspaces but block access to personal Slack workspaces. Which
combination of Palo Alto Networks features is required to implement this granular control, especially for differentiating between
sanctioned and unsanctioned instances of the same base application (like Slack)?

A. App-ID for the base applications (e.g., 'linkedin', 'slack') and potentially Application Function Control

B. Data Filtering profiles to detect keywords related to social networking.

C. A combination of App-ID, URL Filtering, and potentially policy based on User-1D or Service Group for sanctioned
mstances.

D. Decryption Policy to decrypt HTTPS traffic to the SaaS domains.

¢ E. URL Filtering based on categories and specific allowed/blocked URLs.

EfE: C
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Granular SaaS control often requires combining mutltiple identification and policy methods. - Option A: URL filtering is useful for
blocking categories like 'social-networking' but struggles with differentiating between sanctioned and unsanctioned instances of the
same application (like corporate vs. personal Slack/Box/etc.) which often share the same base URLs but differ in behavior or
subdomains. - Option B: App-ID identifies the base application (‘slack’), and Application Function Control helps with specific
actions (‘slack-post'), but by itself, it doesn't differentiate between which Slack workspace is being accessed if they use the same
App-ID. - Option C: Decryption is necessary for full visibility into application activity but doesn't, by itself, differentiate between
sanctioned and unsanctioned instances . - Option D (Correct): This is the most comprehensive approach. You use App-ID (e.g,,
'social-networking’ App-1Ds) to block the general category. You then use specific App-1Ds Clinkedin' , 'slack’) in allow rules. To
differentiate between corporate and personal instances of the same app (like Slack), you often need to combine App-ID with other
criteria: - URL Filtering: Create custom URL categories for the specific domains/subdomains used by your corporate sanctioned
nstances (e.g, 'mycompany.slack.com'). Policies can then allow 'slack’ App-ID when destined for the corporate URL category but
deny 'slacks when destined for generic 'slack.com’ or consumer URLs. - User-ID/Group: Policy can differentiate based on user
membership if personal accounts are tied to different user groups or if sanctioned access is limited to specific corporate user groups.
- Service Group (less common for SaaS instances on 443): Less applicable here. The combination of App-1D, URL Filtering for
nstance differentiation, and potentially User-1D is required. - Option E: Data Filtering detects sensitive content, not application
access or instance differentiation.

g #116

An organization relies on the latest threat intelligence provided by Cloud-Delivered Security Services (CDSS) like Threat
Prevention, WildFire, and Advanced URL Filtering to protect against evolving threats. Which mechanism do Palo Alto Networks
NGFWs and Prisma Access use to receive the most up-to-date signatures, verdicts, and threat intelligence from these cloud
services?

A. Updates are pushed from Cortex Data Lake to the firewalls.

B. Updates delivered via email notification.

C. Data filtered from inbound traffic by the firewall itself.

D. Scheduled or on-demand automatic downloads from Palo Alto Networks update servers.
E. Manual download and import by the administrator.

IEfE: D
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Dynamic content and threat updates from CDSS are delivered automatically or on a configured schedule. - Option A: Manual
import is possible for some legacy or specific files but not the standard method for receiving frequent dynamic updates. - Option B
(Correct): Firewalls and Panorama are configured to periodically check with Palo Alto Networks update servers (cloud service) for
new versions of App-ID, Threat, WildFire, and URL Filtering definitions and download them automatically based on a configured



schedule (daily, hourly, minutely, etc.) or triggered on demand. This is the primary mechanism. - Option C: Email notifications might
announce new updates, but the delivery mechanism is not email. - Option D: The firewall uses the updates to inspect traffic, but
doesn't generate the threat intelligence from the traffic itself in this context. - Option E: Cortex Data Lake is for logging, not
distributing dynamic content/threat updates to firewalls.

B #117
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