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BR #213

Your organization develops software involved in many open source projects and is concerned about software supply chain threats.
Youneed to deliver provenance for the build to demonstrate the software is untampered.

‘What should you do?

e A. 1. Hire an external auditor to review and provide provenance.
2. Define the scope and conditions.
3. Get support fiom the Security department or representative.
4. Publish the attestation to your public web page.

e B. 1. Publish the software code on GitHub as open source.
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2. Establish a bug bounty program, and encourage the open source community to review, report, and fix the vulnerabilities.
¢ C. 1. Review the software process.
2. Generate private and public key pairs and use Pretty Good Privacy (PGP) protocols to sign the output software artifacts
together with a file containing the address of your enterprise and point of contact.
3. Publish the PGP signed attestation to your public web page.
¢ D. 1. Generate Supply Chain Levels for Software Artifacts (SLSA) level 3 assurance by using Cloud Build.
2. View the build provenance in the Security insights side panel within the Google Cloud console.

IEf#: D

R
https/cloud. google.com/build/docs/securing-builds/view-build-provenance

HR #214
What are the steps to encrypt data using envelope encryption?

e A. Generate a key encryption key (KEK) locally.
Use the KEK to generate a data encryption key (DEK). Encrypt data with the DEK.
Store the encrypted data and the wrapped DEK.
e B. Generate a data encryption key (DEK) locally.
Use a key encryption key (KEK) to wrap the DEK. Encrypt data with the KEK.
Store the encrypted data and the wrapped KEK.
e (. Generate a data encryption key (DEK) locally.
Encrypt data with the DEK.
Use a key encryption key (KEK) to wrap the DEK. Store the encrypted data and the wrapped DEK.
e D. Generate a key encryption key (KEK) locally.
Generate a data encryption key (DEK) locally. Encrypt data with the KEK.
Store the encrypted data and the wrapped DEK.

EfE: C
fiE L.
Explanation

The process of encrypting data is to generate a DEK locally, encrypt data with the DEK, use a KEK to wrap the DEK, and then
store the encrypted data and the wrapped DEK. The KEK never leaves Cloud KMS. https/cloud.google.comkms/docs/envelope-
encryptiorthow _to_encrypt data using_envelope encryptio

H #215
You have the following resource hierarchy. There is an organization policy at each node in the hierarchy as shown. Which load

A?
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e A Allload balancer types are denied in accordance with the global node's policy.




¢ B. EXTERNAL TCP PROXY, EXTERNAL SSL. PROXY are denied in accordance with the project's policy.

e C.INTERNAL TCP UDP, INTERNAL HTTP_HTTPS is denied in accordance with the folder's policy.

e D. EXTERNAL TCP_PROXY, EXTERNAL SSL. PROXY, INTERNAL TCP_UDP, and INTERNAL HTTP_HTTPS
are denied in accordance with the folder and project's policies.

Ef#: D

M #216

An engineering team is launching a web application that will be public on the internet. The web application is hosted in muiltiple GCP
regions and will be directed to the respective backend based on the URL request.

Your team wants to avoid exposing the application directly on the internet and wants to deny traffic from a specific list of malicious
IP addresses Which solution should your team implement to meet these requirements?

A. Cloud Armor

B. SSL Proxy Load Balancing
C. Network Load Balancing
D. NAT Gateway

EfE: A
R -

Reference:
https/cloud. google.comvarmor/docs/security-policy-concepts

HA #217

Your company is concerned about unauthorized parties gaming access to the Google Cloud environment by using a fake login page.
You nwst implement a solution to protect against person-in-the-middle attacks.

Which security measure should you use?

A. Google prompt

B. Google Authenticator application
C. Security key

D. Text message or phone call code

Ef#: C

fiR .-
A security key is a physical device that you can use for two-step verification, providing an additional layer of security for your
Google Account. Security keys can defend against phishing and man-in-the-middle attacks, making your login process more secure.

M #218
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