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NEW QUESTION # 37
Refer to the exhibit, which a network topology and a partial routing table.
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10.4.0.1/24

FortiGate has already been configured with a firewall policy that allows all ICMP traffic to flow fromportl to port3.
‘Which changes must the administrator perform to ensure the server at 10.4.0.1/24 receives the echo reply from the laptop at
10.1.0.1/24?

A. Change the configuration from strict RPF check mode to feasible RPF check mode.
B. A firewall policy that allows all ICMP traffic from port3 to portl.

C. Modify the default gateway on the laptop from 10.1.0.2 to 10.2.0.2.

D. Enable asymmetric routing under config system settings.

Answer: D

NEW QUESTION # 38
Which statement aboutprotocol options is true?

e A. Protocol options allow admmistrators to configure which Layer 4 port numbers map to upper-layer protocols, such as
HTTP, SMTP, FTP, and so on.

¢ B. Protocol options allow administrators to configure a maximum number of sessions for each configured protocol.

¢ C. Protocol options allow administrators to configure the Any setting for all enabled protocols, which provides the most
efficient use of system resources.

¢ D. Protocol options give administrators a streamlined method to mstruct FortiGate to block all sessions corresponding to
disabled protocols.

Answer: A

NEW QUESTION # 39
Refer to the exhibit, which shows the output o! the BGP database.




# get router info bgp network

VRF 0 BGP table version is 3, local router ID is 1.1.1.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight RouteTag Path
* i0.0.0.0/0 100.64.2.254 0 100 0 0 2 <=/=>
*> 100.64.2.1 32768 0 ? <=/1>
*> 4.2.2.1/32 100.64L2501 32768 0 ? <=/1>
*>i8.8.8.8/32 100.64.2.254 0 100 0 0 ? <=/1>
*>110.20.30.0/24 ¥12.16.54.115 O 100 0 0 i<-/1>

o s of e EATIET

‘Which two statements are correct? (Choose two.)

A. The output shows all prefixes advertised by all neighbors as well as the local router.

B. The first four prefixes are being advertised using a legacy route advertisement.

C. The advertised prefix of 10.20.30.0'24 is being advertised through the redistribution of another routing protocol.
D. The advertised prefix of 10.20.30.0"24 was configured using the network command.

Answer: A,D

Explanation:

get router info bgp network lists the BGP routing table - the valid (*) and best (>) prefixes learned fromneighbors as well as those
originated locally.

The 10.20.30.0/24 entry shows origin code 1 (IGP), which indicates it was injected with the network command, not via
redistribution.

NEW QUESTION # 40
Which three common FortiGate-to-collector-agent connectivity issues can you identify using the FSSO real-time debug? (Choose
three.)

A. Inability to reach IP address of the collector agent.
B. Refused connection. Potential mismatch of TCP port.
C. Incompatible collector agent software version.

D. Log is full on the collector agent.

E. Mismatched pre-shared password.

Answer: A,.B,E

Explanation:

When you enable FSSO real time debug you'll see explicit socket errors if the FortiGate can't reach the collector's IP (e.g. timeout
or "no route to host"), which tells you the agent isn't reachable. If the TCP port is wrong or the listener isn't running, you'll see
"Connection refused" in the debug output, pinpointing a port mismatch. And if the configured pre shared secret doesn't match, the
logs show an authentication failure or "mvalid key" message, clearly indicating a password mismatch. These three conditions -
unreachable IP, refused connection, and bad PSK - are all directly diagnosable via the real time debug,

NEW QUESTION # 41
Refer to the exhibit, which shows one way communication of the downstream FortiGate with the upstream FortiGate within a
Security Fabric.



# diagnose sniffer packet any "tcp port 8013 or _udp port 8014" 4

Using Original Sniffing Mode

interfaces=[any]

filters=[tcp port 8013 or udp port 8014]

47.220358 portl in 192.168.1.112.11234 => 192,168.1.111.8013: syn 1204417526
48.215338 portl in 192.168.1.112011234 -> 192.168.1.111.8013: syn 1204417526
50.218552 portl in 192.168.1+112.11234 -> 192.168.1.111.8013: syn 1204417526

54.222117 portl in 19F§.1_'.1H1'|T.anE2T63.1.111.3313: syn 1204417526

What three actions must you take to ensure successful communication? (Choose three.)

A. Ensure the port for Neighbor Discovery has been changed.

B. Ensure TCP port 8013 is not blocked along the way.

C. FortiGate must not be in NAT mode.

D. You must enable Security Fabric/Fortitelemetry on the receiving interface of the upstream FortiGate.
E. You must authorize the downstream FortiGate on the root FortiGate.

Answer: B,.D.E

NEW QUESTION # 42
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