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Ping Identity Certified Professional - PingAccess Sample Questions (Q66-
Q71):
NEW QUESTION # 66 
A modified application now requires additional attributes to be passed in the headers. What needs to be modified in order to pass
the additional attributes?

A. HTTP Request Header Rule
B. Header Identity Mapping
C. Web Session Attribute Rule
D. JWT Identity Mapping
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Answer: B

Explanation:
To pass user attributes into HTTP headers for applications, PingAccess usesIdentity Mappings. When attributes need to be passed
specifically as headers, the administrator must update theHeader Identity Mapping.
Exact Extract:
"Header identity mappings map attributes from a user's web session to HTTP headers that are then sent to the back-end
application."
* Option A (HTTP Request Header Rule)is incorrect - this adds or modifies static request headers, not user attributes.
* Option B (Header Identity Mapping)is correct - this maps identity attributes into headers dynamically.
* Option C (JWT Identity Mapping)is incorrect - that's used for passing attributes as claims in JWTs.
* Option D (Web Session Attribute Rule)is incorrect - that is for access control evaluation, not propagation of attributes.
Reference:PingAccess Administration Guide -Identity Mapping (Header Identity Mapping)

NEW QUESTION # 67 
Which two options can be changed in therun.propertiesfile? (Choose 2 answers.)

A. URL for heartbeat endpoint
B. Default logs location
C. Logging levels
D. Operational mode for PingAccess
E. X-Frame-Options header

Answer: C,D

Explanation:
Therun.propertiesfile in PingAccess is the primary configuration file that defines system-level runtime behavior. According to
PingAccess documentation:
* Exact Extract:
"Therun.propertiesfile contains configuration properties for PingAccess, including operational mode, logging levels, admin
authentication fallback, cluster settings, and system defaults." (PingAccess Administrator's Guide -run.properties Reference) From
this, we can determine:
* C. Operational mode for PingAccess#CorrectThe propertypa.operational.modeinrun.properties defines whether the node
operates asSTANDALONE,CLUSTERED_CONSOLE, CLUSTERED_CONSOLE_REPLICA, orCLUSTERED_ENGINE.
This is one of the core configurable options.
* E. Logging levels#CorrectProperties such aslog.leveland other logging configurations are explicitly defined inrun.properties,
allowing administrators to adjust the verbosity of logs (DEBUG, INFO, WARN, ERROR).
Why the others are incorrect:
* A. Default logs location#IncorrectThe log file path is not controlled viarun.properties. It is defined in log4j2.xml, not
inrun.properties.
* B. URL for heartbeat endpoint#IncorrectThe heartbeat endpoint (/pa/heartbeat.ping) is a fixed system endpoint and is not
configurable inrun.properties.
* D. X-Frame-Options header#IncorrectSecurity headers likeX-Frame-Optionsare managed under application security policies or
global response headers, not inrun.properties.
Reference:PingAccess Administrator's Guide -run.properties Reference(section describingpa.operational.
modeand logging configuration properties).

NEW QUESTION # 68 
A PingAccess API deployment requires multiple Access Token Managers to maintain compliance with customer requirements.
Which feature must be set on the Token Provider configuration?

A. Use Token Introspection Endpoint
B. Send Audience
C. Subject Attribute Name
D. Client Secret

Answer: B

Explanation:



When using multiple Access Token Managers, theSend Audienceoption ensures that tokens are scoped properly and validated
against the intended resource/application.
Exact Extract:
"EnableSend Audiencein the token provider configuration to support environments with multiple Access Token Managers and
enforce correct audience restrictions."
* Option A (Subject Attribute Name)is unrelated - it maps user identity but not token manager selection.
* Option B (Send Audience)is correct - required when multiple ATMs are in use.
* Option C (Use Token Introspection Endpoint)is optional and depends on deployment, not mandatory for multiple ATMs.
* Option D (Client Secret)is part of OAuth client credentials, not specific to multiple ATMs.
Reference:PingAccess Administration Guide -Access Token Management

NEW QUESTION # 69 
A change is made to the configuration that prevents user access to an application. No one claims to have made the change. Which
log file should the administrator use to determine who made the change?

A. pingaccess.log
B. pingaccess_engine_audit.log
C. pingaccess_agent_audit.log
D. pingaccess_api_audit.log

Answer: D

Explanation:
All administrative API calls that change PingAccess configuration are logged inpingaccess_api_audit.log.
This allows administrators to track who made configuration changes.
Exact Extract:
"Thepingaccess_api_audit.logfile contains entries for all administrative API calls and is used to audit configuration changes."
* Option A (pingaccess.log)contains runtime system messages but not detailed API audit entries.
* Option B (pingaccess_engine_audit.log)is specific to engine request/response audit logging.
* Option C (pingaccess_agent_audit.log)is used for PingAccess Agent traffic auditing, not administrative changes.
* Option D (pingaccess_api_audit.log)is correct - it tracks admin API modifications.
Reference:PingAccess Administration Guide -Log Files

NEW QUESTION # 70 
What is the purpose of theengine.ssl.protocolsin therun.propertiesfile?

A. To configure the supported TLS versions
B. To configure the supported HTTPS port
C. To configure the supported ciphers
D. To configure SSL protocols used for clustering

Answer: A

Explanation:
The propertyengine.ssl.protocolsinrun.propertiesspecifies the TLS protocol versions that PingAccess engines will support for
incoming HTTPS traffic.
Exact Extract:
"Theengine.ssl.protocolsproperty configures which TLS versions are enabled for HTTPS listeners."
* Option A (ciphers)is incorrect - cipher suites are defined separately, not in this property.
* Option B (HTTPS port)is incorrect - the port is defined in the engine listener, not here.
* Option C (TLS versions)is correct - this property controls TLS version support (e.g., TLSv1.2, TLSv1.3).
* Option D (clustering)is incorrect - clustering does not depend on this property.
Reference:PingAccess Administration Guide -run.properties settings

NEW QUESTION # 71
......
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