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Amazon AWS Certified Solutions Architect - Associate (SAA-C03) Sample
Questions (Q19-Q24):

NEW QUESTION # 19
‘What happens to the data on an instance if the instance reboots (intentionally or unintentionally)?

¢ A. Data may persist however cannot be sure
¢ B. Data will be lost
e C. Data persists

Answer: C

NEW QUESTION # 20

A company is designing a new web application that will run on Amazon EC2 Instances. The application will use Amazon
DynamoDB for backend data storage. The application traffic will be unpredictable. T company expects that the application read and
write throughput to the database will be moderate to high. The company needs to scale in response to application traffic.

‘Which DynamoDB table configuration will meet these requirements MOST cost-effectively?

e A. Configure DynamoDB with provisioned read and write by using the DynamoDB Standard table class.
Set DynamoDB auto scaling to a maximum defined capacity.

¢ B. Configure DynamoDB with provisioned read and write by using the DynamoDB Standard Infrequent Access (DynamoDB
Standard-IA) table class. Set DynamoDB auto scaling to a maximum defined capacity.

e (. Configure DynamoDB in on-demand mode by using the DynamoDB Standard Infrequent Access (DynamoDB Standard-
IA) table class.

e D. Configure DynamoDB in on-demand mode by using the DynamoDB Standard table class.

Answer: D

Explanation:

The most cost-effective DynamoDB table configuration for the web application is to configure DynamoDB in on-demand mode by
using the DynamoDB Standard table class. This configuration will allow the company to scale in response to application traffic and
pay only for the read and write requests that the application performs on the table.

On-demand mode is a flexible billing option that can handle thousands of requests per second without capacity planning. On-
demand mode automatically adjusts the table's capacity based on the incoming traffic, and charges only for the read and write
requests that are actually performed. On-demand mode is suitable for applications with unpredictable or variable workloads, or
applications that prefer the ease of paying for only what they usel.

The DynamoDB Standard table class is the default and recommended table class for most workloads. The DynamoDB Standard
table class offers lower throughput costs than the DynamoDB Standard- Infrequent Access (DynamoDB Standard-1A) table class,
and is more cost-effective for tables where throughput is the dommant cost. The DynamoDB Standard table class also offers the
same performance, durability, and availability as the DynamoDB Standard-1A table class2.

The other options are not correct because they are either not cost-effective or not suitable for the use case.

Configuring DynamoDB with provisioned read and write by using the DynamoDB Standard table class, and setting DynamoDB auto
scaling to a maximum defined capacity is not correct because this configuration requires manual estimation and management of the
table's capacity, which adds complexity and cost to the solution. Provisioned mode is a billing option that requires users to specify
the amount of read and write capacity units for their tables, and charges for the reserved capacity regardless of usage. Provisioned
mode is suitable for applications with predictable or stable workloads, or applications that require finer-grained control over their
capacity settings 1. Configuring DynamoDB with provisioned read and write by using the DynamoDB Standard-Infrequent Access
(DynamoDB Standard-IA) table class, and setting DynamoDB auto scaling to a maximum defined capacity is not correct because
this configuration is not cost-effective for tables with moderate to high throughput. The DynamoDB Standard-IA table class offers
lower storage costs than the DynamoDB Standard table class, but higher throughput costs. The DynamoDB Standard-IA table class
is optimized for tables where storage is the dominant cost, such as tables that store infrequently accessed data?.

Configuring DynamoDB i on-demand mode by using the DynamoDB Standard-Infrequent Access (DynamoDB Standard-1A) table
class is not correct because this configuration is not cost-effective for tables with moderate to high throughput. As mentioned above,
the DynamoDB Standard-1A table class has higher throughput costs than the DynamoDB Standard table class, which can offset the
savings from lower storage costs.

References:

Table classes - Amazon DynamoDB

Read/write capacity mode - Amazon DynamoDB



NEW QUESTION # 21

A company is planning to move its data to an Amazon S3 bucket. The data must be encrypted when it is stored in the S3 bucket.
Additionally, the encryption key must be automatically rotated every year.

‘Which solution will meet these requirements with the LEAST operational overhead?

¢ A Create an AWS Key Management Service (AWS KMS) customer managed key. Set the S3 bucket's default encryption
behavior to use the customer managed KMS key. Move the data to the S3 bucket.
Manually rotate the KMS key every year.

¢ B. Move the data to the S3 bucket. Use server-side encryption with Amazon S3 managed encryption keys (SSE-S3). Use
the built-in key rotation behavior of SSE-S3 encryption keys.

e C. Create an AWS Key Management Service {AWS KMS) customer managed key. Enable automatic key rotation. Set the
S3 bucket's default encryption behavior to use the customer managed KMS key. Move the data to the S3 bucket.

¢ D. Encrypt the data with customer key material before moving the data to the S3 bucket. Create an AWS Key Management
Service (AWS KMS) key without key material. Import the customer key material into the KMS key. Enable automatic key
rotation.

Answer: C

Explanation:

SSE-S3 - is free and uses AWS owned CMKs (CMK = Customer Master Key). The encryption key is owned and managed by
AWS, and is shared among many accounts. Its rotation is automatic with time that varies as shown in the table here. The time is not
explicitly defined.

SSE-KMS - has two flavors:

AWS managed CMK. This is free CMK generated only for your account. You can only view it policies and audit usage, but not
manage it. Rotation is automatic - once per 1095 days (3 years), Customer managed CMK. This uses your own key that you create
and can manage. Rotation is not enabled by default. But if you enable t, it will be automatically rotated every 1 year. This variant can
also use an imported key material by you. If you create such key with an imported material, there is no automated rotation. Only
manual rotation.

SSE-C - customer provided key. The encryption key is fully managed by you outside of AWS. AWS will not rotate it.

This solution meets the requirements of moving data to an Amazon S3 bucket, encrypting the data when 1t is stored in the S3 bucket,
and automatically rotating the encryption key every year with the least operational overhead. AWS Key Management Service
(AWS KMS) is a service that enables you to create and manage encryption keys for your data. A customer managed key is a
symmetric encryption key that you create and manage in AWS KMS. You can enable automatic key rotation for a customer
managed key, which means that AWS KMS generates new cryptographic material for the key every year. You can set the S3
bucket's default encryption behavior to use the customer managed KMS key, which means that any object that is uploaded to the
bucket without specifying an encryption method will be encrypted with that key.

Option A is incorrect because using server-side encryption with Amazon S3 managed encryption keys (SSE- S3) does not allow
you to control or manage the encryption keys. SSE-S3 uses a unique key for each object, and encrypts that key with a master key
that is regularly rotated by S3. However, you cannot enable or disable key rotation for SSE-S3 keys, or specify the rotation interval.
Option C is incorrect because manually rotating the KMS key every year can increase the operational overhead and conplexity, and
it may not meet the requirement of rotating the key every year if you forget or delay the rotationprocess. Option D is incorrect
because encrypting the data with customer key material before moving the data to the S3 bucket can increase the operational
overhead and complexity, and it may not provide consistent encryption for all objects in the bucket. Creating a KMS key without
key material and importing the customer key material into the KMS key can enable you to use your own source of random bits to
generate your KMS keys, but it does not support automatic key rotation.

References:

https/docs.aws.amazon.convkms/latest/developerguide/concepts. html
https://docs.aws.amazon.conm/kms/latest/developerguide/rotate- keys. html

https://docs.aws.amazon.cony AmazonS3/latest/userguide/bucket-encryption. html

NEW QUESTION # 22

You launch an Amazon EC2 instance without an assigned AVVS identity and Access Management (IAM) role. Later, you decide
that the instance should be running with an IAM role. Which action must you take in order to have a running Amazon EC2 instance
with an 1AM role assigned to it?

A. Create a new 1AM role with the same permissions as an existing IAM role, and assign it to the running instance.

B. Create an image of the instance, and use this image to launch a new instance with the desired Lam role assigned.

C. Create an image of the instance, and regjster the image with an IAM role assigned and an Amazon EBS volume mapping.
D. Create an image of the instance, add a new 1AM role with the same permissions as the desired 1AM role, and deregister
the image with the new role assigned.



Answer: B

Explanation:
Reference: httpz//docs.aws.amazon.com/IAM/latest/UserGuide/roles-usingrole-ec2instanee. htrml

NEW QUESTION # 23

Regarding Amazon Route 53, if your application is running on Amazon EC2 instances in two or more Amazon EC2 regions and if
you have more than one Amazon EC2 instance in one or more regions, you can use to route traffic to the correct region
and then use to route traffic to instances within the region, based on probabilities that you specify.

A. latency-based routing; weighted resource record sets
B. weighted-based routing; alias resource record sets

C. latency-based routing; alias resource record sets

D. weighted-based routing; weighted resource record sets

Answer: A

Explanation:

Regarding Amazon Route 53, if your application is running on Amazon EC2 instances in two or more Amazon EC2 regions, and if
you have more than one Amazon EC2 instance in one or more regions, you can use latency-based routing to route traffic to the
correct region and then use weighted resource record sets to route traffic to instances within the region based on weights that you
specify.

Reference: http://docs.aws.amazon.conyRoute53/latest/DeveloperGuide/ Tutorials. html

NEW QUESTION # 24
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