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B #22
Refer to the exhibit.

Based on the event shown in the exhibit, which two statements about the event are true? (Choose two answers)

e A TestApplication.exe is sophisticated malware.
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e B. FCS classified the event as malicious.
o (. The event is marked as Handled.
e D. The user was able to launch TestApplication.exe.

Ef&: B. D
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The correct answers are Band C .

The exhibit shows the event classification as Malicious . In FortiEDR, event classification can be performed by the Core and later
updated by FortiEDR Cloud Service (FCS) . The guide states that the audit history shows the classification chronology and includes
details when FCS reclassifies a security event after the Core' s initial classification. It also states that notifications can be based on
either Core or FCS classification depending on whether FCS classification is received within the timeout period.

The exhibit also shows TestApplication.exe with Status: Running . That means the process was launched and is currently running on
the endpoint. Therefore, C is correct.

Option A is wrong because the exhibit clearly shows Status: Unhandled , not Handled. The guide states that FortiEDR security
events are initially marked as unread and unhandled, and users can later mark them handled through the incident handling workflow.
Option D is wrong because the exhibit shows rule indicators such as Invalid Checksum, Suspicious Packer

, and Writable Code , but it does not prove that TestApplication.exe is "sophisticated malware." FortiEDR classifies the event as
malicious, but the guide's Malicious classification means the event is verified to have malicious capability, is intended to harm the
infected device, and has no commercially viable use; the exhibit alone does not justify the stronger claim "sophisticated malware."

B #23
Refer to the exhibit:

Process exclusion
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You configured an execution prevention exclusion with both File Name = app.exe and Path = C:\Tools. What will FortiEDR do?

(Choose one answer)

A. Exclude only signed versions of app.exe.

B. Exclude only app.exe when it is running from C:\Tools.
C. Exclude app.exe whenever it appears.

D. Exclude all files in C:\Tools.

Ef@E: B
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The correct answer is B. Exclude only app.exe when it is running from C:\Tools.

The FortiEDR 7.0.0 Administration Guide explains that the Exclusion Manager is used to define which processes, files, or domains
are excluded from Security Policies monitoring, For Process Exclusions, FortiEDR does not inspect actions performed by specific
processes, and those processes are identified by the attributes defined by the administrator.

The guide further explains that process/source attributes can include File Name, Path, Hash, and Signer. It also states that when an
exclusion contains multiple conditions, an AND relationship exists between the conditions. If an OR relationship is required, a
separate exclusion must be created.



In this exhibit, both conditions are selected:

File Name = app.exe

Path = C:\Tools

Because FortiEDR applies an AND relationship between multiple exclusion conditions, the exclusion applies only when both
conditions match. Therefore, FortiEDR excludes app.exe only when it is located/running from C\Tools.

Option A is wrong because no Signer condition is selected. Option C is wrong because that would apply if only the file name were
used broadly. Option D is wrong because FortiEDR is not excluding every file in C:

\Tools; it is excluding the process that matches both the file name and path conditions.

HA #24
You are asked to configure a query to run every 15 minutes, automatically searching for specific registry modifications across all

endpoints. Which FortiEDR feature must you configure? (Choose one answer)

¢ A. A manual query linked to a policy override

¢ B. A communication control rule with a 15-minute delay

¢ C. A new playbook trigger based on the registry change event
e D. A scheduled query defined within a threat hunting profile

Ef#: D
R -

The correct answer is C.

The FortiEDR guide explains that Threat Hunting searches across endpoint activity events, including registry activity. It states that
Threat Hunting can search based on attributes of files, registry keys and values, network, processes, event log, and activity event
types. This fits the requirement to search for specific registry modifications across endpoints.

The guide also explains that after filtering activity events, the query can be saved and defined as a Scheduled Query. It says:
"Scheduled Query: Mark this option to automate the process of detecting threats so that this query is run automatically according to
the schedule that you define." It also states that a security event is automatically created in the Incidents tab when matches are
detected, and notifications can be sent through email, Syslog, and other configured methods.

The guide further states that the Repeat Every/On options define the frequency and schedule when the query runs. Therefore, a 15-
minute recurring query is handled through the Scheduled Query capability in Threat Hunting, not Communication Control, policy
override, or a manual Playbook trigger.

Strictly speaking, the guide calls this a scheduled query under Threat Hunting saved queries, not a

"communication control rule” or "manual query." Option C is the intended answer.

H #25
Within the FortiEDR architecture, which component needs JumpBox capabilities to enable authenticated and controlled
communication with FortiAnalyzer? (Choose one answer)

A. Core

B. Aggregator

C. Central manager
D. Reputation Server

IEf#E: A
R e«

The correct answer is A. Core.

For FortiAnalyzer / FortiAnalyzer Cloud integration, the FortiEDR 7.0.0 Administration Guide states that one prerequisite is "A
Jumpbox with connectivity to FortiAnalyzer." The same section says to refer to Setting up the FortiEDR Core for details about
mnstalling a FortiEDR Core and configuring it as a Jumpbox. In the connector configuration, the guide also states that the Jumpbox
field is used to select the FortiEDR Jumpbox that will commumicate with FortiAnalyzer or FortiAnalyzer Cloud.

So, the FortiEDR component associated with JumpBox capability is the Core. The Central Manager must have connectivity to
Fortinet Cloud Services, but it is not the component configured as the JumpBox. The Aggregator handles registration, configuration,
and monitoring between Collectors/Cores and Central Manager, and the Reputation Server is unrelated to FortiAnalyzer JumpBox
communication in this context.



HH #26
Which two statements correctly describe the IoT probing process on FortiEDR? (Choose two answers)

A. It identifies nearby devices by retrieving details such as hostname and IP address.
B. Collectors running on servers are always used for [oT probing,

C. It captures all traffic from neighboring devices for deep packet inspection.

D. Only healthy collectors participate in [oT probing.

IEf#: AL D
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The correct answers are B and C .

The FortiEDR 7.0.0 Administration Guide explains that [oT device discovery continuously identifies newly connected non-
workstation devices, such as printers, cameras, and media devices. During discovery, each relevant Collector periodically probes
nearby neighboring devices. The guide states that nearby devices usually respond by providing information about thenselves,
including the device/host name and IP address .

This directly supports option B .

Option C is also correct because the guide states that Collectors in degraded , disabled , or isolated states do not take part in the
IoT probing process. It also says FortiEDR uses the most powerful Collectors in each subnet and excludes weaker Collectors,
including disabled and degraded Collectors.

Option A is wrong because the guide explicitly says Collectors running on servers do not take part in loT probing. Option D is
wrong because [oT probing is not described as deep packet inspection of all neighboring traffic; it is a discovery/probing process
used to identify nearby devices and collect basic device information.
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