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EC-COUNCIL EC-Council Disaster Recovery Professional (EDRP) Sample
Questions (Q160-Q165):

NEW QUESTION # 160

Remy had invested $15,000 in an organization that manufactured computer hardware. The investment was risky as it had a 15%
chance of failing in the first three months if the organization did not get a specific desired contract. However, this percentage
drastically increased to 35% over the same period when an inspection revealed that the manufacturing unit did not have adequate fire
safety measures in place. Due to this, the chances of a fire breaking out and destroying the unit were very high. Which method of
evaluating the risk has Remy used in this scenario?

A. Return on Risk Adjusted Capital (RORAC)
B. Value at Risk

C. Risk Valuation

D. Risk Adjusted Return On Capital (RAROC)

Answer: C

Explanation:

Risk Valuation assesses risk likelihood and impact (e.g., failure percentages), as Remy did by evaluating fire safety's eftect on
investiment risk.

* Option A (RORAC):Financial return metric, not risk evaluation.

* Option B (Value at Risk):Quantifies loss potential, not likelihood shift.

* Option C (RAROC):Adjusts returns for risk, not direct evaluation.

* "Rigk Valuation estimates the probability and impact of risks, such as facility vulnerabilities, to inform investment decisions”
(Module: Risk Management, Section: Risk Evaluation Methods).

NEW QUESTION # 161

Rachel was reviewing the various tiers of disaster recovery so as to implement them in her startup. One particular tier attracted her
attention, and she wanted to put it into effect in her startup. This specific disaster recovery tier backed up data over a WAN
connection. Which disaster recovery tier did Rachel want to implement in her startup?

A. Tier 5
B. Tier 6
C. Tier 3
D. Tier 0

Answer: A

Explanation:

Tier 5 in the disaster recovery tier model (e.g., SHARE or IBM models) typically involves backing up data over a Wide Area
Network (WAN) to a remote site, providing offsite redundancy with minimal data loss.

* Option B (Tier 3):Basic offsite backup, often tape-based, not WAN-specific.

* Option C (Tier 0):No backup, not applicable.

* Option D (Tier 6):Advanced, often with zero data loss, beyond simple WAN backup.

* "Tier 5 utilizes WAN connections for remote data backups, enhancing resilience with offsite replication and moderate RPO"
(Module: Disaster Recovery Tiers, Section: Tier Definitions).

NEW QUESTION # 162
In which of the following prototyping, a version of the system is built to check the requirements and is then discarded?

A. Evolutionary prototyping
B. Throw-away prototyping

C. Project prototyping
D. Incremental prototyping

Answer: B
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NEW QUESTION # 163
Fill in the blank:
An (AS) is a group of networks under a single administration and with single routing policies.

e A Autonomous System

Answer: A

NEW QUESTION # 164
‘Which of'the following processes helps to quantify the impact of potential threats to put a price or value on the cost of lost business
functionality?

A. Risk Reassessment
B. Risk Avoidance

C. Risk Analysis

D. Risk Identification

Answer: C

NEW QUESTION # 165
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