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B #37
You must report on frame types seen on the WLAN. You want to list the frame types by both name and binary value.
What frame type is represented by the binary value 011010, which includes the Type and Subtype values?

A. Association Request
B. Beacon

C. Authentication

D. PS-Poll

EfE: D
RN -

References:

HM #38

Finish the staterment:

It is possible to distinguish between 22 MHz transmissions and 20 MHz transmissions when looking at an FFT
plot.

A. HR/DSSS and ERP
B. OFDM and HT

C. HT and VHT

D. ERP and VHT

A :

It is possible to distinguish between OFDM 20 MHz transmissions and HT 20 MHz transmissions when looking at an FFT plot.
OFDM and HT are two different modulation schemes used by 802.11 WLANS.

OFDM is used by legacy 802.11a/g devices, while HT is used by newer 802.11n/ac devices. OFDM and HT have different
spectral characteristics that can be observed on an FFT plot. OFDM transmissions have a flat spectrum with sharp edges, while HT
transmissions have a tapered spectrum with rounded edges. This is because HT uses guard intervals and cyclic prefixes to reduce
mter-symbol interference and improve performance. The other options are not correct, as they do not describe different modulation
schemes or channel widths that can be distinguished on an FFT plot. References: [Wireless Analysis Professional Study Guide
CWAP-405], Chapter 3: Spectrum Analysis, page 70-71

ER #39

You have been asked to recommend a solution for protocol capture of 802.11 frames consisting of 3x3:3

802.11ac communications. The requirement specifies that you gain a general view of a coverage area and does not require that you
capture from specific user locations. The solution must be the least expensive practical solution possible that does not disrupt user
access to the WLAN and it must be based on enterprise WLAN hardware.

‘What solution would you recommend so that any coverage area could be monitored on demand?

A. Install the minimum number of Aps required for coverage and use these Aps for protocol analysis as needed
B. Install Wireshark on the Aps natively to allow dynamic capture while serving clients

C. Install laptop-based protocol analyzer near each AP

D. Install sufficient Aps so that an AP can be taken offline to perform protocol analysis as needed

H
R

: B

R #40
Given: Protocol analyzer often have useful graphical dashboards providing information about the health and operations of the

WLAN.
What is a valid use of a graph showing the Top APs Based on Active Associations?

e A Locating overloaded APs
¢ B. Discovering the total number of client STAs on your network
e C. Ensuring compliance with corporate security policies



¢ D. Evaluating the capacity handling on a specific channel
EE: A

HE #41

You have implemented an AP at a remote office. It is a single-band AP supporting 802.11ac. Several users complain that their
laptops cannot connect to the WLAN. These laptops are from multiple vendors and range in age from 2 to 4 years. The SSID and
security profile settings are correct. All default settings were used on the AP with the exception of the SSID and security settings.
‘What is the most likely issue preventing these STAs from connecting to the AP?

A. They do not support the basic data rates

B. They are 2.4 GHz-only devices

C. They are 5 GHz-only devices

D. They do not support VHI and only support OFDM

Ef: C
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