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TAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q81-Q86):

NEW QUESTION # 81

An organization is considering launching enhancements to improve security and authentication mechanisis in their products. To
better identify the user and reduce friction from the authentication process, they plan to track physical attributes of an individual. A
privacy technologist assessing privacy implications would be most interested in which of the following?

A. That the individual is aware tracking is occurring,
B. The authentication mechanism proposed.

C. The purpose of the data tracking.

D. The encryption of individual physical attributes.

Answer: D

Explanation:

A privacy technologist would prioritize the encryption of individual physical attributes to ensure that the sensitive biometric data
collected for authentication is protected against unauthorized access and breaches.

The IAPP's guidelines on data security stress the importance of implementing robust encryption methods to safeguard personal data,
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especially when dealing with biometric information, which is highly sensitive and could lead to severe privacy violations if
compromised.

NEW QUESTION # 82

SCENARIO

Please use the following to answer the next questions:

Your company is launching a new track and trace health app during the outbreak of a virus pandemic in the US. The developers
claimthe app is based on privacy by design because personal data collected was considered to ensure only necessary data is
captured, users are presented with a privacy notice, and they are asked to give consent before data is shared. Users can update their
consent after logging into an account, through a dedicated privacy and consent hub. This is accessible through the 'Settings' icon from
any app page, then clicking "My Preferences', and selecting 'Information Sharing and Consent' where the following choices are
displayed:

*'T consent to receive notifications and infection alerts",;

* " consent to receive information on additional features or services, and new products";

* " consent to sharing only my risk result and location information, for exposure and contact tracing purposes";

* " consent to share my data for medical research purposes"; and

* " consent to share my data with healthcare providers affiliated to the company.

For each choice, an ON* or OFF tab is available The default setting is ON for all Users purchase a virus screening service for
USS29 99 for themselves or others using the app The virus screening service works as follows:

* Step 1 A photo of the user's face is taken.

* Step 2 The user measures their temperature and adds the reading in the app

* Step 3 The user is asked to read sentences so that a voice analysis can detect symptoms

* Step 4 The user is asked to answer questions on known symptons

* Step 5 The user can input information on family members (name date of birth, citizenship, home address, phone number, email and
relationship).) The results are displayed as one of the following risk status "Low. "Medium'" or "High" if the user is deemed at
"Medium " or "High'" risk an alert may be sent to other users and the user is Invited to seek a medical consultation and diagnostic
froma healthcare provider.

A user's risk status also feeds a world map for contact tracing purposes, where users are able to check if they have been or are in
dose proximity of an infected person Ifa user has come in contact with another individual classified as "medium or 'high' risk an
mnstant notification also alerts the user of this. The app collects location trails of every user to monitor locations visited by an infected
individual Location is collected using the phone's GPS functionary, whether the app is in use or not however, the exact location of
the user is "blurred' for privacy reasons Users can only see on the map circles The location data collected and displayed on the map
should be changed for which of the following reasons?

A. The blurriness does not allow users to know how close they are to an infected person
B. The location data has not been pseudonymized

C. The radius used for location data exceeds official social distancing rules

D. The location data is loo precise

Answer: C

Explanation:

The location data collected and displayed on the map should be changed because the radius used for location data exceeds official
social distancing rules. This can lead to maccurate risk assessments and unnecessary alerts, causing confusion and potentially
violating user privacy. Ensuring that the radius for location data aligns with official guidelines helps maintain accuracy and relevancy in
the contact tracing process, thereby enhancing the app's effectiveness while respecting user privacy. (Reference: IAPP CIPT Study
Guide, Chapter on Location Data and Privacy)

NEW QUESTION # 83
Which of the following is a vulnerability of a sensitive biometrics authentication system?

A. False negatives.

B. Theft of finely individualized personal data.
C. Slow recognition speeds.

D. False positives.

Answer: B

Explanation:



Sensitive biometrics authentication systerrs have several potential vulnerabilities. Here's why the theft of finely individualized personal
data is a significant concern:

* Data Sensitivity: Biometrics data, such as fingerprints or retinal scans, are highly sensitive and unique to individuals. If this data is
stolen, it cannot be changed like a password.

* Security Risks: A breach nvolving biometric data can have long-lasting implications because the stolen data can be used for
identity theft and other malicious activities.

* False Positives/Negatives: While false positives (A) and false negatives (B) are operational issues, they are not as critical as the
theft of the data itself. Slow recognition speeds (C) are performance-related concerns but do not pose the same level of risk as data
theft.

* Regulatory Compliance: Many data protection regulations require stringent measures to protect sensitive biometric data,
underscoring the importance of safeguarding this information.

NEW QUESTION # 84
‘What would be an example of an organization transferring the risks associated with a data breach?

A. Purchasing insurance to cover the organization in case of a breach.

B. Encrypting sensitive personal data during collection and storage

C. Applying industry standard data handling practices to the organization' practices.
D. Using a third-party service to process credit card transactions.

Answer: A

Explanation:

Reference:

Purchasing insurance to cover the organization in case of a breach. By purchasing insurance, the organization can transfer the
financial risks associated with a data breach to an insurance provider. This is a risk management strategy that can help an
organization mitigate the financial impact of a breach.

Transferring risk means shifting some or all of the potential losses or liabilities associated with a risk to another party2. Purchasing
insurance is one way of transferring risk, as it allows the organization to share the financial burden of a data breach with an insurer.
The other options do not involve transferring risk, but rather reducing, avoiding or accepting it.

NEW QUESTION # 85
Which of'the following is most important to provide to the data subject before the collection phase of the data lifecycle?

A. Consent Request.

B. Data Protection Policy.
C. Privacy Notice.

D. Disclosure Policy.

Answer: C

Explanation:

* Option A: A privacy notice informs data subjects about how their data will be collected, used, and protected. It is crucial to
provide this notice before data collection to ensure transparency and comply with legal requirements.

* Option B: A disclosure policy might detail how data will be shared, but it is generally part of a broader privacy notice.

* Option C: While obtaining consent is important, the privacy notice is the first step in informing the data subject about the data
processing activities, enabling informed consent.

* Option D: A data protection policy outlines an organization's overall approach to protecting data but is typically internal rather than
something provided directly to data subjects.

IAPP CIPT Study Guide
GDPR Atrticle 13 on Information to be provided where personal data are collected from the data subject

NEW QUESTION # 86
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