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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q540-Q545):
NEW QUESTION # 540 
A company is hosting applications on Amazon EC2 instances. The company is hosting a database on an Amazon RDS for
PostgreSQL DB instance. The company requires all connections to the DB instance to be encrypted.
What should a SysOps administrator do to meet this requirement?

A. Patch the database with SSL/TLS by using a custom PostgreSQL extension.
B. Allow SSL connections to the database by using an inbound security group rule.
C. Enforce SSL connections to the database by using a custom parameter group.
D. Encrypt the database by using an AWS Key Management Service (AWS KMS) encryption key.

Answer: C

Explanation:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGroups.
html

NEW QUESTION # 541 
A company recently deployed an application in production. The production environment currently runs on a single Amazon EC2
instance that hosts the application's web application and a MariaDB database. Company policy states that all IT production
environments must be highly available.
What should a SysOps administrator do to meet this requirement?

A. Migrate the database to a different EC2 instance. Place the application EC2 instance in an Auto Scaling group that extends
across multiple Availability Zones. Create an Amazon Machine Image (AMI) from the database EC2 instance. Use the AMI
to launch a second database EC2 instance in a different Availability Zone. Put the second database EC2 instance in the
stopped state. Use the second database EC2 instance as a standby.
B. Migrate the database from the EC2 instance to an Amazon RDS for MariaDB Multi-AZ DB instance. Run the application
on EC2 instances that are in an Auto Scaling group that extends across multiple Availability Zones. Place the EC2 instances
behind a load balancer.
C. Copy the database to a different EC2 instance in a different Availability Zone. Use AWS Backup to create Amazon
Machine Images (AMIs) of the application EC2 instance and the database EC2 instance. Create an AWS Lambda function
that performs health checks every minute. In case of failure, configure the Lambda function to launch a new EC2 instance
from the AMIs that AWS Backup created.
D. Migrate the database from the EC2 instance to an Amazon RDS for MariaDB Multi-AZ DB instance. Use AWS
Application Migration Service to convert the application into an AWS Lambda function. Specify the Multi-AZ option for the
Lambda function.

Answer: B

NEW QUESTION # 542 
A web-based application is running in AWS. The application is using a MySQL Amazon RDS database instance for persistence.
The application stores transactional data and is read-heavy.
The RDS instance gets busy during the peak usage, which shows the overall application response times.
The SysOps Administrator is asked to improve the read queries performance using a scalable solution.
Which options will meet these requirements? (Choose two.)

A. Use Amazon ElastiCache to cache read queries
B. Create a read replica of the RDS instance
C. Scale up the RDS instance to a larger instance size
D. Enable the RDS database Multi-AZ option
E. Use Amazon DynamoDB instead of RDS

Answer: A,B



NEW QUESTION # 543 
A company has an Amazon RDS DB instance. The company wants to implement a caching service while maintaining high
availability.
Which combination of actions will meet these requirements? (Choose two.)

A. Create an Amazon ElastiCache for Memcached data store.
B. Add Auto Discovery to the data store.
C. Create an Amazon ElastiCache for Redis data store.
D. Enable Multi-AZ for the data store.
E. Enable Multi-threading for the data store.

Answer: C,D

Explanation:
Reference:
https://aws.amazon.com/elasticache/memcached/
https://aws.amazon.com/elasticache/redis/

NEW QUESTION # 544 
A company has scientists who upload large data objects to an Amazon S3 bucket The scientists upload the objects as multipart
uploads. The multipart uploads often fail because of poor end-client connectivity.
The company wants to optimize storage costs that are associated with the data. A SysOps administrator must implement a solution
that presents metrics for incomplete uploads. The solution also must automatically delete any incomplete uploads after 7 days.
Which solution will meet these requirements?

A. Implement S3 Intelligent-Tiering to move data into tower-cost storage classes after 7 days. Create an S3 Storage Lens
policy to automatically delete any incomplete multipart uploads after 7 days.
B. Use the S3 analytics storage class analysis tool to identify and measure incomplete multipart uploads.Configure an S3
bucket policy to enforce restrictions on multipart uploads to delete incomplete multipart uploads after 7 days.
C. Access the S3 console Review the Metrics tab to check the storage that incomplete multipart uploads are consuming.
Create an AWS Lambda function to delete any incomplete multipart uploads after 7 days.
D. Review the Incomplete Multipart Upload Bytes metre in the S3 Storage Lens dashboard Create an S3 Lifecycle policy to
automatically delete any incomplete multipart uploads after 7 days.

Answer: D

Explanation:
S3 Storage Lens and Lifecycle Policies:
* Incomplete Multipart Upload Bytes Metric: This metric in S3 Storage Lens helps you identify the storage consumed by incomplete
multipart uploads.
* S3 Lifecycle Policies: Lifecycle policies allow you to automatically manage the lifecycle of objects, including deleting incomplete
multipart uploads after a specified number of days.
* Steps:
* Go to the AWS Management Console.
* Navigate to S3 and select the bucket.
* Go to the "Metrics" tab and view the "Incomplete Multipart Upload Bytes" metric in the S3 Storage Lens dashboard.
* To create a lifecycle policy:
* Select the bucket.
* Go to the "Management" tab.
* Under "Lifecycle rules," click "Create lifecycle rule."
* Define a rule name.
* Choose "Multipart upload" and specify "Delete incomplete multipart uploads" after 7 days.
* Save the rule.
:
AWS S3 Storage Lens
AWS S3 Lifecycle Policies

NEW QUESTION # 545
......
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