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HM #55

An architect is tasked with designing a new VMware software-defined data center (SDDC) solution for an online retail customer
who has a primary and secondary data center as well as 10 distribution hubs.

The customer has provided the following business requirements to help inform the design:

- The solution must support the running of up to 1,000 concurrent virtual machines across the primary and secondary data center.
- The solution must support the running of up to 20 concurrent virtual machines in each distribution hub.

- The solution must support the separation of management and lines-of-business application virtual machines.

- Allmanagement components (including directory services, backup, autormation, operations and logging) must be deployed to the
primary data center.

- All virtual infrastructure components must have redundancy of N+1.

- All sites are connected to each other using a wide area network that has multiple diversely routed links.

- The solution should support a monthly uptime target of 99.9%.

- The recovery time objective (RTO) for the solution must be four hours.

- The recovery point objective (RPO) for the solution must be 24 hours.

Given the information from the customer, which assumption should the architect include in the design?
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A. Each distribution hub should be configured with a backup device.

B. All business application virtual machines can be deployed into a single cluster within the primary data center.
C. Each cluster will have a minimum of four hosts.

D. The wide area network has sufficient bandwidth to support centralized management.
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An architect is reviewing the security and compliance requirements for a new application that will be hosted on a vSphere 8
environment.

The following information has been noted about the new application:

The application stores and processes confidential data

The supporting virtual infrastructure is shared with other departments

No other application stores or processes confidential data

The application virtual machines must be able to run on any ESXi host in the cluster The storage layer is a iSCSI attached SAN Data
at Rest Encryption is in place for each presented LUN validated to FIPS 140-2 No budget is available for additional infrastructure
components or software Application data must not be accessible outside of the application's virtual machines The architect has been
tasked with providing a secure virtual machine design to host the application.

Which three design elements must the architect include to meet the requirements? (Choose three.)

A. The vSphere Native Key Provider

B. External Key Management Service (KMS) provider
C. A new local VMFS volume

D. A new encrypted iISCSI LUN

E. Virtual Machine Encryption

F. VMware vSAN
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Virtual Machine Encryption

To ensure that the application's confidential data is protected, Virtual Machine Encryption should be applied.

This will ensure that even if someone gains access to the storage layer or the underlying infrastructure, the data in the virtual machine
is encrypted and cannot be accessed outside of the VM, as required by the security and compliance requirements.

The vSphere Native Key Provider

The vSphere Native Key Provider can be used to manage encryption keys within the vSphere environment.

Since no budget is available for additional infrastructure components or software, leveraging vSphere's native capabilities for key
management ensures that encryption is securely handled without introducing external dependencies. This also aligns with the
requirenent to not introduce additional infrastructure.

External Key Management Service (KMS) provider

While the vSphere Native Key Provider can manage keys within the environment, if there is a requirement for a more secure or
compliant key management solution, an External Key Management Service (KMS) may be used. The KMS provider allows for
centralized management of encryption keys, ensuring that the keys are securely stored and controlled according to conpliance
standards (e.g., FIPS 140-2). Although the Native Key Provider may suffice, this option ensures that key management adheres to
stricter compliance needs, especially for confidential data.

B #57

An architect is designing a new greenfield environment with 600 ESXi hosts in an automated fashion. The engineering department
already has a PXE Boot server, TFTP server, and DHCP server set up with an NFS mount for their current Linux servers. The
architect must be able to demonstrate and meet a security requirement to have all infrastructure processes separated.

‘Which recommendation should the architect make for the ESXi host deployment?

A. Deploy each ESX:i host individually and document it to satisfy security requirements

B. Ask the business to expand the engneering environment to service the virtual environment as well

C. Request an isolated network segment to use and dedicate it to Auto Deploy functions

D. Request a common shared network with flexible security measures to accommodate different auto deployment options
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P #58

An architect is reviewing a physical storage design. The customer has specified that a new active-passive based storage array will be
used to provide storage for the vSphere clusters.

‘Which configuration should for the architect recommended?

A. VMW _PSP_FIXED

B. VMW _SATP DEFAULT AA
C. VMW_SATP_LOCAL

D. VMW _PSP_MRU

IEf#: D
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VMW _PSP_MRU - Most

Recently Used

The Most Recently Used (VMware) policy is enforced by VMW_PSP_MRUI. It selects the first working path discovered at system
boot time. The Most Recently Used policy does not use the preferred path setting. This policy is default for most active-passive
storage devices.
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HAE #59
What does defining a workload cluster design objective involve?

A. Outlining the goals and purposes of the workload cluster within the overall vSphere environment.
B. Creating a logical representation of the workload cluster's components and interconnections.

C. Identifying the specific hardware and infrastructure requirements for the workload cluster.

D. Setting the performance targets and benchmarks for the workload cluster.
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