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NEW QUESTION # 226
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Richard is analyzing a corporate network. After an alert in the network's IPS. he identified that allthe servers are sending huge
amounts of traffic to the website abc.xyz What type of mformation security attack vectors have affected the network?

A. 10T threats

B. Advance persistent three s
C. Ransomware

D. Botnet

Answer: D

Explanation:

When a corporate network's servers are sending huge amounts of traffic to a specific website, as detected by the network's Intrusion
Prevention System (IPS), this behavior is indicative of a Botnet attack. A Botnet is a network of compromised computers, often
referred to as "bots," that are controlled remotely by an attacker, typically without the knowledge of the owners of the computers.
The attacker can command these bots to execute distributed denial-of-service (DDoS) attacks, send spam, or conduct other
malicious activities. In this scenario, the servers behaving as bots and targeting a website with large volumes of traffic suggests that
they have been co-opted into a Botnet to potentially performa DDoS attack on the website abc.xyz References:Incident Handler
(ECIH v3) courses and study guides discuss various types of cyber threats and attack vectors, including Botnets and their role in
distributed cyber attacks.

NEW QUESTION # 227

Eric works as an incident handler at Erinol software systens. He was assigned a task to protect the organization from any kind of
DoS/DDoS attacks.

Which of the following tools can be used by Eric to achieve his objective?

A. Incapsula
B. Hydra

C. Wire shark
D. IDA

Answer: A

NEW QUESTION # 228
At a major healthcare provider, staffreceived phishing emails impersonating HR. Reporting via email failed due to mail system issues.
The IR team introduced VOIP and SMS-based reporting mechanisms. Which preparatory step was implemented?

A. Creating backup archives

B. Email content filtering

C. Establishing out-of-band communication
D. Training on phishing indicators

Answer: C

Explanation:

Comprehensive and Detailed Explanation (ECIH-aligned):

This scenario highlights a preparation phase improvement. ECIH strongly emphasizes the importance of out- of-band commumnication
during incidents, especially when primary systens are compromised.

Option D is correct because VOIP and SMS reporting channels allow incident reporting even when email systemns are unavailable or
under attack. ECIH identifies out-of-band commumication as critical for maintaining coordination and timely escalation during
mncidents.

Options A-C do not address the reporting failure described.

Establishing alternate communication channels strengthens incident readiness and response resilience, aligning directly with ECIH
best practices.

NEW QUESTION # 229

Eve's is an incident handler in ABC organization. One day, she got a complaint about email hacking incident from one of the
employees of the organization. As a part of incident handling and response process, she must follow many recovery steps in order to
recover from incident impact to maintain business continuity.



What is the first step that she must do to secure employee account?

A. Enable two-factor authentication

B. Disabling automatic file sharing between the systems

C. Restore the email services and change the password

D. Enable scanning of links and attachments in all the emails

Answer: C

Explanation:

The first step in securing an employee's account following an email hacking incident nvolves restoring access to the email services if
necessary and immediately changing the password to prevent unauthorized access. This action ensures that the attacker is locked out
of'the account as quickly as possible. While enabling two-factor authentication, scanning links and attachments, and disabling
automatic file sharing are important security measures, they come into play after ensuring that the compromised account is first
secured by changing its password to halt any ongoing unauthorized access.References:The ECIH v3 certification materials cover the
mitial steps to be taken when responding to incidents involving compromised accounts, emphasizing the importance of quickly
changing passwords to secure the accounts against firther unauthorized access.

NEW QUESTION # 230

Drake is an incident handler at Dark Cloud Inc. Heist asked with performing log analysis in order to detect traces of malicious
activities within the network infrastructure.

Which of the following tools should Drake employ i order to view logs in real time and identify malware propagation within the
network?

A. LOIC
B. Sphunk
C. HULK
D. Hydra

Answer: B

NEW QUESTION # 231
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