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B #1 i) Industrial Control Systems Security GRID % & % &k H & (Q90-Q95):

P& #90
Why is it important to document the incident response process in an ICS environment?

A. To provide a record for auditing and improving future incident response efforts
B. To reduce system performance

C. To improve employee productivity

D. To monitor financial performance

BE: A
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P& #91
Why is it difficult to deploy detection tools that perform full system scans in ICS environments?

A. Full system scans can disrupt the critical operations of ICS systemns, causing downtime or performance issues
B. ICS systens do not store any critical data

C. ICS systens are already fully secured

D. Detection tools are not compatible with ICS devices

BE&R: A

P& #92
What is one challenge of applying threat intelligence in ICS environments?

A. Lack of power in ICS systems

B. High system processing speeds

C. The unique nature of ICS systems can make it difficult to adapt traditional IT threat intelligence
D. Automated system recovery

ZR: C

F 8 #93
Threat mtelligence indicates that a known cyber espionage group has been targeting your ICS environment with sophisticated
phishing campaigps.
How should your organization respond to this intelligence?
¢ A. Reduce employee work hours to mnimize phishing attempts
¢ B. Ignore the ntelligence and continue regular operations
e C. Educate employees on phishing awareness, implement stricter email security protocols, and closely monitor for signs of
suspicious email activity
¢ D. Increase system memory to prevent phishing attacks

ER: C

R E #94
Why is it critical to develop a baseline of normal behavior before conducting threat hunting in an ICS environment?

A. To disable unnecessary systems

B. To eliminate the need for monitoring

C. To identify deviations from normal behavior that could indicate potential threats
D. To reduce energy consumption
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