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Splunk SPLK-5002 A& Z:

FH Ey|

¢ Automation and Efficiency: This section assesses Automation Engineers and SOAR Specialists in

streamlining security operations. It covers developing automation for SOPs, optimizing case management
FH1 workflows, utilizing REST APIs, designing SOAR playbooks for response automation, and evaluating
itegrations between Splunk Enterprise Security and SOAR tools.

¢ Building Effective Security Processes and Programs: This section targets Security Program Managers and
Compliance Officers, focusing on operationalizing security workflows. It involves researching and

FH 2 integrating threat intelligence, applying risk and detection prioritization methodologies, and developing

documentation or standard operating procedures (SOPs) to maintain robust security practices.

e Data Engineering; This section of the exam measures the skills of Security Analysts and Cybersecurity

Engineers and covers foundational data management tasks. It includes performing data review and analysis,
M3 creating and maintaining efficient data indexing, and applying Splunk methods for data normalization to
ensure structured and usable datasets for security operations.

¢ Auditing and Reporting on Security Prograns: This section tests Auditors and Security Architects on

validating and communicating program effectiveness. It includes designing security metrics, generating
=M 4 compliance reports, and building dashboards to visualize program performance and vulnerabilities for
stakeholders.

¢ Detection Engineering: This section evaluates the expertise of Threat Hunters and SOC Engineers in

developing and refining security detections. Topics include creating and tuning correlation searches,
FH 5 integrating contextual data into detections, applying risk-based modifiers, generating actionable Notable
Events, and managing the lifecycle of detection rules to adapt to evolving threats.

Z| &l Cybersecurity Defense Analyst SPLK-5002 F2MZ 2 X (Q67-Q72):

HE #67

During an incident, a correlation search generates several notable events related to failed logins. The engineer notices the events are
from test accounts.

Whatshould be done to address this?

A. Suppress all notable events temporarily.

B. Apply filtering to exclude test accounts from the search resuts.
C. Lower the search threshold for failed logins.

D. Disable the correlation search for test accounts.

HE:. B

MY

When a correlation search in Splunk Enterprise Security (ES) generates excessive notable events due to test accounts, the best
approach is to filter out test accounts while keeping legitimate detections active.

#1. Apply Filtering to Exclude Test Accounts (B)

Modifies the correlation search to exclude known test accounts.

Reduces false positives while keeping real threats visible.

Exanple:

Update the search to exclude test accounts:

index=auth_logs NOT user IN ("test userl", "test user2")

#Incorrect Answers:

A: Disable the correlation search for test accounts # This removes visibility into all failed logins, including those that may indicate real
threats.

C: Lower the search threshold for failed logins # Would increase false positives, making it harder for SOC teans to focus on real
attacks.

D: Suppress all notable events temporarily # Suppression hides all alerts, potentially missing real security incidents.

#Additional Resources:



Splunk ES: Managing Correlation Searches
Reducing False Positives in SIEM

EAE #68
What are key benefits of using summary indexing in Splunk? (Choose two)

A. Reduces storage space required for raw data

B. Increases data retention period

C. Improves search performance on aggregated data
D. Provides automatic field extraction during indexing

Mg B,C

Y.

Summary indexing in Splunk improves search efficiency by storing pre-aggregated data, reducing the need to process large datasets
repeatedly.

Key Benefits of Summary Indexing:

Improves Search Performance on Aggregated Data (B)

Reduces query execution time by storing pre-calculated results.

Helps SOC teans analyze trends without running resource-intensive searches.

Increases Data Retention Period (D)

Raw logs may have short retention periods, but summary indexes can store key insights for longer.

Useful for historical trend analysis and conpliance reporting.

HE#69
An engineer observes a delay in data being indexed from a remote location. The universal forwarder is configured correctly.
Whatshould they check next?

A. Review forwarder logs for queue blockages.
B. Reconfigure the props.conf file.

C. Increase the indexer memory allocation.

D. Optimize search head clustering,

HE. A

ME:

Ifthere is a delay in data being indexed from a remote location, even though the Universal Forwarder (UF) is correctly configured,
the issue is likely a queue blockage or network latency.

Steps to Diagnose and Fix Forwarder Delays:

Check Forwarder Logs (splunkd.log) for Queue Issues (A)

Look for messages likeTcpOutAutoloadBalancedorQueue is full.

If queues are full, events are stuck at the forwarder and not reaching the indexer.

Monttor Forwarder Health Usingmetrics.log

Useindex=_mnternal source=*metrics.log* group=queueto check queue performance.

A2 #70
A company wants to implement risk-based detection for privileged account activities.
Whatshould they configure first?

A. Asset and identity information for privileged accounts
B. Automated dashboards for all accounts

C. Event sanpling for raw data

D. Correlation searches with low thresholds

.|

o
m

: A

ME:
Why Configure Asset & Identity Information for Privileged Accounts First?



Risk-based detection focuses on identifying and prioritizing threats based on the severity of their impact. For privileged accounts
(admins, domain controllers, finance users), understanding who they are, what they access, and how they behave is critical.

#Key Steps for Risk-Based Detection in Splunk ES:1##Define Privileged Accounts & Groups - Identify high- risk users (Admin,
HR, Finance, CISO).2##Assign Risk Scores - Apply higher scores to actions involving privileged users.3##Enable Identity & Asset
Correlation - Link users to assets for better detection.

4##Monitor for Anomalies - Detect abnormal login patterns, excessive file access, or unusual privilege escalation.

#Example in Sphunk ES:

A domain admin logs in from an unusual location # Trigger high-risk alert A finance director downloads sensitive payroll data at
midnight # Escalate for investigation Why Not the Other Options?

#B. Correlation searches with low thresholds - May generate excessive false positives, overwhelming the SOC.#C. Event sampling
for raw data - Doesn't provide context for risk-based detection.#D. Automated dashboards for all accounts - Useful for visibility,
but not the first step for risk-based security.

References & Learning Resources

#Splunk ES Risk-Based Alerting (RBA): https//www.splunk.com/en_us/blog/security/risk-based-alerting.

htm#Privileged Account Monitoring in Splunk: https://docs.splunk.conyDocumentation/ES/latest/User
/RiskBasedAlerting#lmplementing Privileged Access Security (PAM) with Splunk: https:/splunkbase.splunk.

com

HEE#T1
What are essential steps in developing threat mtelligence for a security program?(Choosethree)

A. Creating dashboards for executives

B. Operationalizing intelligence through workflows
C. Conducting regular penetration tests

D. Analyzing and correlating threat data

E. Collecting data from trusted sources

HE. BD,E

MH.

Threat intelligence in Splunk Enterprise Security (ES) enhances SOC capabilities by identifying known attack patterns, suspicious
activity, and malicious indicators.

Essential Steps in Developing Threat Intelligence:

Collecting Data from Trusted Sources (A)

Gather data from threat intelligence feeds (e.g., STIX, TAXII, OpenCTI, VirusTotal, AbuseIPDB).
Include nternal logs, honeypots, and third-party security vendors.

Analyzing and Correlating Threat Data (C)

Use correlation searches to match known threat indicators against live data.

Identify patterns in network traffic, logs, and endpoint activity.

Operationalizing Intelligence Through Workflows (E)

Automate responses using Splunk SOAR (Security Orchestration, Automation, and Response).
Enhance alert prioritization by integrating intelligence into risk-based alerting (RBA).
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