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Microsoft Designing Microsoft Azure Infrastructure Solutions Sample Questions (Q214-Q219):

NEW QUESTION # 214

You have an Azure Active Directory (Azure AD) tenant.

You plan to use Azure Monitor to monitor user sign-ins and generate alerts based on specific user sign-in events.
Youneed to recommend a solution to trigger the alerts based on the events.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Send Azure AD logs to:

An Azure event hub
An Azure Log Analytics workspace
“An Azure Storage account

Signal type to use for triggering the alerts:

Activity Iog
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Answer:

Explanation:

Send Azure AD logs to: . ~F4 v
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"AnAzure Storage account

Signal type to use for triggering the alerts: v
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Explanation:
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Send Azure AD logs to:
An Azure event hub
An Azure Log Analytics workspace
An Azure Storage account

Signal type to use for triggering.the alerts: v
Aetivity log
8= Microsoftt
Metric

Box 1: An Azure Log Analytics workspace

To be able to create an alert we send the Azure AD logs to An Azure Log Analytics workspace.

Note: You can forward your AAD logs and events to either an Azure Storage Account, an Azure Event Hub, Log Analytics, or a combination of all of these.
Box 2: Log

Ensure Resource Type is an analytics source like Log Analytics or Application Insights and signal type as Log.

Reference:

https//4sysops.convarchives/how-to-create-an-azure-ad-admin-login-alert/

https7/docs.microsoft.conven-us/azre/azure-monitor/platfornvalerts-log

NEW QUESTION # 215

You have an Azure subscription that contains a third-party app service app named App1. App! uses Microsoft Entra for authentication and is licensed on a per-user basis.
The owners of Appl report that the licensing costs for App1 are higher than expected.

You need to recommend a solution that will enable the App1 owners to monitor which users have access to App1 each month. The solution nust meet the following
requirements:

- Follow the principle of least privilege.

- Minimize administrative effort.

‘What should you include in the recommendation?

A. managed identities

B. Conditional Access policies

C. Privileged Identity Management (PIM)
D. access reviews

e o o o

Answer: D

Explanation:

Access reviews in Microsoft Entra ID, part of Microsoft Entra, enable organizations to efficiently manage group memberships, access to enterprise applications, and role
assignments. User access can be reviewed regularly to make sure only the right people have continued access.

Reference:

https//learn.microsoft.conven-us/entra/id- governance/access-reviews-overview

NEW QUESTION # 216

Hotspot Questiom

A company is looking for a solution that collects a large amount of data from loT devices and perforns real time analytics.

The data consists of millions of messages that are sent hourly. This incoming data must be processed and then presented on a dashboard. It must also be connected to
referential data that provides business information. All data must be stored in native JSON format so that it can be moved to Azure Synapse Analytics SQL Pool.
You need to determine a storage solution for the historical data and a solution to performreal time data aggregation.

‘What should you recommend? To answer, select the appropriate options from the drop-down menus.

Storage solution for historical ‘data™~ Select your answer
Select your answer
¢~ 'Azure Blob storage
Azure Cosmos DB
Azure Data Lake Storage

Solution to perform real-time'data Select your answer v
aggregation Select your answer

Azure Analysis Services

I Azure Functions

[ Stream Analytics job

Answer:
Explanation:



Storage solution for historical data Select your answer

Select your answer
AZzure Blob storage
~ Azure Cosmos DB
Azure Data Lake Storage

Solution to perform real-time data Select your answer
aggregation Select your answer
Azure Analysis Services
Azure Functions
Stream Analytics job

Explanation:

You should recommend Azure Data Lake Storage to store historical data because you can load it directly into Azure Synapse. You can create an external table in the data
warehouse and use PolyBase to load the data.

You should recommend a Stream Analytics job as a solution for real time data aggregations. You can also join the input stream with reference data and use this information in
the analysis.

You should not recommend Azure Blob storage for historical data because you would need to customize the process of loading data into Azure Synapse. Azure Blob storage
is generally used to store unstructured data, such as images, videos, and audio files.

You should not recommend Azure Cosmos DB because you would need to customize the process of loading data to Azure Synapse.

You should not recommend Azure Functions as a solution for real time data aggregation. Azure Functions requires custom code to implement business logic. Besides, Azure
Functions cannot efficiently send data to the real-time dashboard.

You should not recommend Azure Analysis Services. Azure Analysis Services is a solution that provides enterprise-grade data models in the cloud.

NEW QUESTION # 217

Hotspot Question

You have an on-premises datacenter and an Azure subscription. The environment contains 100 databases of various types, including Azire SQL Database, Azure SQL
Managed Instances, Aziure Cosmos DB, Microsoft SQL Server, MySQL, and Oracle. Multiple apps access the databases.

You need to recommend a data solution. The solution must meet the following requirements:

- Provide a single searchable catalog of the data in all the databases.

The catalog must contain metadata of the data. The solution must

minimize storage requirenments.

- Provide a central data lake that contains specific data from nuiltiple databases. The solution must include a big data engine that can create machine learning models.
‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

For ther,:@gg@cﬁ@log. use: -

Azure Data Explorer

Azure Data Factory

Azure Synapse Analytics
Microsoft Purview Data Map

For the central data lake, use: v
Azure Data Explorer

Azure Data Factory

Azure Synapse Analytics

Microsoft Purview Data Map

Answer:
Explanation:
Answer Area
For the searchable data catalog, use: w
Azure Data Explorer
Azure Data Factory
Azure Synapse Afialytics
Micfosoft Purview Data Map
For the central data-lake, ‘use: »
Azure Data Explorer
Azure Data Factory
Azure Sy-ﬂgtia
MicrosoftBurviem/idé ¥Mdp S O Tt
Explanation:

Box 1: Microsoft Purview Data Map
For the searchable data catalog, use:



Provide a single searchable catalog of the data in all the databases. The catalog must contain metadata of the data. The solution must minimize storage requirements.

The Microsoft Purview Data Map provides the foundation for data discovery and data governance. It captures metadata about data present in analytics, software-as-a-service
(SaaS), and operational systems in hybrid, on-premises, and multicloud environments.

Box 2: Azure Synapse Analytics

Provide a central data lake that contains specific data from multiple databases. The solution must include a big data engine that can create machine learning models.

Reference:

https:/learn.microsoft. conven-us/purview/data-map

https:/learn.microsoft. conven-us/purview/microsoft-purview-connector-overview

https://learn.microsoft. com/en-us/azure/architecture/data- guide/scenarios/data- lake

NEW QUESTION # 218

You plan to deploy an Azure web app named Appl that will use Azure Active Directory (Azure AD) authentication.

App1 will be accessed from the internet by the users at your company. All the users have computers that run Windows 10 and are joined to Azure AD.

You need to recommend a solution to ensure that the users can connect to App1 without being prompted for authentication and can access App1 only from company-owned
computers.

‘What should you recommend for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

The users can connect to App1 without being
prompted for authentication: [An Azure AD app registration

The users can access App1 anly fram
company-owned. computérs

Answer:

Explanation:

The users can connect to App1 without being

prompted for authentication: I—hn Azure AD app gagistration |

An Azure Al anaged identity
Agure AD Application Proxy

The users can access App1 only from
company-owned cofbpOters: conditional access policy

TAR Azure ministrative unit

Azure Application Gateway

Azure Blueprints

Azure Policy

Reference:

https7/codingcanvas.conyusing-azure-active-directory-authentication-in-your-web-application/
https7/docs.microsoft.conven-us/azure/active-directory/conditional-access/overview
httpsv/docs.microsoft.conven-us/powerapps/developer/data-platform/walkthrough-register-app-azure-active-
directory#~text=Create%20an%20application’s20registration’s201%20Create%s20an%s20application, the%20options %2 0and%20click%6200n%20Add%s20permissions. %20
"After consenting to use their Dataverse account with the ISV's application, end users can connect to Dataverse environment from external application. The consent form is not
displayed again to other users after the first user who has already consented to use the ISV's app. Apps registered in Azure Active Directory are multi-tenant, which implies

that other Dataverse users fiom other tenant can connect to their environment using the ISV's app."

NEW QUESTION # 219

You can choose the number of Designing Microsoft Azure Infrastructure Solutions (AZ-305) questions and time frame of the AZ-305 Desktop practice exam software as per
your learning needs. Performance reports of Microsoft AZ-305 Practice Test will be useful for tracking your progress and identifying areas for further study.
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