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help users achieve their goals easily, regardless of whether you want to pass various qualifying examination, our products can
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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q155-Q160):
NEW QUESTION # 155 
An assessment is being completed at a client site that is not far from the Lead Assessor's home office. The client provides a laptop
for the duration of the engagement. During a meeting with the network engineers, the Lead Assessor requests information about the
network. They respond that they have a significant number of drawings they can provide via their secure cloud storage service. The
Lead Assessor returns to their home office and decides to review the documents. What is the BEST way to retrieve the documents?

A. Log into the client VPN from the client laptop and retrieve the documents from the secure cloud storage service.
B. Log into the secure cloud storage service to save copies of the documents on both the work and client laptops.
C. Use their home office workstation to retrieve the documents from the secure cloud storage service and save them to a
USB stick.
D. Log into the client VPN from the assessor's laptop and retrieve the documents from the secure cloud storage service.

Answer: A

NEW QUESTION # 156 
A CMMC Assessment Team arrives at an OSC to begin a CMMC Level 2 Assessment. The team checks in at the front desk and
lets the receptionist know that they are here to conduct the assessment. The receptionist is aware that the team is arriving today and
points down a hallway where the conference room is. The receptionist tells the Lead Assessor to wait in the conference room. as
someone will be there shortly. The receptionist fails to check for credentials and fails to escort the team. The receptionist's actions
are in direct violation of which CMMC practice?

A. PS.L2-3 9.2: Ensure that organizational systems containing CUI are protected during and after personnel actions such as
terminations and transfers
B. PS.L2-3.9.1; Screen individuals prior to authorizing access to organizational systems containing CUI
C. PE.L1-3.10.3: Escort visitors and monitor visitor activity
D. PE.L1-3.10.5: Control and manage physical access devices

Answer: C

Explanation:
ThePhysical Protection (PE) domaininCMMC 2.0 Level 1includes the requirementPE.L1-3.10.3, which mandates that
organizationsescort visitors and monitor their activity.
TheCMMC Assessment Teamarrives at the OSC.
Thereceptionist acknowledges their arrival but does not verify credentials or escort themto the appropriate location.
Failing to verify visitor identity and failing to escort them is a violation of PE.L1-3.10.3.
A). PE.L1-3.10.3: Escort visitors and monitor visitor activity##Correct This requirement ensures that visitorsdo not have
unsupervised access to sensitive areas.
The receptionistshould have checked credentials and escorted the assessment team.
B). PE.L1-3.10.5: Control and manage physical access devices##Incorrect This requirement refers to managingkeys, access
badges, and security devices, which isnot the issue in this scenario.
C). PS.L2-3.9.1: Screen individuals prior to authorizing access to organizational systems containing CUI##Incorrect This control
applies to personnel screeningsbefore granting access to CUI systems, not physical visitor access.
D). PS.L2-3.9.2: Ensure that organizational systems containing CUI are protected during and after personnel actions such as
terminations and transfers##Incorrect This requirement deals withoffboarding employees and ensuring they no longer have system
access. It isnot relevant to visitor escorting.
CMMC 2.0 Level 1 - PE.L1-3.10.3 (Physical Protection)
Requires organizations toescort visitors and monitor visitor activityat facilities containingFCI or CUI.
NIST SP 800-171 Rev. 2, Control 3.10.3
States thatvisitors must be escorted and monitored at all timesto prevent unauthorized access.
Breaking Down the Scenario:Analysis of the Given Options:Official References Supporting the Correct Conclusion:Since the
receptionist failed to verify credentials and escort the visitors, this violatesPE.
L1-3.10.3.
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#Correct Answer A. PE.L1-3.10.3: Escort visitors and monitor visitor activity

NEW QUESTION # 157 
Which government agency are DoD contractors required to report breaches of CUI to?

A. NARA
B. FBI
C. Under Secretary of Defense for Intelligence and Security
D. DoD Cyber Crime Center

Answer: D

NEW QUESTION # 158 
Who will verify the adequacy and sufficiency of evidence to determine whether the practices and related components for each in-
scope Host Unit. Supporting Organization/Unit, or enclave has been met?

A. Assessment Team
B. OSC
C. Assessment official
D. Authorizing official

Answer: A

NEW QUESTION # 159 
A Lead Assessor has been assigned to a CMMC Assessment During the assessment, one of the assessors approaches with a signed
policy. There is one signatory, and that person has since left the company.
Subsequently, another person was hired into that position but has not signed the document. Is this document valid?

A. The signatory is the authority to implement and enforce the policy, and since that person is no longer with the company, the
policy is not valid.
B. More research on the company policy of creating, implementing, and enforcing policies is needed. If the company has a
policy identifying the authority as with the position or person, then the policy is valid.
C. The authority to implement and enforce lies with the position, not the person. As long as that position's authority and
responsibilities have not been removed from implementing that domain, it is still a valid policy.
D. The signatory does not validate or invalidate the policy. For the purpose of this assessment, ensuring that the policy is
current and is being implemented by the individuals who are performing the work is sufficient.

Answer: D

Explanation:
Understanding Policy Validation in CMMC AssessmentsDuring a CMMC assessment, policies must be evaluated based on:
Who has the authority to approve and enforce them
Whether they are current and implemented effectively
The validity of a policydoes not solely depend on the signatorybut rather onhow the organization assigns authority for policy creation,
approval, and enforcement.
Some organizations assignauthority to a specific person, meaning anew signatory may be requiredwhen leadership changes.
Others assign authority to aposition/title(e.g., CISO, IT Director), in which casea new signature may not be requiredas long as the
role remains responsible for policy enforcement.
The assessment teammust review the organization's policy management processto determine if the policy remains valid despite
leadership turnover.
Key Considerations in Policy Validation:Thus,the correct answer is B, as additional research is needed to confirm whether the
organization's policy is tied to the individual or the position.
A). The signatory is the authority to implement and enforce the policy, and since that person is no longer with the company, the
policy is not valid.#Incorrect. This assumes thatauthority is always tied to a person, which is not always the case. Some organizations
delegate authorityto a position, not an individual.
C). The signatory does not validate or invalidate the policy. For the purpose of this assessment, ensuring that the policy is current
and is being implemented by the individuals who are performing the work is sufficient.



#Incorrect. While implementation is crucial,the authority behind the policy must also be validatedper CMMC documentation
requirements.
D). The authority to implement and enforce lies with the position, not the person. As long as that position's authority and
responsibilities have not been removed from implementing that domain, it is still a valid policy.
#Incorrect. This assumes thatauthority is always assigned to a position, which is not universally true. More research is required to
confirm this.
Why the Other Answers Are Incorrect
CMMC Assessment Process (CAP) Document- Outlines the importance of verifying the authority and enforcement of policies.
NIST SP 800-171 (3.12.1 - Security Policies and Procedures)- Requires that policies be maintained and enforced by appropriate
personnel.
CMMC Official ReferencesThus,option B (More research on the company policy is needed) is the correct answer, as per official
CMMC policy validation guidance.

NEW QUESTION # 160
......
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