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H #43
You have an Azure subscription that contains the virtual machines shown in the following table.
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Policy definition

Not allowed vitualMachines RG1
resource types

Allowed resource virtualMachi RG2
types arlsS nec;ofq

You create the resa{cg@&ﬁ\m ?me following table.

Name Created on
Lock1 Read-only VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

Answer Area

Bt Microgoft

atements Yes

You can start VM1. O
s |
You can start VM2. 1O

You can create a virtual machine in RG2.

I A1 |
I

Explanation:




Answer Area

Statements Yes No

You can start VM1. O]

N- Microsoft
You can start VM2. |

You can create a Virtual machine inRG2. |[O O

References:
https:/docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

R #44

You are evaluating the security of the network commumnication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

)"
Answer Area 1

™ I\/Ilcrosoft

Statements
From VM1, you can successfilly ping the public IP address of VM2.

From VM1, you can successfully ping the private IP address of VM3.

From VM1, you' can successfully ping the private IP address of VM5, Q O

Micros®oft

From VM1, you can successfally ping the public IP address of VM2,

From VM1, you canigucgessfully ping the private IP address of YM3,

From Vi, 'WouU can successfully ping the private IP address of WMS,

Explanation:

Q1:No { and it should not be allowed as only TCP 80 is allowed from the "Internet" service tag Q2: Yes {as it should be for VMs
in the same local subnet pinging each other on private IP and no NSG configured} Q3: Yes {VMS is in subnet where 1st rule of
NSG allows any traffic from any source to the destination}

HH #45
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.



.~ Multi-factor authentication
Name Member of Mobile phoafp (MFA) status
User1 Group1 1235557890 | Disabled
User2 Group1, Group2 None Enabled
User3 Group1 = V1285557891 | Required

You create and enforce an Azire AD Identity Protection user risk policy that has the following settings:
* Assignment: Include Group1, Exclude Group2

* Conditions: Sign-in risk of Medium and above

* Access: Allow access, Require password change

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements Yes No
If User1 signs in from an unfamiliar location, he must change his password. () O
If User2 signs in from an anonymous IP address; she must change her O '®
password.
If User3 signs immﬂ:ng malware that is communicating () %
with known bot - is password.
EfR:
fiR e«
Statements o Yes No
= Microsoft
—H_
If User1 signs in from an unfamiliar location, he must change his password. 1) O
| E——
If User2 signs in from an anonymous IP address, she must change her ?_':;] O
password. N

If User3 signs in from a computer containing malware that is communicating ()

with known bot servers, he must change his password.
Explanation

Answer Area |\ /i roanft
Statements Yes No

If User1 signs in from an unfamiliar location_he/must change his password. |0 0

If User2 signs in from an anonymols IP address, she must change her fe) '
password. '

If User3 Slgﬂ‘s infrom a computer mmalnlng malware that is COmmUﬁcﬂTing O O
with knrwn hat canare ha mact channa hie naccwnrd

Box 1: Yes

Userl is member of Group1. Sign in from unfamiliar location is risk level Medium
Box 2: Yes

User?2 is member of Group1. Sign in from anonymous IP address is risk level Medium.
Box 3: No

Sign-ns from [P addresses with suspicious activity is low.

Note:



= Viicrosoftt
Sign-in Activity Risk Level

Users with leaked credentials High

Sign-ins from anonymous IP Medium
addresses

Impossible travel to atypical Medium
locations.

Sign-ins from infected devices Medium

Sign-ins from IP addresses with Low
suspicious activity

Sign-ins from unfamiliar locations

Azre AD Identity protection can detect six types of suspicious sign-in activities:

* Users with leaked credentials

* Sign-ns from anonymous IP addresses

* Impossible travel to atypical locations

* Sign-ns from infected devices

* Sign-ns from IP addresses with suspicious activity

* Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks - High, Medium & Low:

References:

http//www.rebeladmin.cony2018/09/step-step- guide-configure-risk- based-azure-conditional-access-policies/

B #46

You plan to implement an Azure function named Function] that will create new storage accounts for containerized application
nstances.

You need to grant Function] the minimum required privileges to create the storage accounts. The solution must minimize
administrative effort.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Assign role to: v

A group account
A system-assigned managed identity
A user account

A user-assighéd managed identity

Role assignment to creater . v

Built-in role assignment
F‘ 1 } Q?‘s;ic gqmi!]}ftrator role assignment
VIICT O > O :
7" Custeni role-based access control (RBAC) role assignment

i
R



Assign role to: v

A group account

P —— —— ———— —— gl T —————

A user account

A user-assignéd managed identity

ole assignment to create: v

Built-in role assignment
Classic administrator role assignment

'Custom role-based access control (RBAC) role assignment

Explanation:
Assign role to: v
A group account
A system-assigned managed identity
A user account
A user-assighed managed identity
ole assignment to create! v
Built-in role assignment
Classic administrator role assignri ent
Custom role-based access control (RBAC) rale assianment
Reference:

https:/docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
httpsz/docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign-access

R #47

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
‘What should you use?

¢ A device configuration policies in Microsoft Intune
¢ B. security policies in Azure Security Center

e C. device compliance policies in Microsoft Intune
e D. Azare Automation State Configuration

IEf#: D

R :

Explanation

Explanation:

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises
VM, Linux machines, AWS VM, and on-premises physical machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSC- Service so that
target nodes automatically receive configurations, conformto the desired state, and report back on their compliance. The built-in pull
server in Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or
physical Windows or Linux machines, in the cloud or on-premises.

Reference:

https/docs.microsoft.comyen-us/azure/automation/automation-dsc- getting-started Manage security operations Testlet 1 Case Study
This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case



studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next sections of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirerments, existing
environment, and problem statements. Ifthe case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Subl and Sub2. Both subscriptions are associated to an Azure Active Directory
(Azre AD) tenant named contoso.com

Existing Environment
Azure AD
Contoso.com contains the users shown in the following table.
Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
Userd Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None
User9 Sydaneyl 1 c rOwner-
Contoso.com contains the security groups shown in the following table.
. Hlame-°| 'Membership type Dynamic membership rule
Group1 Dynamic user ser.city —contains “ON"
Group2 | Dynamic user user.city -match “*on”
Subl

Subl contains six resource groups named RG1, RG2, RG3, RG4, RGS, and RG6.
User9 creates the virtual networks shown in the following table.

“Resource group
RG1
RG2
RG3
RG4
Sub1 contains the locks shown in the following table.
Name Set on Lock iype
Lock1 RG1 Delate
Lock2 RG2 Read-only
Lock3 RG3 Delate
Loekd (1 -y RG3 Read-only

Sub1 contains the Azure policies shown in the following table.

Policy definition Resource type VAl (Cl'(secope| |
Allowed resource types | networkSecurityGroups RG4
Not allowed resource virtualNetworks/subnets RG5
pes
Mot allowed resource networkSecurityGroups RG5
5

type
Not allowed resource virtualNetwarks/virtualNetworkPeerings | RG6E
types

Sub2
Sub2 contains the virtual networks shown in the following table.



Subnsat
Subnetll;Subnetl2, and Subnetl3
Subnet21

Name

VNetworkl
VNetwork2

ey 49

Sub2 contains the virtual machines shown in the following table.

TVITRTSRTt
interface

NIC1

NIC2

NIC3

NIC4

NIC5

Connected to

Application
security group
ASG1
ASG2
None
ASG1
None

Subnetll
Subnetl1
Subnet12
Subnet13
Subnet21

All virtual machines have public IP addresses and the Web Server (IIS) role installed. The firewalls for each virtual machine allow
ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

Name Associated to
NSG1 NIC2
NSG2 Subnet11
NSG3 Subnet13
NSG4 | Subnet21

NSG1 has the inbound security rules shown in the following table.

Priority Port col| - Source Destination Action
65000 Any Any VirtualMetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the nbound security rules shown in the following table.

Priority Port |||Protocol(|t Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

Priority Source %gt Hination- | -Action
100 ASG1 L ASGT T T TAlldw
150 ASG2 VirtualNetwork | Allow
200 Any Any Deny
65000 VirtualNetwork VirtualNetwork | Allow
65001 AzurelLoadBalancer | Any Allow
65500 Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Port Protocol ~ Sournce -0 Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSGI, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtuaiNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any MicrAnyft Deny




Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com

* Whenever possible, use the principle of least privilege.

* Enable Azare AD Privileged Identity Management (PIM) for contoso.com.

Manage security operations

Testlet 2

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to conplete each
case. However, there may be additional case studies and sections on this exam You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next sections of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. Ifthe case study has an All Information tab, note that the information displayed is identical to
the mformation displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.
Existing Environment

Litware has an Azure subscription named Subl1 that has a subscription ID 0f 43894a43-17¢2-4a39-8cfc-

3540c2653ef4.

Subl is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and
the device objects of all the Litware employees and their devices. Each user is assigned an Azure AD Premium P2 license. Azure
AD Privileged Identity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Type Description

A group that has the Dynamic User membership type,
contains all the/San Francisco users, and provides
access to many Azure AD applications and Azure
resources,

A group'that has the Dynamic User membership type and
cantains the Chicago IT team

Security group

Security group

The Azure subscription contains the objects shown in the following table.



Name Type Description

VNet1 is a virtual network that contains

security-sensitive IT resources. VNet1

contains three subnets named Subnet0,

Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
= ; Windows Server 2016, connectsto

-’ Virtualmachine Subnet0, and has just in time (JIT) VM

access configured.

VM1 is an Azure virtual machine that runs

VNet1 Virtual network

VM1 Virtual machine Windows Server 2016 and connects to
Subent0.
SQLDB1 is an Azure SQL databaseona
SQLDB1 gzzal:;gass%L SQL Database server named
LitwareSQLServer1.
WebApp1 is an Azure web app thatis
WebApp1 Web app accessible by using https://litwareinc.com

and http:/iwww.litwareinc.com.

Resource Group1 is a resource group that
contains VNet1, VMO, and VM1.

Resource Group2is a resource group that
contains shared IT resources.

Resource Group1 | Resource group

Resource Group2 | Resource group

Azrre Security Center is set to the Free tier.

Planned changes
Litware plans to deploy the Azure resources shown in the following table.
Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.
AKS1 Azure Kubernetes Service | , 1anaged AKS ltisted
(AKS)
Identity and Access Requirements

Litware identifies the following identity and access requirements:

* All San Francisco users and their devices must be members of Groupl.

* The members of Group2 must be assigned the Contributor role to Resource Group?2 by using a permanent eligible assignment.
* Users must be prevented from registering applications in Azure AD and from consenting to applications that access company
mformation on the users' behalf.

Platform Protection Requirements

Litware identifies the following platform protection requirements:

* Microsoft Antimalware must be installed on the virtual machines in Resource Groupl.

* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

* Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.
* A new custom RBAC role named Rolel must be used to delegate the administration of the managed disks in Resource Group1.
Rolel must be available only for Resource Groupl.

Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

Data and Application Requirements

Litware identifies the following data and applications requirements:

* The users in Group2 must be able to authenticate to SQLDBI1 by using their Azure AD credentials.

* WebApp1 must enforce mutual authentication.

General Requirements

Litware identifies the following general requirerments:

* Whenever possible, administrative effort must be minimized.

* Whenever possible, use of automation must be minimized.

HR #48
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