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BONUS！！！ It-Passports AZ-500ダンプの一部を無料でダウンロード：https://drive.google.com/open?
id=1FJidjL7GfomNOLiYP8nOcSfMNH86hpJs

当社のウェブサイトIt-Passportsの購入手続きは安全です。 ダウンロード、インストール、および使用は安全で
あり、製品にウイルスがないことを保証します。 最高のサービスと最高のAZ-500試験トレントを提供し、製品
の品質が良好であることを保証します。 電子的なAZ-500ガイドトレントがウイルスを増幅するのではないかと
心配する人が多く、ウイルスを誤って報告する専門家ではないアンチウイルスソフトウェアを使用する人もい
ます。 サービスとAZ-500学習教材はどちらも優れており、当社MicrosoftのMicrosoft Azure Security Technologies製
品とウェブサイトはウイルスがなくても絶対に安全であると考えてください。

Microsoft AZ-500認定を取得することで、候補者のAzureクラウド環境を保護し、セキュリティ上の脅威からデー
タ、アプリケーション、およびインフラストラクチャを保護する能力が証明されます。この認定は、Azureをク
ラウドコンピューティングに利用する組織にとって非常に価値があり、この資格を持つ専門家はキャリアアッ
プや高い給与を得ることができます。

Microsoft AZ-500（Microsoft Azure Security Technologies）試験は、Microsoft Azureリソースやサービスを保護・管理す
る専門知識を持つことを証明するための認定試験です。この試験は、Microsoft Azureにおけるネットワークセ
キュリティ、アイデンティティおよびアクセス管理、データ、アプリケーション、ネットワークの保護など、
さまざまなセキュリティドメインにおける候補者の知識とスキルを測定します。

>> AZ-500日本語版問題解説  <<

認定するAZ-500日本語版問題解説 & 合格スムーズAZ-500試験問題解説
集 | 有難いAZ-500練習問題集

最高のサービスを提供することを義務と考えています。 そのため、患者の同僚が24時間年中無休でサポートを
提供し、AZ-500実践教材に関する問題をすべて解決します。 あなたが私たちを必要とする限り、私たちは思い
やりのあるサービスを提供しています。 それに、一生懸命努力しながら失敗することは不名誉ではありませ
ん。 残念ながらAZ-500スタディガイドで試験に不合格になった場合、他のバージョンに切り替えるか、今回は
不合格であると仮定して全額返金し、不合格書類で証明します。 あなたの能力を過小評価しないでください。
AZ-500の実際のテストを試みている間、私たちはあなたの最強のバックアップになります。

Microsoft AZ-500（Microsoft Azure Security Technologies）認定試験は、Microsoft Azureプラットフォーム内のクラウ
ドサービスとデータを保護するために必要なスキルと知識を検証する業界に認識された認定です。この認定試
験は、セキュリティ管理、アイデンティティとアクセス管理、およびAzureサービス内のコンプライアンスの管
理と実装を担当する専門家向けに設計されています。

Microsoft Azure Security Technologies 認定 AZ-500 試験問題 (Q43-Q48):
質問  # 43 
You have an Azure subscription that contains the virtual machines shown in the following table.
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You create the Azure policies shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

正解：

解説：

Explanation:



References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

質問  # 44 
You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

正解：

解説：

Explanation:
Q1: No { and it should not be allowed as only TCP 80 is allowed from the "Internet" service tag Q2: Yes {as it should be for VMs
in the same local subnet pinging each other on private IP and no NSG configured} Q3: Yes {VM5 is in subnet where 1st rule of
NSG allows any traffic from any source to the destination}

質問  # 45 
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.



You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
* Assignment: Include Group1, Exclude Group2
* Conditions: Sign-in risk of Medium and above
* Access: Allow access, Require password change
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

正解：

解説：

Explanation

Box 1: Yes
User1 is member of Group1. Sign in from unfamiliar location is risk level Medium.
Box 2: Yes
User2 is member of Group1. Sign in from anonymous IP address is risk level Medium.
Box 3: No
Sign-ins from IP addresses with suspicious activity is low.
Note:



Azure AD Identity protection can detect six types of suspicious sign-in activities:
* Users with leaked credentials
* Sign-ins from anonymous IP addresses
* Impossible travel to atypical locations
* Sign-ins from infected devices
* Sign-ins from IP addresses with suspicious activity
* Sign-ins from unfamiliar locations
These six types of events are categorized in to 3 levels of risks - High, Medium & Low:
References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

質問  # 46 
You plan to implement an Azure function named Function1 that will create new storage accounts for containerized application
instances.
You need to grant Function1 the minimum required privileges to create the storage accounts. The solution must minimize
administrative effort.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

正解：

解説：



Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign-access

質問  # 47 
You have Azure Resource Manager templates that you use to deploy Azure virtual machines.
You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
What should you use?

A. device configuration policies in Microsoft Intune
B. security policies in Azure Security Center
C. device compliance policies in Microsoft Intune
D. Azure Automation State Configuration

正解：D

解説：
Explanation
Explanation:
You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises
VMs, Linux machines, AWS VMs, and on-premises physical machines.
Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSC- Service so that
target nodes automatically receive configurations, conform to the desired state, and report back on their compliance. The built-in pull
server in Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or
physical Windows or Linux machines, in the cloud or on-premises.
Reference:
https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started Manage security operations Testlet 1 Case Study
This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case



studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other question on this case study.
At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next sections of the exam. After you begin a new section, you cannot return to this section.
To start the case study
To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.
Overview
Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.
The company hosts its entire server infrastructure in Azure.
Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory
(Azure AD) tenant named contoso.com.
Existing Environment
Azure AD
Contoso.com contains the users shown in the following table.

Contoso.com contains the security groups shown in the following table.

Sub1
Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User9 creates the virtual networks shown in the following table.

Sub1 contains the locks shown in the following table.

Sub1 contains the Azure policies shown in the following table.

Sub2
Sub2 contains the virtual networks shown in the following table.



Sub2 contains the virtual machines shown in the following table.

All virtual machines have public IP addresses and the Web Server (IIS) role installed. The firewalls for each virtual machine allow
ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.

NSG1 has the inbound security rules shown in the following table.

NSG2 has the inbound security rules shown in the following table.

NSG3 has the inbound security rules shown in the following table.

NSG4 has the inbound security rules shown in the following table.

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.



Technical requirements
Contoso identifies the following technical requirements:
* Deploy Azure Firewall to VNetwork1 in Sub2.
* Register an application named App2 in contoso.com.
* Whenever possible, use the principle of least privilege.
* Enable Azure AD Privileged Identity Management (PIM) for contoso.com.
Manage security operations
Testlet 2
This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each
case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.
To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other question on this case study.
At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next sections of the exam. After you begin a new section, you cannot return to this section.
To start the case study
To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.
Overview
Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.
Existing Environment
Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-
3540c2653ef4.
Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and
the device objects of all the Litware employees and their devices. Each user is assigned an Azure AD Premium P2 license. Azure
AD Privileged Identity Management (PIM) is activated.
The tenant contains the groups shown in the following table.

The Azure subscription contains the objects shown in the following table.



Azure Security Center is set to the Free tier.
Planned changes
Litware plans to deploy the Azure resources shown in the following table.

Identity and Access Requirements
Litware identifies the following identity and access requirements:
* All San Francisco users and their devices must be members of Group1.
* The members of Group2 must be assigned the Contributor role to Resource Group2 by using a permanent eligible assignment.
* Users must be prevented from registering applications in Azure AD and from consenting to applications that access company
information on the users' behalf.
Platform Protection Requirements
Litware identifies the following platform protection requirements:
* Microsoft Antimalware must be installed on the virtual machines in Resource Group1.
* The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.
* Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.
* Following the implementation of the planned changes, the IT team must be able to connect to VM0 by using JIT VM access.
* A new custom RBAC role named Role1 must be used to delegate the administration of the managed disks in Resource Group1.
Role1 must be available only for Resource Group1.
Security Operations Requirements
Litware must be able to customize the operating system security configurations in Azure Security Center.
Data and Application Requirements
Litware identifies the following data and applications requirements:
* The users in Group2 must be able to authenticate to SQLDB1 by using their Azure AD credentials.
* WebApp1 must enforce mutual authentication.
General Requirements
Litware identifies the following general requirements:
* Whenever possible, administrative effort must be minimized.
* Whenever possible, use of automation must be minimized.

質問  # 48



......
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