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ZR #110
Which patterns are secret scanning validity checks available to?

e A partner patterns
¢ B. push protection patterns



https://www.xhs1991.com/GH-500.html
https://www.xhs1991.com/GH-500.html

e C. high entropy strings

e D. custom patterns
IEf#: D

fi .-

Supported secrets

This table lists the secrets supported by secret scanning, You can see the types of alert that get generated for each token, as well as
whether a validity check is performed on the token.

Provider: Name of the token provider.

Partner: Token for which leaks are reported to the relevant token partner. Applies to public repositories only.

*-> User: Token for which leaks are reported to users on GitHub.

Applies to public repositories, and to private repositories where GitHub Secret Protection and secret scanning are enabled.

-> Includes default tokens, which relate to supported patterns and specified *custom patterns*, as well as non-provider tokens such
as private keys, which usually have a higher ratio of false positives.

For secret scanning to scan for non-provider patterns, the detection of non-provider patterns must be enabled for the repository or
the organization.

HA #111
How does Dependabot use the dependency graph in GitHub Advanced Security (GHAS)?

A. To identify and address security vulnerabilities in the codebase.

B. To cross-reference dependency data with the GitHub Advisory Database.

C. To generate alerts for potential security vulnerabilities in project dependencies.
D. To automatically update project dependencies to their latest, secure versions.

IEf#: B

HR #112

Ifnotification and alert recipients are not customized, which users receive notifications about new Dependabot alerts in an affected
repository?

¢ A users with Maintain privileges to the repository
¢ B. users with Admin privileges to the repository

e C. users with Write permissions to the repository
¢ D. users with Read permissions to the repository

EE: C
fR e«
Access to Dependabot alerts

You can see all of the alerts that affect a particular project on the repository's Security tab or in the repository's dependency graph.
By default, we notify people with write, maintain, or admin permissions in the affected repositories about new Dependabot alerts.
Write permissionis the minimum levelneeded to be automatically notified.

B #113

Where is secret scanning enabled on a private repository?

A. within a repository ruleset

B. in the code scanning default set up settings
C. within a secret.yml file in the repository
D. in the code security settings

EfE: D
R

About enabling secure access to private registries
Ifyour organization uses private registries, providing code scanning and Dependabot secure access to these registries will improve



code analysis and allow Dependabot to update a wider range of dependencies.

About the importance of providing access to private regjstries

When a repository uses code stored in a private registry, some security features need access to the registry to enable them to work
effectively. Without access to all the dependencies of a repository, code scanning default setup and Dependabot are limited.

Code scanning default setup access to private registries

If'you do not define access to the private registries your organization uses, then code scanning will only gather necessary data from
dependencies available in public registries.

Defining registry access for code scanning default setup

You need to be an organization owner to set up access to private registries in the user interface.

You can also use the REST API with organization owner or {read,write} org private registries permission.

Note:

1. On the Settings tab for the organization, scroll down to the "Security" section and select Secrets and variables.

2. Inthe expanded list of secrets and variables, select Private registries to display the "Private Registries" page.

3. Select New private registry to add access details for a private registry.

4. Use the URL and Type fields to define the location and type of the registry:

H #114
A dependency has a known vulnerability. What does the warning message include?

A. how many projects use these components
B. a brief description of the vulnerability

C. the security impact of these changes
D. an easily understandable visualization of dependency change

Ef#: B

R :

Where a dependency has a known vulnerability, the warning message includes:

A brief description of the vulnerability.

A Common Vulnerabilities and Exposures (CVE) or GitHub Security Advisories (GHSA) identification number. You can click this
ID to find out more about the vulnerability.

The severity of the vulnerability.

The version of the dependency in which the vulnerability was fixed. If you are reviewing a pull request for someone, you might ask
the contributor to update the dependency to the patched version, or a later release.
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