AE AR & 8IXDR-AnalystE| D EEHEZIQRHE
EANEHMATLS

P [y e e

AEITA0) T m SISPLK- 1002 o Rl A R n
AEmAE 5

T T PR

M4 Splunk Core Certified Power User SPLK- 1002 A 482
Al (S0 G

L L]

U - e th wte

Sain B @ e el e e bt Lkt itk Pl e

AR L R AR

PassTIPOI| A A& 3 = 2= Palo Alto Networks®!& XDR-Analyst® Z = 78 & & 8 Palo Alto Networks@!& XDR-

AnalystA| 8™ SEAEYLICH HEZEE2 SH2 ITAMEERE ?:'l’:“*dﬁL—lE}.Palo Alto Networks@!& XDR-

Analyst| Z # 8o} LI} PassTIPOIME BE TOIS AlRioll CHH| 3t HZ 8 MBS LICH TASKASS 2S5

E4|_ EE2PassTIPO| &2 7HMEAM . FOHL/E 0| USA|H EQIE JtsELICH 15Ho 2 MASAIH X2
BN FHE #HFAAHE?

o{Z A 5tH 7}& T 1 485 AH Palo Alto Networks XDR-AnalystA| 82 A& 4 U27t27 3 © 2 HH2 PassTIP
ol A &otE s U&LICH Palo Alto Networks XDR-AnalystE Z 2 Aol T X E X| f 2 AMEH2? PassTIPE EAlI2

2|8l Palo Alto Networks XDR-Analyst® I 2 Palo Alto Networks XDR-Analyst?| S A& 0|2t £2 HE =47t R

oot

>>XDR-Analyst®| T & & HI OB <<

XDR-AnalystZ| 1 & & QIS AR S £ XE, XDR-Analyst 100% A &I A H

PassTIPE Z& £ U= AO|ELICH ITHH M= ol0| B o] ¥2{A J&Lct a2l1 o ol A2 E =2(7
215t0q Palo Alto Networks 218 XDR-Analyst 2t 21Xt 20| YR E EXMe H & MES FEE CIUol MEHHE =


https://www.dumptop.com/Palo-Alto-Networks/XDR-Analyst-dump.html
https://www.koreadumps.com/XDR-Analyst-practice-test.html
https://www.passtip.net/XDR-Analyst-pass-exam.html

UAH M S ELICH o F= BHEE Zdo|2t 1 & LI PassTIPA| Fofl CiStod obF Xt&l0| L& LICH Palo Alto Networks
2IFXDR-Analyst = 04 £ 2| F&X|E 0| ot'l ot F FLF A= T | 2|2t H&LICH IHEAME ofF £X 20|
AEE HASHA = A2 WLICH

Z| &l Security Operations XDR-Analyst 72 MEE X (Q54-Q59):

A2 #54
Cortex XDR Analytics can alert when detecting activity matching the following MITRE ATT&CKTM techniques.

A. Exfiltration, Command and Control, Lateral Movement
B. Exfiltration, Command and Control, Privilege Escalation
C. Exfiltration, Command and Control, Collection

D. Exfiltration, Command and Control, Impact

HE: A

dY:

Cortex XDR Analytics is a feature of Cortex XDR that leverages machine learning and behavioral analytics to detect and alert on
malicious activity across the network and endpoint layers. Cortex XDR Analytics can alert when detecting activity matching the
following MITRE ATT&CKTM techniques: Exfiltration, Command and Control, Lateral Movement, Execution, Persistence,
Privilege Escalation, Defense Evasion, Credential Access, Discovery, and Collection. However, among the options given in the
question, the correct answer is D, Exfiltration, Command and Control, Lateral Movement. These are three of the most critical
techniques that indicate an advanced and persistent threat (APT) in the environment. Exfiltration refers to the technique of
transferring data or information from the compromised system or network to an external location controlled by the adversary.
Command and Control refers to the technique of communicating with the compromised system or network to provide mstructions,
receive data, or update malware. Lateral Movement refers to the technique of moving from one system or network to another within
the same environment, usually to gain access to more resources or data. Cortex XDR Analytics can alert on these techniques by
analyzing various data sources, such as network traffic, firewall logs, endpoint events, and threat ntelligence, and applying behavioral
models, anomaly detection, and correlation rules. Cortex XDR Analytics can also map the alerts to the corresponding MITRE
ATT&CKTM techniques and provide additional context and visibility into the attack chainl234 Reference:

Cortex XDR Analytics

MITRE ATT&CKTM

Cortex XDR Analytics MITRE ATT&CKTM Techniques

Cortex XDR Analytics Alert Categories

HEE #55
What does the following output tell us?


https://www.exampassdump.com/XDR-Analyst_valid-braindumps.html

*- Top Hosts (Top 10 | Last 30 days) »
HOST NAME INCIDENTS BREAKDIOW'
shpapy_win10 6 [«5-
win7mickey 5 [$5 ]
desktop-vjb9012 5 [ |48 ™]
cpsp-enzo 4 o3+ 17 ]
win10lab-thomas 3 [« 3]
pure_windows_10 3 ¢33 ]
lab1-8-cpsp 3 [«3]
guru-pf 3 [« 3]
roneytestwindow 3 [# 3]
erikj-cpsp 3 [« 3]

A. Host shpapy win10 had the most vulnerabilities.

B. This is an actual output of the Top 10 hosts with the most malware.
C. There is one informational severity alert.

D. There is one low severity incident.

e B

M.

The output shows the top 10 hosts with the most malware in the last 30 days, based on the Cortex XDR data. The output is sorted
by the number of incidents, with the host with the most incidents at the top. The output also shows the number of alerts, the number
of endpoints, and the percentage of endpoints for each host. The output is generated by using the ACC (Application Command
Center) feature of Cortex XDR, which provides a graphical representation of the network activity and threat landscape. The ACC
allows you to view and analyze various widgets, such as the Top 10 hosts with the most malware, the Top 10 applications by
bandwidth, the Top 10 threats by count, and more .

Reference:

Use the ACC to Analyze Network Activity

Top 10 Hosts with the Most Malware

EE #56
Where would you go to add an exception to exclude a specific file hash from examination by the Malware profile for a Windows
endpoint?

¢ A Find the exceptions profile attached to the endpoint, under process exceptions select local analysis, paste the hash and
save.

¢ B. Inthe Action Center, choose Allow list, select new action, select add to allow list, add your hash to the list, and apply it.

e (. Fromthe rules menu select new exception, fill out the criteria, choose the scope to apply it to, hit save.

e D. Find the Malware profile attached to the endpoint, Under Portable Executable and DLL Exammnation add the hash to the



allow list.
Y. B

Y.

To add an exception to exclude a specific file hash from examination by the Malware profile for a Windows endpoint, you need to
use the Action Center in Cortex XDR. The Action Center allows you to create and manage actions that apply to endpoints, such as
adding files or processes to the allow list or block list, isolating or unisolating endpoints, or initiating live terminal sessions. To add a
file hash to the allow list, you need to choose Allow list, select new action, select add to allow list, add your hash to the list, and
apply it. This will prevent the Malware profile from scanning or blocking the file on the endpoints that match the scope of the action.
Reference: Cortex XDR 3: Responding to Attacks1, Action Center2

HEE #57
What is the difference between presets and datasets in XQL?

A. A dataset is a Cortex data lake data source only; presets are built-in data source.
B. A dataset is a database; presets is a field.

C. A dataset is a built-in or third-party source; presets group XDR data fields.

D. A dataset is a third-party data source; presets are built-in data source.

HE. C

MY

The difference between presets and datasets in XQL is that a dataset is a built-in or third-party data source, while a preset is a
group of XDR data fields. A dataset is a collection of data that you can query and analyze using XQL. A dataset can be a Cortex
data lake data source, such as endpoints, alerts, incidents, or network flows, or a third-party data source, such as AWS CloudTrall,
Azure Activity Logs, or Google Cloud Audit Logs. A preset is a predefined set of XDR data fields that are relevant for a specific
use case, such as process execution, file operations, or network activity. A preset can help you smplify and standardize your XQL
queries by selecting the most important fields for your analysis. You can use presets with any Cortex data lake data source, but not
with third-party data sources. Reference:

Datasets and Presets

XQL Language Reference

EE #58
An attacker tries to load dynamic libraries on macOS from an unsecure location. Which Cortex XDR module can prevent this
attack?

A. Kernel Integrity Monitor (KIM)
B. DDL Security

C. Dylib Hyjacking

D. Hot Patch Protection

He. C

MY

The correct answer is D. Dylib Hijacking, Dylib Hijacking, also known as Dynamic Library Hijacking, is a technique used by
attackers to load malicious dynamic libraries on macOS from an unsecure location. This technique takes advantage of the way
macOS searches for dynamic libraries to load when an application is executed. To prevent such attacks, Palo Alto Networks offers
the Dylib Hijacking prevention capability as part of their Cortex XDR platform. This capability is designed to detect and block
attempts to load dynamic libraries from unauthorized or unsecure locations].

Let's briefly discuss the other options to provide a comprehensive explanation:

A . DDL Security: This is not the correct answer. DDL Security is not specifically designed to prevent dynamic library loading
attacks on macOS. DDL Security is focused on protecting against DLL (Dynamic Link Library) hijacking on Windows systems2.

B . Hot Patch Protection: Hot Patch Protection is not directly related to preventing dynamic library loading attacks. It is a security
feature that protects against runtime patching or modification of code in memory, often used by advanced attackers to bypass
security measures3. While Hot Patch Protection is a valuable security feature, it is not directly relevant to the scenario described.

C . Kernel Integrity Monitor (KIM): Kernel Integrity Monitor is also not the correct answer. KIM is a module in Cortex XDR that
focuses on monitoring and protecting the integrity of the macOS kernel. It detects and prevents unauthorized modifications to critical
kernel components4. While KIM plays an essential role in overall macOS security, it does not specifically address the prevention of



dynamic library loading attacks.

In conclusion, Dylib Hijacking is the Cortex XDR module that specifically addresses the prevention of attackers loading dynamic
libraries from unsecure locations on macOS. By leveraging this module, organizations can enhance their security posture and protect
against this specific attack vector.

Reference:

Endpoint Protection Modules

DDL Security

Hot Patch Protection

Kernel Integrity Monitor
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