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Amazon AWS Certified Advanced Networking Specialty (ANS-C00) Exam
Sample Questions (Q42-Q47):
NEW QUESTION # 42 
Fill in the blanks: One of the basic characteristics of security groups for your VPC is that you
______ .

A. can specify allow rules as well as deny rules
B. can specify allow rules, but not deny rules
C. can specify deny rules, but not allow rules
D. can neither specify allow rules nor deny rules

Answer: B

Explanation:
Security Groups in VPC allow you to specify rules with reference to the protocols and ports through which communications with
your instances can be established. One such rule is that you can specify allow rules, but not deny rules.
Reference:
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html

NEW QUESTION # 43 
A Network Engineer has enabled VPC Flow Logs to troubleshoot an ICMP reachability issue for an echo reply from an Amazon
EC2 instance. The flow logs reveal an ACCEPT record for the request from the client to the EC2 instance, and a REJECT record
for the response from the EC2 instance to the client.
What is the MOST likely reason for there to be a REJECT record?

A. The network ACL is denying inbound ICMP.
B. The security group is denying outbound ICMP.
C. The security group is denying inbound ICMP.
D. The network ACL is denying outbound ICMP.

Answer: A

NEW QUESTION # 44 
A company uses an AWS Site-to-Site VPN to connect its corporate network The company recently added an AWS Direct
Connect connection A network engineer wants all traffic to use the Direct Connect connection and for the VPN to be used as
backup However after the Direct Connect connection was added traffic continued to pass through the VPN connection
What should the network engineer do to route the traffic through the Direct Connect connection'?

A. Add routes to the VPC route tables that specify the Direct Connect connection
B. Ensure the Direct Connect connection AS_PATH is longer than the VPN connection AS_PATH
C. Advertise the same network routes over the Direct Connect connection and VPN connection
D. Set local preference BGP community tags on the on-premises router

Answer: C

NEW QUESTION # 45 
An organization with a growing e-commerce presence uses the AWS CloudHSM to offload the SSL/TLS processing of its web
server fleet. The company leverages Amazon EC2 Auto Scaling for web servers to handle the growth. What architectural approach
is optimal to scale the encryption operation?

A. Use multiple CloudHSM instances, and load balance them using an Application Load Balancer.
B. Enable Auto Scaling on the CloudHSM instance, with similar configuration to the web tier Auto Scaling group.
C. Use multiple CloudHSM instances to the cluster;request to it will automatically load balance.
D. Use multiple CloudHSM instances, and load balance them using a Network Load Balancer.

Answer: C



Explanation:
Explanation
https://docs.aws.amazon.com/cloudhsm/latest/userguide/clusters.html#cluster-high-availability-load-balancing

NEW QUESTION # 46 
A bank built a new version of its banking application in AWS using containers that content to an on-premises database over VPN
connection. This application version requires users to also update their client application.
The bank plans to deprecate the earlier client version. However, the company wants to keep supporting earlier clients through their
on-premises version of the application to serve a small portion of the customers who haven't yet upgraded.
What design will allow the company to serve both newer and earlier clients in the MOST efficient way?

A. Use an Amazon Route 53 multivalue answer routing policy to route older client traffic to the on-premises application
version and the rest of the traffic to the new AWS based version.
B. Use an Application Load Balancer for the new application. Register both the new and earlier application backends as
separate target groups. Use header-based routing to route traffic based on the application version.
C. Use an Application Load Balancer for the new application. Register both the new and earlier applications as separate
target groups and use path-based routing to route traffic based on the application version.
D. Use a Classic Load Balancer for the new application. Route all traffic to the new application by using an Elastic Load
Balancing (ELB) load balancer DNS. Define a user-agent-based rule on the backend servers to redirect earlier clients to the
on-premises application.

Answer: B

NEW QUESTION # 47
......
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