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F5 F5CAB2 Exam Syllabus Topics:

Topic Details

Topic 1
Identify the different virtual server types: This domain covers BIG-IP virtual server types: Standard,
Forwarding, Stateless, Reject, Performance Layer 4, and Performance HTTP.

Topic 2 Explain the relationship between interfaces, trunks, VLANs, self-IPs, routes and
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Topic 3
Determine expected traffic behavior based on configuration: This domain focuses on predicting traffic
behavior based on persistence, processing order, object status, egress IPs, and connection
rate limits.
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F5CAB2 Relevant Answers - Exam F5CAB2 Tips
Different from traditional learning methods, our F5CAB2 exam products adopt the latest technology to improve your learning
experience. We hope that all candidates can try our free demo before deciding to buy our F5CAB2 study guide. The Q&A
contained in the free demo are also compiled by our vetaren professionals who keep close on the changes of the F5CAB2 learning
dumps according to the real exam. Come and have a try, you will get satisfied with our F5CAB2 training engine!

F5 BIG-IP Administration Data Plane Concepts (F5CAB2) Sample Questions
(Q32-Q37):
NEW QUESTION # 32 
Refer to the exhibit.

The BIG-IP Administrator needs to avoid overloading any of the pool members with connections when they become active. What
should the BIG-IP Administrator configure to meet this requirement? (Choose one answer)

A. Different Ratio for each member
B. Same Priority Group to each member
C. Slow Ramp Time to the Pool
D. Action On Service Down to Reselect

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:
This question focuses on connection behavior when pool members transition from down to up, which is a classic data plane
consideration in BIG-IP environments.
What problem is being solved?
When a pool member:
Recovers from a failure
Is enabled after maintenance
Transitions from inactive to active
...it can suddenly receive a large burst of new connections, especially when using load-balancing methods such as Least
Connections. This sudden surge can overload the server.
Why Slow Ramp Time is the correct solution:
Slow Ramp Time is a pool-level setting that:
Gradually increases the number of connections sent to a newly available pool member Prevents sudden spikes in traffic Allows the
server to warm up (application cache, JVM, DB connections, etc.) From BIG-IP Administration Data Plane Concepts:
Slow Ramp Time controls the rate at which BIG-IP increases load to a pool member that has just become available During the ramp
period, BIG-IP artificially increases the member's connection count, making it appear "busier" and therefore less attractive for new
connections This directly satisfies the requirement to avoid overloading pool members when they become active.
Why the Other Options Are Incorrect:
B . Different Ratio for each member
Ratios control relative distribution under normal operation
They do not prevent a sudden surge when a member becomes active
C . Action On Service Down to Reselect
Controls persistence behavior when a member goes down
Has no impact on connection ramp-up when a member comes back online
D . Same Priority Group to each member
Affects failover logic between priority groups
Does not control connection rate or ramp-up behavior
Key Data Plane Concept Reinforced:
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To protect backend servers during recovery events, BIG-IP provides Slow Ramp Time, ensuring graceful reintroduction of traffic
and preventing connection storms that can occur during high-load scenarios.

NEW QUESTION # 33 
A virtual server is listening at 10.10.1.100:any and has the following iRule associated with it:
when CLIENT_ACCEPTED { if {[TCP::local_port] equals 21 } { pool
ftppool } elseif {[TCP::local_port] equals 23 } { pool telnetpool }
If a user connects to 10.10.1.100 and port 22, which pool will receive the request?

A. telnetpool
B. Unknown. The pool cannot be determined from the information provided.
C. ftppool
D. None. The request will be dropped.

Answer: B

NEW QUESTION # 34 
An application is configured so that the same pool member must be used for an entire session, as well as for HTTP and FTP traffic.
A user reports that a session has terminated, and the user must restart the session. The BIG-IP Administrator determines that the
active BIG-IP device failed over to the standby BIG-IP device.
Which configuration settings should the BIG-IP Administrator verify to ensure proper behavior when BIG-IP failover occurs?

A. Cookie persistence and session timeout
B. Stateful failover and network failover detection
C. Persistence mirroring and Match Across Services
D. syn-cookie insertion threshold and connection low-water mark

Answer: C

Explanation:
In this scenario, two specific High Availability and Persistence requirements must be met to ensure session continuity during a
failover.
* Persistence Mirroring:By default, persistence records (which map a client to a specific server) exist only on the memory of the
active BIG-IP. If a failover occurs, the standby unit has no knowledge of these sessions and will re-load-balance the client, likely to
a different server. EnablingPersistence Mirroringensures that the persistence table is synchronized in real-time to the standby peer.
* Match Across Services:The requirement specifies that the session must persist across bothHTTPand FTP. These are different
Virtual Servers (and likely different ports). TheMatch Across Servicessetting in the persistence profile allows the BIG-IP to use the
same persistence record for any Virtual Server that shares the same IP address and pool, regardless of the service port.

NEW QUESTION # 35 
An application is configured so that the same pool member must be used for an entire session, and this behavior must persist across
HTTP and FTP traffic. A user reports that a session terminates and must be restarted after the active BIG-IP device fails over to the
standby device.
Which configuration settings should the BIG-IP Administrator verify to ensure proper behavior when BIG-IP failover occurs?
(Choose one answer)

A. SYN-cookie insertion threshold and connection low-water mark
B. Cookie persistence and session timeout
C. Stateful failover and Network Failover detection
D. Persistence mirroring and Match Across Services

Answer: D

Explanation:
These are DoS / SYN flood protection settings, unrelated to persistence or HA behavior.
Explanation:
Comprehensive and Detailed Explanation (BIG-IP Administration - Data Plane Concepts):
This scenario combines session continuity, multiple protocols (HTTP and FTP), and HA failover behavior, which directly implicates



persistence handling across devices and services.
Key Requirements Breakdown
Same pool member for entire session
Session must survive failover
Session must span multiple services (HTTP and FTP)
Why Persistence Mirroring + Match Across Services Is Required
Persistence Mirroring
Ensures persistence records are synchronized from the active BIG-IP to the standby BIG-IP.
Without mirroring:
After failover, the standby device has no persistence table
Clients are load-balanced again
Sessions break, forcing users to restart
Persistence mirroring is essential for session continuity during failover Match Across Services Allows a single persistence record to
be shared across multiple virtual servers / protocols Required when:
HTTP and FTP must use the same pool member
Multiple services are part of a single application session
Together, these settings ensure:
Persistence survives device failover
Persistence is honored across HTTP and FTP
Why the Other Options Are Incorrect
A . Cookie persistence and session timeout
Cookie persistence only applies to HTTP and does not address FTP or failover synchronization.
B . Stateful failover and Network Failover detection
Stateful failover applies to connection state, not persistence records, and does not link HTTP and FTP sessions.

NEW QUESTION # 36 
A BIG-IP Administrator configures remote authentication and needs to make sure that users can still login even when the remote
authentication server is unavailable. Which action should the BIG-IP Administrator take in the remote authentication configuration to
meet this requirement?

A. Configure a remote role group
B. Configure a second remote user directory
C. Set partition access to "All"
D. Enable the Fallback to Local option

Answer: D

Explanation:
The BIG-IP system supports various remote authentication methods like LDAP, Active Directory, and RADIUS.
* Fallback to Local:This is a specific security and availability feature within theSystem > Users > Authenticationconfiguration.
* Redundancy:When "Fallback to Local" is enabled, the BIG-IP will first attempt to authenticate a user against the configured
remote server. If that remote server is unreachable or fails to respond, the system will then check its internalLocal User databasefor
credentials.
* Administrative Access:This is standard practice for the "admin" or emergency accounts to ensure the system remains accessible
even if the corporate directory service (e.g., AD) is offline.

NEW QUESTION # 37
......
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