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EC-COUNCIL EC-Council Digital Forensics Essentials (DFE) Sample
Questions (Q14-Q19):
NEW QUESTION # 14

Which of the following layers of the TCP/IP model serves as the backbone for data flow between two devices in a network and
enables peer entities on the source and destination devices to communicate with each other?

e A Internet layer
¢ B. Application layer
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e C. Network access layer
e D. Transport layer

Answer: D

Explanation:

In the TCP/IP model, theTransport layeris responsible forend-to-end commumication between peer entitieson the source and
destination systems. "Peer entities" here refers to the corresponding transport components (and the applications that use them) on
two different hosts communicating across a network. This layer forms the practical "backbone" of host-to-host data flow because it
provides the mechanisns that allow data to be deliveredfrom one endpoint process to another endpoint processreliably or efficiently,
depending on the protocol used.

The Transport layer includes protocols such asTCPandUDP. TCP supports connection-oriented communication with sequencing,
acknowledgments, retransmissions, and flow control-features that are findamental when reconstructing sessions during network
forensic nvestigations (e.g,, rebuilding a file transfer or a web session). UDP provides connectionless delivery used by many services
where speed is preferred over guaranteed delivery, which is also significant in investigations of DNS, streaming, or certain malware
communications.

By contrast, thelnternet layerfocuses on logical addressing and routing (IP), theNetwork access layerhandles local delivery on the
physical/link network, and the Application layerprovides user-facing protocols.

Therefore, the layer enabling peer communication between endpoints is theTransport layer (C).

NEW QUESTION # 15

Alice and John are close college friends. Alice frequently sends emails to John attaching her pics with friends.

One day, Alice sent an email to John describing all the details related to the final year project without specifying the actual purpose.
John missed the message as he frequently receives emails from her and did not arrive for a project semmnar.

‘Which of the following email fields could Alice have used in the above scenario to highlight the importance of the email?

A.Cc

B. Subject
C. Bec

D. Date

Answer: B

Explanation:

TheSubjectfield is the primary email header element used to communicate thepurpose and urgencyof'a message at a glance. Digital
forensics training emphasizes that email messages consist otheaders(routing and descriptive metadata) and abody(content). Among
user-visible header fields, the Subject line is specifically intended to summarize what the email is about, helping recipients prioritize
and correctly interpret the message without opening it. In the scenario, John routinely receives casual emails from Alice (often with
pictures). When Alice sent a project-related email "without specifying the actual purpose," John treated it like routine mail and
overlooked its significance. A clear, descriptive subject such as "Final Year Project Seminar

- Attendance Required" would have flagged the message as time-sensitive and different from her usual emails, reducing the chance it
would be missed.

The other options do not serve this purpose.Dateis automatically assigned and mainly supports ordering and timeline reconstruction
rather than highlighting importance. CcandBcccontrol who receives copies and can affect visibility or secrecy, but they do not
summarize intent for the recipient. Therefore, the field best suited to highlight importance isSubject (A).

NEW QUESTION # 16
Which of'the following network protocols creates secure tunneling through which content obfuscation can be achieved?

A. UDP
B. ARP
C. SSH
D. SNMP

Answer: C

Explanation:
SSH (Secure Shell)is specifically designed to provide anencrypted channelover an untrusted network. In digital forensics and
incident response, SSH is well known for supportingtunneling/port forwarding, where traffic for another protocol (for example,



HTTP, database connections, or remote desktop) is encapsulated inside an SSH session. Because the SSH session encrypts
payload data (and can also protect authentication and command content), the tunneled traffic becomesobfuscated to network
monitoring toolsthat can only see metadata such as source/destination IPs, port numbers (often TCP/22), timing, and byte counts.
This capability is frequently discussed in forensic references as a mechanism that can hinder content inspection and complicate
attribution of user actions purely from packet payload analysis.

By contrast, SNMPis primarily for network management and monitoring, not secure tunneling. ARPresolves IP- to-MAC addresses
on local networks and does not provide encryption or tunneling. UDPis a transport protocol that can carry data for many applications
but provides no built-in security or tunneling features by itself.

Therefore, the protocol that creates secure tunneling enabling content obfuscation isSSSH (C).

event logs) to establish user intent and sequence of actions. Therefore, the correct option isBrowsingHistoryView (B).

NEW QUESTION # 17
Which of'the following folders of macOS stores all the files, documents, applications, library folders, etc.
pertaining to a particular user?

A. Home Directory
B. Spotlight

C. Finder

D. Time Machine

Answer: A

Explanation:

InmacOS, each user account is assigned aHome Directorythat serves as the primary container for that user's data and profile-
specific configuration. This directory typically resides under/Users/<username>/and includes standard subfolders such
asDesktop,Documents, Downloads, Pictures, Movies,Music, and crucially the user' sLibraryfolder (~/Library). Froma digital
forensics standpoint, the Home Directory is one of the most important evidence locations because it holds user-generated content
and a large volume of user activity artifacts: application preferences and settings (plist files), browser data, caches, saved state, key
application databases, recent items, and other per-user traces. Although some applications are installed system-wide under
/Applications, macOS also supports per-user application storage and extensive per-user data under the Home Directory's Library
structure.

The other options are not user-data containers. Spotlightis a search/indexing service (it creates indexes, not a user's complete data
store). Time Machineis a backup mechanism that stores versioned backups rather than the live per-user working directory.Finderis
the graphical file manager, not a storage folder. Therefore, the folder that stores files and user-specific libraries for a particular user is
theHome Directory (D).

NEW QUESTION # 18

Steve, a professional hacker, attempted to hack Alice's banking account. To accomplish his goal, Steve used an automated tool to
guess Alice's login credentials. The tool uses a trial-and-error method by attempting all possible combinations of usernames and
passwords to determine the valid credentials.

Identify the type of attack mnitiated by Steve in the above scenario.

A. Trojan horse attack

B. Data manipulation attack
C. Brute-force attack

D. Phishing attack

Answer: C

Explanation:

The scenario describes an automated, trial-and-error attempt that triesall possible combinations of usernames and passwordsuntil a
correct credential pair is found. This is the defining characteristic of abrute-force attack.

In digital forensics terminology, brute force is a direct password-guessing method that relies on exhaustive attempts (or systematically
generated candidates) rather than tricking the user or exploiting a software flaw.

Investigators commonly recognize brute-force activity through artifacts such as repeated authentication failures in security logs, high-
frequency login attempts firoma single IP or distributed sources, account lockout events, and abnormal spikes in authentication
traffic. In banking and web environments, it may also appear as repeated POST requests to login endpoints with varying credential
pairs and consistent user-agent patterns, sometimes accompanied by throttling or CAPTCHA triggers.

The other options do not match the described "attempting all possible combinations" behavior.



Phishingobtains credentials by deception (fake emails/sites). ATrojan horsesteals data by running malicious code on the victim's
system.Data manipulationfocuses on altering data integrity rather than credential guessing. Therefore, the correct attack type isBrute-
force attack (A).

NEW QUESTION # 19
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