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The Certified Information Systems Security Professional (CISSP) PDF practice material contains actual ISC CISSP Exam
Questions compiled by certified experts around the globe to benefit candidates. The criteria and pattern of the Certified Information
Systems Security Professional (CISSP) exam often change, and hence it is essential to use the updated exam study material for
preparation. Prep4cram provides free updates after purchase so that you get the latest ISC Exam Questions for the exam.

The CISSP certification is ideal for individuals who possess a minimum of five years of professional experience in the field of
information security. Certified Information Systems Security Professional (CISSP) certification program is designed to help
professionals develop a comprehensive understanding of the principles of information security and equip them with the knowledge
and skillset necessary to become effective leaders in the field. Certified Information Systems Security Professional (CISSP)
certification also demonstrates a professional's commitment to continuous learning and professional development, and is highly valued
by employers around the world. With the growing need for information security professionals in today's digital landscape, the ISC
CISSP certification is a valuable asset for anyone looking to advance their career in the field of information security.

How to earn PCSA credentials?
The candidate must earn 50 continuing education units (CEUs) for the PCSA credential. The CEUs may be earned through
participation in the ISSA - ISC2 Security Forum of Interest Community of Interest (COI), attendance at an Information Systems
Security Association (ISSA) certified training course, obtaining CEUs from any other Information Systems Security Association or
Information Systems Audit and Control Association (ISACA) member, obtaining certification credits for passing the exam, or
through participating in many other online sites.The Professional level requires passing two exams to achieve. The PCSA credential is
defined as conforming to the requirements of NCEES, the American Society for Testing and Materials (ASTM), and the
International Information Systems Security Certification Consortium (ISC). The test will not earn a CISSP valid certification.

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1475-Q1480):
NEW QUESTION # 1475 
An iterated block cipher encrypts by breaking the plaintext block into
two halves and, with a subkey, applying a round transformation to
one of the halves. Then, the output of this transformation is XORed with the remaining half. The round is completed by swapping the
two halves. This type of cipher is known as:

A. Diffie-Hellman
B. Feistel
C. RC6
D. RC4

Answer: B

Explanation:
The question stem describes one round of a Feistel cipher. This algorithm was developed by an IBM team led by Horst Feistel. (h.
Feistel,
Cryptography and Computer Privacy, Scientific American, v.228, n.5,
May 1973) The algorithm was called Lucifer and was the basis for the
Data Encryption Standard (DES). In answer a, RC4 is a variable keysize
stream cipher developed by Ronald Rivest. In this type of cipher, a
sequence of bits that are the key is bit-wise XORed with the plaintext.
* Diffie-Hellman describes the first public key algorithm
and is based on the difficulty of calculating discrete logarithms in a
finite field. (W. Diffie and M.e. Hellman, New Directions in Cryptography,
IEEE Transactions on Information Theory, v. IT-22, n. 6, Nov
1976). It is used for exchanging keys. RC6, in answer c, is a fast block cipher designed by Rivest, Sidney and Yin. In RC6, the
block size, the key size and the number of rounds are variable. The key size can be no
larger than 2040 bits. RC6 was one of the five finalists in the Advanced
Encryption Standard (AES) competition.

NEW QUESTION # 1476 
Which part of the 48-bit, 12-digit hexadecimal number known as the
Media Access Control (MAC) address identifies the manufacturer of the
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network device?

A. The first two bytes
B. The last three bytes
C. The second half of the MAC address
D. The first three bytes

Answer: D

Explanation:
The first three bytes (or first half) of the six-byte MAC address is the manufacturer's identifier (see
Table). This can be a good troubleshooting aid if a network device is acting up, as it will isolate the
brand of the failing device. The other answers are distracters. Source:
Mastering Network Security by Chris Brenton (Sybex, 1999).

NEW QUESTION # 1477 
In a multi-tenant cloud environment, what approach will secure logical access to assets?

A. Hybrid cloud
B. Transparency/Auditability of administrative access
C. Virtual private cloud (VPC)
D. Controlled configuration management (CM)

Answer: C

Explanation:
A virtual private cloud (VPC) is the logical division of a service provider's public cloud multi-tenant architecture to support private
cloud computing.

NEW QUESTION # 1478 
Which of the following is the MOST effective method of mitigating data theft from an active user workstation?

A. Implement full-disk encryption
B. Deploy file integrity checkers
C. Enable multifactor authentication
D. Disable use of portable devices

Answer: D



Explanation:
The most effective method of mitigating data theft from an active user workstation is to disable use of portable devices. Portable
devices are the devices that can be easily connected to or disconnected from a workstation, such as USB drives, external hard
drives, flash drives, or smartphones. Portable devices can pose a risk of data theft from an active user workstation, as they can be
used to copy, transfer, or exfiltrate data from the workstation, either by malicious insiders or by unauthorized outsiders. By disabling
use of portable devices, the data theft from an active user workstation can be prevented or reduced.
* A. Implement full-disk encryption is not the most effective method of mitigating data theft from an active user workstation, but
rather a method of mitigating data theft from a lost or stolen user workstation. Full-disk encryption is the process of transforming or
encoding the entire data on a disk or a device into an unreadable or unintelligible form, using a secret key or algorithm. Full-disk
encryption can protect the data from unauthorized access or disclosure if the disk or the device is lost or stolen, but it does not
protect the data from unauthorized copying or transferring if the disk or the device is active and unlocked.
* B. Enable multifactor authentication is not the most effective method of mitigating data theft from an active user workstation, but
rather a method of mitigating unauthorized access or login to a user workstation. Multifactor authentication is the process of verifying
the identity and the legitimacy of a user or a device by requiring two or more factors or methods of authentication, such as something
the user knows (e.g., password, PIN, or security question), something the user has (e.g., token, card, or smartphone), or something
the user is (e.g., fingerprint, face, or voice). Multifactor authentication can prevent or reduce unauthorized access or login to a user
workstation, but it does not prevent or reduce data theft from an active user workstation, especially by malicious insiders who have
legitimate access or login credentials.
* C. Deploy file integrity checkers is not the most effective method of mitigating data theft from an active user workstation, but rather
a method of detecting data tampering or corruption on a user workstation.
File integrity checkers are the software tools or applications that monitor and verify the integrity or the authenticity of the files or the
programs on a workstation, by using cryptographic techniques, such as hashing, digital signatures, or certificates. File integrity
checkers can detect data tampering or corruption on a user workstation, but they cannot prevent or reduce data theft from an active
user workstation, as they do not prevent or restrict data copying or transferring.
References: CISSP All-in-One Exam Guide, Eighth Edition, Chapter 6, page 330; Official (ISC)2 CISSP CBK Reference, Fifth
Edition, Chapter 6, page 291

NEW QUESTION # 1479 
Which of the following are mandatory canons for the (ISC)* Code of Ethics?

A. Perform is, honestly, fairly, responsibly, and lawfully for the organization.
B. Create secure data protection policies to principals.
C. Develop comprehensive security strategies for the organization.
D. Provide diligent and competent service to principals.

Answer: D

NEW QUESTION # 1480
......
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