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Microsoft Developing AI Apps and Agents on Azure Sample Questions (Q52-
Q57):

NEW QUESTION # 52

Youneed to ensure that Agent] Dev Team can access Agentl. The solution must meet the security and compliance requirements.
How should you conplete the Python code? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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from azure.identity import DefaultAzureCredential
from azure.ai.projects import AlProjectClient

from azure.core.credentials import AzureXeyCredential
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Answer:
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from azure.identity import DefaultAzureCredential
from azure.ai.projects import AlProjectClient
from azure.core.credentials import AzureKeyCredential
myendpoint = “https://contoso.services.ai.azure.com/api/projects/project1”
project_client = AlProjectClient(
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get_version
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Explanation:

credential = DefaultAzureCredential()

agent = project_client.agents.get(agent name=myAgent)

The correct authentication option is DefaultAzireCredential() because the case study states that API keys must not be used to
access Foundry-deployed models and that Contoso developers must authenticate to Microsoft Foundry resources by using



Microsoft Entra authentication. It also states that access to Project] must be assigned to Agent] Dev Team by using the security
group SC_Agent! Dev . Microsoft Foundry authentication guidance recommends Microsoft Entra ID for production workloads
because it supports least- privilege RBAC, per-principal auditing, and keyless authentication. AzreKeyCredential() would violate
the no- API-key requirement, and None would not provide a valid credential.

The correct agent operation is get because the task is to access an existing agent named Agentl, not create a new version or retrieve
a specific published version. Microsoft Foundry SDK examples show AlProjectClient created with DefaultAzureCredential() and
then using project agent operations to create, retrieve, or interact with agents by name. To meet the conpliance requirement, the
group SC_Agent] Dev must also be granted the appropriate project-scoped Foundry role, such as Foundry User, for Project1.
Reference topics: Microsoft Entra authentication, Foundry RBAC, AlProjectClient, and project agent access.

NEW QUESTION # 53

You have a Microsoft Foundry project that ingests scanned PDF invoices stored in Azure Blob Storage. Each invoice contains
printed line iters and has a table-based layout.

Extracted results are stored as structured JSON and used as grounding data for an agent in a Retrieval Augmented Generation
(RAG) solution.

You need to create a single analyzer that meets the following requirements:

* Extracts the invoice number, invoice date, vendor name, and total amount across varying templates

* Returns confidence scores so that results with confidence below 0.80 can be routed for supervisor review What should you use?

e A aFoundry agent that has groundedness guardrails enabled to extract invoice fields and confidence scores

¢ B. the Azare Content Understanding in Foundry Tools prebuilt-documentSearch analyzer and search.score fiom the Azure Al
Search results for routing

e C. the Azure Content Understanding in Foundry Tools prebuilt-layout analyzer

¢ D. a custom Azure Content Understanding in Foundry Tools analyzer that defines the required fields as the extracted fields
and the returned confidence scores for routing

Answer: D

Explanation:

The correct answer is C because the requirement is structured field extraction fiom nvoices across varying templates, not only OCR
or layout preservation. Azure Content Understanding analyzers are reusable configurations that combine content extraction, Al-
powered analysis, and structured data output, and Microsoft states that custom analyzers can be created for specific extraction
needs. In this case, the analyzer schema should define fields such as nvoice number, nvoice date, vendor name, and total amount so
the output can be returned as structured JSON for downstream RAG grounding,

The confidence-routing requirement also points to Content Understanding field confidence scores. Microsoft documentation states
that every field can include a confidence score from0 to 1, and that confidence scores can be used to automate high-confidence
results while routing low-confidence results for human review. A threshold such as 0.80 is therefore an application routing rule based
on the returned field confidence. The prebuilt-layout analyzer preserves layout but does not define invoice-specific business fields.
Groundedness guardrails evaluate generated answers, not invoice field extraction. Azure Al Search search.score measures retrieval
relevance, not extraction confidence. Reference topics: Content Understanding custom analyzers, document field extraction,
structured JSON output, confidence scoring, and RAG grounding,

NEW QUESTION # 54

You have a Microsoft Foundry project that contains a workflow for a customer support triage process.

You have an Ask a question node that stores user responses in a local variable named VarO1.

Youneed to create the following Power Fx expressions:

* Aniffelse condition expression that ensures that VarQ1 contains a value

* A Send message expression that returns the stored user response in uppercase How should you configure the expressions? To
answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



 a

If/else condition expressidrt) SOTT v

IsBlank(Local.var01)

IsEmpty(Local.Var01) |

Not(IsBlank(Local.Var01)) |

Send message expression: »
{Local.Var01}
{Upper(Local.Var01)}
{Upper(var01)}
Answer:
Explanation:
Iffelse condition expression: hd
Isemptyocal¥oror)
| Not(sBlank(Localyarc)
Send message expression: v
Crosatt
{Upper(Var01)}
Explanation:

Iffelse condition expression: Not(IsBlank(Local. Var01))

Send message expression: {Upper(Local Var01)}

The correct iffelse condition is Not(IsBlank(Local. Var01)) because the workflow must continue only when the Ask a question node
has captured a nonblank value. In Power Fx, IsBlank checks whether a value is blank, while Not reverses that Boolean result;
therefore, Not(IsBlank(Local. Var01)) evaluates to true only when Var0O1 contains user input. IsEmpty(Local Var01) is not the
correct choice because IsEmpty checks whether a table contains records, not whether a text variable has a value. The Power Fx
formula reference distinguishes these functions by defining IsBlank for blank values and IsEmpty for empty tables.

The Send message expression must be {Upper(Local Var01)}. Microsoft Foundry workflow guidance uses the same pattern for an
Ask a question node saved as Var01, followed by a Send message action that outputs

{Upper(Local. Var01)}. The Local. prefix is required because the response is stored in a local workflow variable, and Upper()
converts the stored text response to uppercase. Reference topics: Microsoft Foundry workflows, Power Fx expressions, local
variables, iffelse branching, and Send message actions.

NEW QUESTION # 55

Note: This section contains one or more sets of questions with the same scenario and problem. Each question presents a unique
solution to the problem. You must determine whether the solution meets the stated goals. More than one solution in the set might
solve the problem It is also possible that none of the solutions in the set solve the problem

After you answer a question in this section, you will NOT be able to return. As a result, these questions do not appear on the
Review Screen.



You have a multimodal Al generative model that accepts image uploads and uses extracted image text to generate responses.
You discover that users can upload unsafe images and embed hidden instructions into images to manipulate the model.

You need to implement controls to mitigate the risk.

Solution: You configure a prompt shield for documents.

Does this meet the goal?

e A No
e B. Yes

Answer: A

Explanation:

The solution does not fully meet the goal. A prompt shield for documents is the correct control for the embedded-nstruction portion
of the scenario. Microsoft defines Prompt Shields as protection against prompt manipulation, including attacks embedded in third-
party or document-like content that is supplied to a generative model. OCR-extracted text from uploaded images is untrusted
contextual content, so document attack protection is appropriate for detecting hidden instructions that attempt to override the
model's intended behavior.

However, the scenario contains two separate risks: unsafe image uploads and hidden instructions embedded in images. Prompt
Shields for documents address indirect prompt injection, but they do not classify or block harmful visual content in the uploaded
image itself. Azure Al Content Safety image moderation is the control that scans images for harmful content categories such as sexual
content, violence, hate, and self-harm with severity levels that can be used for blocking decisions.

Therefore, document prompt shielding alone is incomplete. A complete mitigation would combine image moderation for unsafe
images with Prompt Shields for document attacks, and optionally Spotlighting for lower-trust third-party content. Reference topics:
Content Safety image moderation, Prompt Shields, document attacks, indirect prompt injection, and multimodal safety.

NEW QUESTION # 56

You have an app named App]1 that uses a Microsoft Foundry multimodal model deployment.

App]1 runs optical character recognition (OCR) on uploaded images and appends the OCR output to the prompt as additional
context.

Some uploaded images contain embedded text.

You need to prevent potentially malicious instructions from being processed by the model.

‘What should you use?

A. image moderation

B. prompt shields for user prompts
C. protected material text

D. prompt shields for documents

Answer: D

Explanation:

The correct answer is D. prompt shields for documents . The OCR text is extracted from uploaded images and appended as
additional context, so it is third-party content rather than a direct trusted user instruction.

Microsoft Foundry Prompt Shields distinguish between user prompt attacks , which are malicious instructions directly supplied as
user prompts, and document attacks , which are hidden or embedded instructions in third-party content such as documents, emails,
webpages, or grounded data. Microsoft also notes that Prompt Shields analyze indirect attacks embedded in input documents or
images.

This scenario is an indirect prompt injection pattern: an uploaded screenshot may contain text that says to ignore the system prompt
or performunauthorized actions. Because the OCR output is being passed to the multimodal model as contextual content, the
appropriate protection is Prompt Shields for documents, which scans externally sourced context for malicious embedded instructions
before generation. Protected material text detects known copyrighted text in model outputs, not prompt injection. Image moderation
detects harmful visual content categories, not malicious instructions in extracted context. Prompt Shields for user prompts are less
precise here because the risk comes from document-like content derived from the uploaded mage.

Reference topics: Prompt Shields, document attacks, indirect prompt mjection, multimodal safety, OCR- derived context, and
Foundry guardrails.

NEW QUESTION # 57
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