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B #12
Which security assessment deliverable identities possible security vulnerabilities in the product?

A. Threat profile

B. List of third-party software
C. SDL project outline

D. Metrics template

EfE: A

AR :

A threat profile is a security assessment deliverable that identifies possible security vulnerabilities in a product. It mvolves a
systeratic examination of the product to uncover any weaknesses that could potentially be exploited by threats. The process
typically includes identifying the assets that need protection, assessing the threats to those assets, and evaluating the vulnerabilities
that could be exploited by those threats. This deliverable is crucial for understanding the security posture of a product and for
prioritizing remediation efforts.

References: The importance of a threat profile in identifying security vulnerabilities is supported by various security resources. For
mnstance, Future Processing's blog on vulnerability assessments outlines the steps mvolved in identifying security vulnerabilities, which
align with the creation of a threat profile]1. Additionally, UpGuard's article on conducting vulnerability assessments further emphasizes
the role of identifying vulnerabilities as part of the security assessment process2.

HE #13

Which software control test examines an application from a user perspective by providing a wide variety of input scenarios and
inspecting the output?
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A. Black box
B. Dynamic
C. White box
D. Static

EM: A
s

The software control test that examines an application from a user perspective by providing a wide variety of input scenarios and
inspecting the output is known as black box testing. This testing method focuses on the functionality of the application rather than its
internal structures or workings. Testers provide inputs and examine outputs without knowing how and where the inputs are worked
upon. It's designed to test the system s external behavior.

* Black box testing is used to verify that the system meets the requirements and behaves as expected in various scenarios, including
edge cases and incorrect input data. It helps in identifying discrepancies between the systent's actual functionality and its specified
requirerments.

* This type of testing is applicable across various levels of software testing, including unit, integration, system, and acceptance
testing. It is particularly useful for validating user stories and use cases during the software development process.

* Since black box testing treats the software as a "black box", it does not require the tester to have knowledge of the programming
languages or the system's implementation. This allows testers to objectively test the software's behavior and performance.

: The concept of black box testing is well-documented and is a standard practice in secure software design, as outlined by sources
such as LambdaTest1 and other industry best practices.

HE #14
Which secure software design principle states that it is always safer to require agreement of more than one entity to make a decision?

A. Separation of Privileges

B. Psychological Acceptability
C. Least Privilege

D. Total Mediation

Ef: A

R #15
Which secure coding best practice ensures sensitive information is not disclosed in any responses to users, authorized or
unauthorized?

A. Authentication and Password Management
B. System Configuration

C. Error Handling and Logging

D. Input Validation

.
R

: C

M #16
‘Which mitigation technique is used to fight against an identity spoofing threat?

A. Require user authorization
B. Encryption

C. Filtering

D. Audit trails

EfE: A

R -

To combat identity spoofing threats, a mitigation technique that is often used is requiring user authorization.

This nvolves implementing strong authentication methods to verify the identity of users before granting access to sensitive information
or systenrs. Techniques such as two-factor authentication (2FA) or multi-factor authentication (MFA) are effective in reducing the
risk of unauthorized access, as they require users to provide multiple pieces of evidence to confirm their identity, making it much



harder for attackers to spoof an identity successfilly.

Best practices for preventing spoofing attacks, including the use of antivirus and firewall tools, and the importance of strong
authentication methods like 2FA and MFAL.

The National Security Agency's guidance on identity theft threats and mitigations, emphasizing the need for personal protection and
strong authentication measures2.

Discussion on the effectiveness of strong authentication methods in protecting against spoofing attacks3.

The role of comprehensive identity verification and authentication strategies in preventing Al-enhanced identity fraud4.
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