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HMA #10
(Scenario: A company needs a network design that maintains high performance while ensuring reliability.

Question: Which combination of strategies would best achieve this?)

A. Star topology with failover systemns.

B. Cloud inftastructure with fault tolerance.

C. Load balancing with redundant connections.
D. Centralized routing with hybrid topology.
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Load balancing combined with redundant connections is the most effective strategy for achieving both high performance and
reliability in modern network designs. According to Al+ Networkfoundational principles, load balancingdistributes traffic evenly
across multiple network paths, links, or devices, preventing congestion and ensuring optimal resource utilization. This directly
improves performance by avoiding single points of saturation.

Redundant connectionscomplement load balancing by providing alternate paths in case of link, device, or circuit failure. If one
connection becomes unavailable, traffic is automatically rerouted through another active path, maintaining service continuity without
noticeable downtime. Al+ Network documentation emphasizes redundancy as a critical design principle for high-availability
architectures, particularly in enterprise and mission-critical environments.

While star topology with failover improves reliability, it can still suffer from central bottlenecks. Centralized routing introduces single
points of failure, and cloud fault tolerance alone does not address on-premise or hybrid network performance challenges. In
contrast, load balancing with redundancy directly addresses both throughput optimizationandfault toleranceat the network layer.
Therefore, this combination best satisfies the requirement of maintaining high performance while ensuring consistent and reliable
network operations.

HE#11
(What is the purpose of [oT sensors in smart cities?)

A. To replace traditional infrastructure with cloud-based systemns.

B. To monitor and collect real-time data for optimizing city operations.

C. To encrypt data transmissions between loT devices and cloud servers.
D. To prioritize network traffic based on static configuration files.
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IoT sensors in smart cities are primarily used to monitor and collect real-time data that enables optimized city operations. Al+
Network documentation explains that IoT sensors gather information from traffic systems, environmental monitors, energy grids,
public safety devices, and infrastructure assets.

This real-time data allows city systens to make intelligent decisions, such as adjusting traffic signals, detecting environmental hazards,
optimizing energy consumption, and improving emergency response times.

When combined with Al analytics, [oT data supports predictive maintenance and proactive urban management.

IoT sensors thenselves do not perform encryption or traffic prioritization, nor do they replace physical infrastructure. Al+ Network
frameworks emphasize 10T as a data collection layer that feeds intelligent systens responsible for automation and optimization in
smart city environments.

B #12

(How does Al allocate network resources efficiently?)

A. By adapting bandwidth usage to real-time traffic needs.
B. By consolidating all traffic into a single channel.

C. By prioritizing data streans based on packet size only.
D. By maintaining consistent bandwidth across all devices.
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Al allocates network resources efficiently by adapting bandwidth usage based on real-time traffic conditions.

Al+ Network documentation explains that Al-driven systens continuously analyze live telemetry data such as congestion levels,
application demand, latency, and packet loss.

Using this data, Al dynamically adjusts bandwidth allocation to ensure that critical applications receive priority while less important
traffic is deprioritized during peak usage. This adaptive approach prevents bottlenecks, improves Quality of Service (QoS), and
enhances overall network performance.

Static bandwidth allocation and single-channel consolidation lack flexibility and fail to respond to dynamic traffic patterns. Al+
Network frameworks emphasize real-time adaptability as the core advantage of Al-driven resource management.
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(How do firewalls enhance network security in modern infrastructures?)

A. By ensuring all devices follow dynamic configuration rules.
B. By encrypting all ncoming and outgoing data packets.

C. By managing traffic and blocking unauthorized access.

D. By isolating critical servers from external traffic sources.
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Firewalls enhance network security by managing traffic and blocking unauthorized access based on predefined security rules. Al+
Network security documentation explains that firewalls operate at various layers of the OSI model to inspect incoming and outgoing
traffic and enforce access control policies.

Modem firewalls can filter traffic based on IP addresses, ports, protocols, applications, and user identities.

Advanced next-generation firewalls (NGFWs) also integrate intrusion prevention, deep packet inspection, and Al-driven threat
detection. This layered inspection prevents unauthorized access, limits attack surfaces, and protects internal assets.

Firewalls do not encrypt all traffic by default, nor do they enforce configuration rules across devices. While they can isolate servers
logically, their primary role istraffic control and access enforcement. Al+ Network materials consistently identify firewalls as a
foundational component of secure, modern network architectures.

HM #14
(How can SDN controllers enhance VNET management?)

¢ A Decentralized control

e B. Limited visibility into the network
¢ C. Sinplified local configuration

¢ D. Automated task provisioning
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Software-Defined Networking (SDN) controllers enhance Virtual Network (VNET) management primarily through automated task
provisioning, Al+ Network documentation explains that SDN introduces a centralized control plane that separates network
ntelligence from the data plane, enabling programmatic control of network behavior.

With SDN controllers, administrators can automatically provision network services such as routing, access control, segmentation,
and bandwidth allocation across virtual networks. This automation reduces manual configuration errors and ensures consistency
across large-scale environments. SDN controllers also enable rapid deployment of new services, dynamic policy enforcement, and
real-time network optimization.

Options such as decentralized control and simplified local configuration contradict SDN's centralized, policy- driven design. Limited
visibility is the opposite of SDN's advantage, as SDN provides enhanced, global visibility into network state. Al+ Network materials
emphasize SDN controllers as key enablers of scalable, agile, and automated VNET management.
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