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Abstract - ¥ Limit the amount of detail inowhich personal information is processed

Acorss Controd Entry - o & An element in an acoess control list (ACL). Exch ACE

controls, monitors, or records acoess b an object by a speciiiod user.

Acgess Control List - o A List of access control entries (ACE) that apply 1o an object
Each ACE controls or monitors access bo an obgect by a spedified wser. Ina discretionary
acess control list (DACL), the ACL controla acoess; in & system acoess control list
(SACL) the ACL monilors access in a security evend log which can comprise part of an

audit trail

Accountabali ty - e L|1\:~|qmrul.|l|e-|| of appropriate technical and O nesalionasl
measures bo ensure and be able to demonstrate that the handling of personal data s
performed in sccordance with relevant Law, an idea codificd in the EU General Data
FProtection Regulation and other frameworks, including AFEC's Cross Border Privacy
Rules. Traditionally, accountability has been a fur information practices principle, that
due diligence and reasomable steps will be undertaken to ensure that personal
informuation will be protected and handled corststently with relevant law and other fair

s principles.
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TIAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q223-Q228):

NEW QUESTION # 223
Which is likely to reduce the types of access controls needed within an organization?

A. Regular data inventories.

B. Increased number of remote employees.
C. Standardization of technology.

D. Decentralization of data.

Answer: B

Explanation:

Step by Step Comprehensive Detailed Explanation with References:

* Option A: Risk transfer mvolves shifting the risk to another party, such as through insurance. Simply informing customers does not
transfer the risk.

* Option B: Risk mitigation nvolves taking steps to reduce the severity or likelihood of the risk.

Informing and obtaining consent does not mitigate the risk but acknowledges it.

* Option C: Risk avoidance mnvolves changing plans to entirely avoid the risk. Informing customers of the risk is not avoiding it but
rather acknowledging it.

* Option D: Risk acceptance involves recognizing the risk and deciding to proceed with it. By informing customers and obtaining
their consent, the organization acknowledges the risk and accepts it as part of their operations.

References:

* JAPP CIPT Study Guide

* Risk management frameworks and practices in privacy

NEW QUESTION # 224

SCENARIO - Please use the following to answer the next question:

Clean-Q is a company that offers house-hold and office cleaning services. The company receives requests from consumers via their
website and telephor, to book cleaning services. Based on the type and size of service, Clean-Q then contracts individuals that are
registered on its resource database - currently managed in-house by Clean-Q IT Support. Because of Clean-Q:s business.

model, resources are contracted as needed instead of permanently employed.

The table below indicates some of the personal information Clean-Q requires as part of its business operations:

Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has been conducted to align
employee data management and human resource finctions with applicable data protection regulation.

Therefore, the Clean-Q permanent employee base is not included as part of this scenario.

With an increase in construction work and housing developments, Clean-Q has had an influx of requests for cleaning services. The
demand has overwhelmed Clean-Q:s traditional supply and demand system that has caused some overlapping bookings.

In a business statrategy session held by senior management recently, Clearning nvited vendors to present potential solutions to their
current operational issues. These vendors includes included Application development and Cloud solution providers, presenting their
proposed solution and platforms.

The Managing Direct opted to initiate the process to integrate Clean-Q's operations with a cloud solution (LeadOps) that will
provide the following solution one single online platform. A web interface that Clean-Q accesses for the purposes of resource and
customer management. This would entail uploading resource and customer information.

A customer facing web interface that enables customers to register, manage and submit cleaning service requests online.

A resource facing web interface that enables resources to apply and manage their assigned jobs.

An online payment facility for customer to pay for services.

Considering that LeadOps will host/process personal information on behalf of Clean-Q remotely, what is an appropriate next step
for Clean-Q senior management to assess LeadOps' appropriateness?

e A Determine if any Clean-Q competitors currently use LeadOps as a solution.
¢ B. Nothing at this stage as the Managing Director has made a decision.
e (. Involve the Information Security team to understand in more detail the types of services and solutions LeadOps is

proposing.


https://www.practicevce.com/IAPP/CIPT-practice-exam-dumps.html

e D. Obtain a legal opinion from an external law firm on contracts management.

Answer: D

NEW QUESTION # 225
‘Which of'the following became a foundation for privacy principles and practices of countries and organizations across the globe?

A. The EU Data Protection Directive.

B. The Code of Fair Information Practices.

C. The Organization for Economic Co-operation and Development (OECD) Privacy Principles.
D. The Personal Data Ordinance.

Answer: C

Explanation:

Reference:

The Organization for Economic Co-operation and Development (OECD) Privacy Principles became a foundation for privacy
principles and practices of countries and organizations across the globe4. The OECD Privacy Principles were adopted by OECD
member countries in 1980 as a set of eight basic principles for ensuring adequate protection of personal data across national
borders4. The OECD Privacy Principles have been widely recognized as an international standard for data protection and have
influenced many regional and national laws and frameworks4.

NEW QUESTION # 226
Which of these is considered an ethical dark pattern on privacy?

A. Rewarding users for providing more personal information

B. Giving users more privacy options in relation to their personal information
C. Providing dear and simple privacy notices to users

D. Using attractive designs to influence an individual.

Answer: A

Explanation:
rewarding users for providing more personal information is considered an unethical dark pattern on privacy. Dark patterns are user
mterface design choices that are intended to manipulate users into taking actions they might not otherwise take.

NEW QUESTION # 227
Granting data subjects the right to have data corrected, amended, or deleted describes?

A. Individual participation
B. A security safeguard
C. Use limitation.

D. Accountability.

Answer: A

Explanation:

Reference:

Granting data subjects the right to have data corrected, amended, or deleted describes individual participationl. As explained
above, the ndividual participation principle gives individuals certain rights over their personal data held by a data controller1. One of
these rights is to challenge data relating to them and, if the challenge is successfill, to have the data erased, rectified, completed or
amended]. The other options are not principles that describe granting data subjects this right.

NEW QUESTION # 228
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