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WGU Managing Cloud Security (JY02) Sample Questions (Q91-Q96):
NEW QUESTION # 91 
Which phase of the cloud data lifecycle implements the file, block, or object type of cloud architecture?

A. Store
B. Archive
C. Share
D. Create

Answer: A

Explanation:
The Store phase of the cloud data lifecycle is responsible for maintaining data in cloud storage systems and is where file, block, and
object storage architectures are implemented. Managing Cloud documentation explains that once data is created and prepared, it
must be stored using appropriate storage technologies that support availability, durability, scalability, and performance requirements.
File storage is commonly used for shared access and hierarchical file systems, block storage supports high- performance workloads
such as databases and virtual machines, and object storage is optimized for scalability and unstructured data. All these storage
models fall under the Store phase because they represent how data is retained and managed at rest within the cloud environment.
The Archive phase focuses on long-term retention and cost optimization, often using cold or infrequent access storage. The Create
phase is concerned with generating data, and the Share phase involves distributing data to other users or systems. None of these
phases define the architectural storage models used to hold data.
Therefore, the Store phase is the correct answer, as it directly implements the underlying cloud storage architectures required to
securely and efficiently manage data.

NEW QUESTION # 92 
Which component allows customers to transfer data into and out of a cloud computing vendor's environment?

A. Load balancer
B. Firewall
C. Network
D. Virtual display

Answer: C

Explanation:
Thenetworkis the component that enables customers to transfer data into and out of a cloud environment. It provides the
connectivity through which data is uploaded, downloaded, and exchanged between customer systems and cloud infrastructure.
Firewalls protect the network by filtering traffic, load balancers distribute requests across resources, and virtual displays present
interfaces, but none directly facilitate the transfer of data.
In cloud models, secure networking is critical. Protocols like TLS encrypt traffic, while VPNs and private links provide additional
isolation. Reliable networking ensures availability, while strong controls safeguard confidentiality and integrity. Customers must
ensure that the cloud provider offers secure, high-performance network services to support business needs.

NEW QUESTION # 93 
Which security testing method requires compliance with the cloud service provider's terms of service?

A. Continuous delivery pipeline
B. Code review
C. Static analysis
D. Vulnerability assessment

Answer: D

Explanation:
A vulnerability assessment requires compliance with the cloud service provider's terms of service.
Managing Cloud documentation explains that vulnerability scanning and testing can affect cloud infrastructure and other tenants if not
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properly authorized.
CSPs define acceptable testing activities to protect shared environments. Customers must follow these guidelines to avoid violating
contracts or causing service disruptions. Many CSPs require prior notification or explicit permission before conducting vulnerability
assessments.
The other methods involve internal development processes and do not impact cloud infrastructure directly.
Therefore, vulnerability assessment is the correct answer.

NEW QUESTION # 94 
Which factor is a primary consideration when analyzing the legal and privacy implications of using cloud technologies?

A. Jurisdiction of the cloud provider and users
B. Level of encryption that the cloud solution provides
C. Configuration details specified in the contract
D. Penalties specified in the service level agreement

Answer: A

Explanation:
The jurisdiction of the cloud provider and users is a primary consideration when analyzing legal and privacy implications of cloud
technologies. Managing Cloud guidance explains that data is subject to the laws and regulations of the jurisdiction in which it is
stored, processed, or accessed.
Different countries impose varying legal requirements for data privacy, disclosure, and access by authorities.
Understanding jurisdiction helps organizations evaluate compliance obligations, cross-border data transfer restrictions, and potential
risks related to government access or conflicting regulations.
While encryption, contract configuration, and service level agreements are important, they do not override jurisdictional legal
authority. Therefore, jurisdiction is the most critical factor in legal and privacy analysis.

NEW QUESTION # 95 
A breach caused by lack of security management resulted in a civil lawsuit. The organization must communicate with the entity that is
responsible for performing adequate oversight. Who should be contacted?

A. Board of director members
B. IT department
C. High-level government agencies
D. Cloud customer

Answer: A

Explanation:
In the event of a civil lawsuit resulting from inadequate security management, the organization must communicate with the board of
directors. Managing Cloud guidance explains that the board of directors holds ultimate responsibility for governance, oversight, and
risk management within an organization.
The board ensures that appropriate policies, controls, and management structures are in place to protect organizational assets and
comply with legal obligations. In legal matters, the board must be informed to oversee response strategies, legal counsel engagement,
and corrective actions.
The IT department manages technical controls but does not provide organizational oversight. High-level government agencies are
regulators, not internal oversight bodies. Therefore, board members are the correct entity to contact.

NEW QUESTION # 96
......
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