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GIAC Forensics Examiner Practice Test Sample Questions (Q120-Q125):

NEW QUESTION # 120
When performing forensic analysis on Mozilla Firefox, which file is primarily analyzed to understand user search and form history?
(Choose Two)
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A. places.sqlite

B. formhistory.sqlite
C. downloads.sqlite
D. prefs.js

Answer: A.B

NEW QUESTION # 121

What forensic insights can be derived from analyzing 'browser history' files in user profiles?
(Choose Two)

Response:

A. They show download histories, which may include malicious files or illegal content.

B. They track the usage of command-line tools.

C. They detail changes to the systens time zone settings.

D. They can indicate websites visited, providing context about user interests or activities.

Answer: A,D

NEW QUESTION # 122

What can be inferred from the high frequency of certain event IDs in the security logs?
(Choose Two)

Response:

A. Consistent application usage patterns

B. Frequent user logins and logouts or failed security events
C. Regular changes in user account privileges

D. Repeated system updates

Answer: B,C

NEW QUESTION # 123

Which artifact is particularly valuable for determining the source of a malware infection in program analysis?
(Choose Two)

Response:

A. Execution traces in the Registry
B. Application logs

C. User profile settings

D. Network logs

Answer: A,B

NEW QUESTION # 124
How does the examination of 'email threading' and conversation chains assist in forensic investigations?
Response:

A. Tt provides insights into the context and sequence of communications between parties.
B. It shows the frequency of email client updates.

C. It tracks the installation of third-party email plugins.

D. It logs the network settings used during email exchanges.

Answer: A

NEW QUESTION # 125
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