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GIAC Web Application Penetration Tester GWAPT Sample Questions
(Q101-Q106):
NEW QUESTION # 101 
During reconnaissance, you discover that the web application's /admin directory is exposed.
What would you do next?

A. Monitor application uptime
B. Attempt to log in using default credentials
C. Run a port scan on the server
D. Flood the /admin directory with HTTP requests
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Answer: B

NEW QUESTION # 102 
What information can be gathered using the WHOIS lookup service?

A. Encrypted session tokens
B. DNS records and email addresses of domain administrators
C. Passwords of the web server administrator
D. Details of the application database schema

Answer: B

NEW QUESTION # 103 
Which features are available in automated web application testing tools? (Choose two)

A. Passive scanning for vulnerabilities
B. Secure credential storage
C. Logging of HTTP/HTTPS traffic
D. Automated exploitation of discovered flaws

Answer: A,C

NEW QUESTION # 104 
What is the primary goal of configuration testing in web applications?

A. Testing for SQL injection vulnerabilities
B. Optimizing application performance
C. Identifying security misconfigurations in the application environment
D. Exploiting vulnerabilities in user inputs

Answer: C

NEW QUESTION # 105 
Which header is commonly used to prevent Cross-Site Request Forgery attacks?

A. Content-Type
B. X-CSRF-Token
C. Accept-Encoding
D. User-Agent

Answer: B

NEW QUESTION # 106
......
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