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R #11
An IT administrator is reviewing the recently configured ZDX module in their environment and checks the performance data on the
dashboard. The administrator notices that no software nventory has populated. What could be a probable reason?

A. ZDX client is not configured to collect inventory data

B. ZDX license doesn't have nventory collection entitlernent

C. Zscaler Client Connector needs to be whitelisted on the EDR tool
D. ZDX client version being used is 4.3

F
H e o o o
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Zscaler Digital Experience (ZDX) relies on Zscaler Client Connector to collect device and application telemetry from endpoints.
Performance metrics (such as device, network, and application scores) are enabled as part of the core ZDX deployment, which
explains why the administrator can already see performance data on the dashboard. However, software inventory is an additional
iventory feature that must be explicitly enabled in the ZDX administration settings.

7ZDX documentation describes an "Inventory Settings" page where administrators must turn on a setting such as "Collect Software
Inventory Data." When this option is enabled and the mmnimum supported versions of Client Connector and the ZDX module are
present, Client Connector begins collecting installed software details and sending this nventory to the ZDX cloud for visualization.
Ifthe collection toggle is left disabled, ZDX will continue to show performance metrics but no entries appear under Software
Inventory or related views, even though licensing and versions are otherwise correct. The other options listed either relate to
licensing, generic EDR conflicts, or a specific client version and do not match the documented dependency on enabling software-
inventory collection. Therefore, the most accurate reason is that the ZDX client (via policy) is not configured to collect inventory
data.

HF #12
A contractor is visiting an organization for a maintenance task. The administrator does not have a spare laptop to give them. How
will the administrator provide secure access for the contractor?

e A Cloud Connector
e B. Privileged Remote Access
e (. Branch Connector

e D. SD-WAN
IEf#: B
RN -

Zscaler's Digital Transformation material is very clear that third-party admins, vendors, and contractors needing temporary, high-
privilege access from unmanaged devices are a primary use case for Privileged Remote Access (PRA). PRA is built on ZPA and
delivers a clientless remote desktop gateway: contractors simply use an HTMLS-capable browser to reach RDP, SSH, or similar
consoles without installing an agent or being placed on the internal network.

The study content explains that PRA enforces least-privilege access on a per-application or per-system basis, with capabilities such
as time-bound access windows, credential vaulting/mapping (so credentials are never exposed), and full session recording and
monitoring for audit and compliance. This directly matches the scenario of a short-term maintenance task froma contractor's own
laptop.

By contrast, SD-WAN, Branch Connector, and Cloud Connector are connectivity constructs for sites and workloads, not for
granting interactive, privileged access to individual admins on unmanaged endpoints. They don't solve the governance, session
control, and just-in-time access requirements highlighted in the ZDTE content for third-party access. Therefore, Zscaler positions
Privileged Remote Access as the correct and recommended approach here.
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HE#13
Which type of sensitive information can be protected using OCR (Optical Character Recognition) technology?

¢ A. Network configurations

¢ B. Software licenses

¢ C. Financial transactions

¢ D. Personally Identifiable Information (PII)

IEf#: D

TR

Zscaler's Data Protection platform integrates Optical Character Recognition (OCR) into its inline Data Loss Prevention (DLP)
capabilities. OCR enables Zscaler to extract text embedded within images-such as screenshots, scanned documents, or photos of
forms-and subject that text to the same DLP inspection engines that normally analyze plain text content.

Once OCR has converted image content into text, Zscaler can apply predefined dictionaries, custom dictionaries, and advanced
classifiers to detect sensitive data types, including personally identifiable information (PII) such as national ID numbers, passport
numbers, addresses, or other regulated personal data. This is crucial because many data leaks occur via screenshots or scanned
documents that traditional, text- only DLP engines would miss.

While OCR could, in theory, detect patterns related to network configurations, software licenses, or financial transactions, Zscaler's
training and exam materials emphasize its use to protect sensitive data in images- especially user-related regulated data such as PII
and other compliance-relevant information. Network configurations and software licenses are better addressed through configuration
management and [P protection policies, and "financial transactions” describes activities rather than a specific information pattern.
Therefore, Personally Identifiable Information (PII) is the best and most examraccurate answer for the type of sensitive information
protected using OCR.

HH #14
‘Which report provides valuable visibility and insight into end-user activity involving sensitive data on endpoints?

A. Incidents report

B. Data usage report

C. Malware report

D. Endpoint DLP report

IEf#: D

fi .-

In Zscaler, the Endpoint DLP report is specifically designed to give security teans visibility into how end users interact with sensitive
data on their endpoints (laptops, desktops, etc.). This report aggregates activity such as copying, saving, printing, uploading, or
otherwise handling sensitive content that is detected and classified by Zscaler Endpoint DLP. It focuses on data risk rather than just
malware or traffic volumes, so it shows which files, users, and devices are involved in policy matches, along with the context of each
event.

Unlike a generic malware or data usage report, the Endpoint DLP report is tightly aligned with DLP policies and data classifications
you configure (such as PII, financial data, source code, or custom patterns). This allows you to quickly see which policies are
triggering on endpoints, which channels or applications are most frequently involved, and where to fine-tune rules or add additional
controls. Because it is endpoint-focused, it covers scenarios even when users are off the corporate network, giving a unified view
across inline and endpoint DLP enforcement. For exam purposes, this is why Endpoint DLP report is the correct answer.

HE #15
In a typical authentication configuration, Zscaler fulfills which of the following roles?

A. Identity provider
B. SaaS gateway
C. Service provider
D. Identity proxy

Ef: C

A -
In a typical enterprise authentication setup, Zscaler functions as the Service Provider (SP) within the SAML authentication



framework. This aligns with Zscaler's architectural principle that identity verification is delegated to an external authoritative Identity
Provider (IdP) such as Azure AD, Okta, Ping, or ADFS. Zscaler does not authenticate user credentials directly. Instead, it relies on
the IdP to validate the user and then deliver a signed SAML assertion back to Zscaler.

When a user attempts to access the Zscaler service, the authentication request is redirected to the enterprise IdP. The IdP performs
credential verification and returns a SAML assertion containing the authenticated user identity and associated attributes. Zscaler,
acting as the SP, consumes and validates this assertion, then maps the identity to its internal user records or SCIM-synchronized
directory objects. This identity becomes the basis for all ZIA/ZPA policy evaluation, including URL filtering, CASB controls, DLP
policies, firewall rules, and access-control enforcement.

Since Zscaler depends on the IdP for primary identity verification and only consumes assertions, Zscaler's role is clearly defined as
the Service Provider in a standard authentication configuration.
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