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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

Topic 1

CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative
skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.

Topic 2

CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 3

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

Topic 4

CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q42-Q47):
NEW QUESTION # 42 
During the review of information that was published to a publicly accessible site, an OSC correctly identifies that part of the
information posted should have been restricted. Which item did the OSC MOST LIKELY identify?

A. Public releases identifying major deals signed with commercial entities
B. Change of leadership in the organization
C. FCI
D. Launching of their new business service line

Answer: C

Explanation:
Understanding Federal Contract Information (FCI) and Publicly Accessible InformationFederal Contract Information (FCI)isnon-
public informationprovided by or generated for the U.S. governmentunder a contractthat isnot intended for public release.
Key Characteristics of FCI:#FCI includesdetails related togovernment contracts, project specifics, and performance data.
#It must be protected under FAR 52.204-21, which requiresbasic safeguarding measuresto prevent unauthorized access.
#Posting FCI on a public site is a security violationsince it ismeant to be restrictedfrom public disclosure.
A). FCI # Correct
FCI must be protected from unauthorized access, and if it wasincorrectly published online, it should have been restricted.
B). Change of leadership in the organization # Incorrect
Leadership changes are typically public informationand do not require restriction unless they involve sensitive government-related
security clearances.
C). Launching of their new business service line # Incorrect
Marketing and business announcementsare generallypublicly availableandnot restricted information.
D). Public releases identifying major deals signed with commercial entities # Incorrect Commercial contracts and business deals are
not considered FCIunless they involvegovernment contracts.
Why is the Correct Answer "A. FCI (Federal Contract Information)"?
FAR 52.204-21 (Basic Safeguarding of Covered Contractor Information Systems) DefinesFCI as sensitive but unclassified
informationthat must beprotected from public disclosure.
CMMC 2.0 Level 1 Requirements
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Requires contractors toprotect FCI under basic cybersecurity standardsto prevent unauthorized exposure.
DoD Guidance on FCI Protection
States thatpublishing FCI on public websites violates federal cybersecurity requirements.
CMMC 2.0 References Supporting This Answer.

NEW QUESTION # 43 
Which method facilitates understanding by analyzing gathered artifacts as evidence?

A. Interview
B. Test
C. Behavior
D. Examine

Answer: D

Explanation:
The CMMC Assessment Process uses three methods: Examine, Interview, and Test. The method that involves analyzing artifacts
(documents, system configurations, records, logs, etc.) is Examine.
Supporting Extracts from Official Content:
* CMMC Assessment Guide: "Examine consists of reviewing, inspecting, or analyzing assessment objects such as documents,
system configurations, or other artifacts to evaluate compliance." Why Option B is Correct:
* Examine = analyzing artifacts.
* Interview = discussions with personnel.
* Test = executing technical checks.
* Behavior is not an assessment method.
References (Official CMMC v2.0 Content):
* CMMC Assessment Guide, Levels 1 and 2 - Assessment Methods (Examine, Interview, Test).

NEW QUESTION # 44 
Ethics is a shared responsibility between:

A. DoD and CMMC-AB.
B. CMMC-AB and members of the CMMC Ecosystem.
C. OSC and sponsors.
D. members of the CMMC Ecosystem and Lead Assessors.

Answer: B

NEW QUESTION # 45 
When assessing SI.L2-3.14.6: Monitor communications for attack, the CCA interviews the person responsible for the intrusion
detection system and examines relevant policies and procedures for monitoring organizational systems. What would be a possible
next step the CCA could conduct to gather sufficient evidence?

A. Interview the intrusion detection system's supplier.
B. Upload known malicious code and observe the system response.
C. Review an artifact to check key references for the configuration of the IDS or IPS practice for additional guidance on
intrusion detection and prevention systems.
D. Conduct a penetration test

Answer: C

NEW QUESTION # 46 
What is objectivity as it applies to activities with the CMMC-AB?

A. Ensuring full disclosure
B. Demonstrating integrity in the use of materials as described in policy



C. Reporting results of CMMC services completely
D. Avoiding the appearance of or actual, conflicts of interest

Answer: D

Explanation:
nderstanding Objectivity in CMMC-AB ActivitiesObjectivityin CMMC-AB activities refers to therequirement that assessors and
C3PAOs remain impartial, unbiased, and free from conflicts of interestwhile conducting assessments and providing CMMC-related
services.
Key Aspects of Objectivity in CMMC Assessments:#No conflicts of interest-Assessors must not assess organizations they
havefinancial, professional, or personal ties to.
#Unbiased reporting-Findings must bebased solely on evidence, with no external influence.
#Avoiding even the appearance of a conflict-If there isany perception of bias, it must be addressed.
* A. Ensuring full disclosure # Incorrect
* Full disclosure is importantbut doesnot define objectivity. Objectivity meansremaining neutral and free from conflicts.
* B. Reporting results of CMMC services completely # Incorrect
* Whileaccurate reporting is required,objectivity focuses on impartiality, not just completeness.
* C. Avoiding the appearance of or actual, conflicts of interest # Correct
* Objectivity in CMMC-AB activities is primarily about preventing bias and ensuring fair assessments.
* Avoiding conflicts of interest ensures thatassessments are credible and trustworthy.
* D. Demonstrating integrity in the use of materials as described in policy # Incorrect
* Integrity is important, butobjectivity is specifically about avoiding bias and conflicts of interest.
Why is the Correct Answer "C. Avoiding the appearance of or actual, conflicts of interest"?
* CMMC-AB Code of Professional Conduct
* Requiresassessors and C3PAOs to avoid conflicts of interestand maintainimpartiality.
* CMMC Assessment Process (CAP) Document
* Emphasizes that assessments must befree from external influence and conflicts of interest.
* ISO/IEC 17020 Requirements for Inspection Bodies
* Definesobjectivity as avoiding conflicts of interest in the assessment process.
CMMC 2.0 References Supporting This answer:
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