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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q26-Q31):

NEW QUESTION # 26

Refer to the exhibit. The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and

noticed the behavior shown in the diagram. When the LAN clients located behind FGTT1 establish a session to a server behind DC-

1, the administrator observes that, on DC-1, the reply traffic is routed over T2. even though T1 is the preferred member in the

matching SD-WAN rule.

What can the administrator do to instruct DC-1 to route the reply traftic through the member with the best performance?
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Reply traffic
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A. Enable auxiliary-session under config system settings.

B. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
C. Enable reply-session under config system sdwan.

D. Enable snat-route-change under config system global.

Answer: A

Explanation:
To ensure DC-1 responds via the best-performing SD-WAN member (T1) instead of defaulting to T2, enable auxiliary-
sessionunder config system settings, so reply traffic is evaluated against current route policies-not bound to the ingress interface.

NEW QUESTION # 27
Refer to the exhibit.

ike V=root:0:HUB1-VPN1:0: received informational request

ike V=root:0:HUB1-VPN1:0: procesasing notify type SHORTCUT_ QUERY
ike V=root:0:HUB1-VPN1: recv shortcut-query 16573251835242579210
cff150ded109a548/0000000000000000 192,.2.0+1 10.0.1.101:2048->
10.0.3.101:0 0 pak 64 ppk 0 ttl 31 mat O ver 2 mode 0 network-id
ike V=root:0:HUB1-VPN1l: iif 28M10.9¥.1.101->10.0.3.101 0 route lookup
oif 7 portsS gwy 0.0.0.0

ike V=root:0:HUB1+4VPWN1: shortcut-query received from 192.2.0.1:500,
local-nat=yes, peer-nat=no g

ike V=root:0:HUB1-VPN1 T=hog tr peer at 192.2.0.1:4500

1
|

Which statement correctly describes the role of the ADVPN device in handling traffic? Choose one answer.)

A. This device is a spoke that has received a direct shortcut query froma remote spoke.

B. This device is a hub, and two spokes, 192.2.0.1 and 10.0.3.101, established a shortcut.

C. This device is a spoke that has received a shortcut query from a remote hub.

D. This device is a hub that has received a shortcut query froma spoke and has forwarded it to another spoke.

Answer: D

Explanation:

The log messages shown in the exhibit include the following key indicators:

processing notify type SHORTCUT QUERY

shortcut-query received from 192.2.0.1

local-nat=yes, peer-nat=no

NAT hole punching for peer at 192.2.0.1:4500

In the FCSS SD-WAN 7.6 ADVPN workflow, shortcut queries are always initiated by spokes, not hubs. A spoke sends a shortcut
query to its hub when it detects traffic destined for another spoke. The hub's role is to receive this shortcut query and forward the



discovery information toward the destination spoke, enabling the two spokes to build a direct shortcut tunnel.

The device nane in the log (HUB1-VPN1) and the presence of NAT hole punching coordination clearly indicate that this device is
acting as a hub, not a spoke. Hubs do not form shortcuts themselves; instead, they facilitate shortcut establishment between spokes
by relaying discovery and negotiation information.

Option A is incorrect because a spoke does not receive shortcut queries from other spokes directly.

Option B is incorrect because the log does not indicate that the shortcut has already been established; it shows the query and
coordination phase, not completion.

Option D is incorrect because hubs do not initiate shortcut queries toward spokes.

Therefore, the correct description is that this device is a hub that has received a shortcut query froma spoke and has forwarded it to
another spoke, which corresponds to option C.

NEW QUESTION # 28
What is true about SD-WAN muiltiregion topologies?

A. Each region has its own SD-WAN topology.

B. Regions must correspond to geographical areas.

C. It is not compatible with ADVPN.

D. Routing between the hub and spokes must be BGP.

Answer: A

NEW QUESTION # 29

Youused the HUB [Psec_Recommended and the BRANCH IPsec_Recommended templates to define the overlay topology. Then,
you used the SD-WAN template to define the SD- WAN members, rules, and performance SLAs.

You applied the changes to the devices and want to use the FortiManager monitors menu to get a graphical view that shows the
status of each SD-WAN member.

Which statement best explains how to obtain this graphical view?

e A Use the SD-WAN monitor template view to get a map view of the branches, hub, and tunnel status, including the SLA
pass or missed status.

¢ B. Use the VPN monitor map view to get a map view of the branches, hub, and tunnel status, including the SLA pass or
missed status.

e C. Use the SD-WAN monitor table view to get a donut view and a table view that shows the status of each SD-WAN
member, including the SLA pass or missed status.

e D. Use the SD-WAN monitor asset view to get a donut view and a table view that shows the status of each device and the
SLA status of each SD-WAN member.

Answer: C
Explanation:

The SD-WAN monitor's table view in FortiManager provides a donut visualization plus a detailed table that shows each SD-WAN
member's status and SLA pass/miss, giving the per-member health view you're after.

NEW QUESTION # 30
Refer to the exhibit, which shows the SD-WAN rule status and configuration.



SD-WAN rule status and configuration

branchl fgt # diagnose sys sdwan serviced 3

Service(3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(1->65535):dst(1->65535), Mode (priority),
link-cost-factor (packet loss), link-cost-threshold(10), heath-check (HUB1_HC)
Members (3) :
1: Seq_num(4 HUB1-VPN1 HUB1), alive, latency: 96.349, seleCged
2: Seq_num(5 HUB1-VPN2 HUB1), alive, latency: 141.2787Wselected
3: Seq_num(é HUB1-VPN3 HUBl), alive, latengy: 19009849 selected
Src address(l):
10.0.1.0-10.0.1.255

Dst address(1):
10.0.0.0-10.255.255.2&5

branchl_fgt (seryice) ¥ \shoW
config service
edit 3
set name “Corp”
set mode priority
set dst “Corp-net”
set src “LAN-net”
set health-check “HUB1l_HC”
set link-cost-factor packet-loss
set link-cost-threshold 0 F HTInET
set priority-members 4 5 6
next

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUBI-VPNT1 has a latency of 200 ns

B. When HUB1-VPN3 has a latency of 90 ms

C. When HUBI-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
D. When HUB1-VPN3 has a latency of 80 ms

Answer: A

Explanation:

The rule is in priority mode with HUB1-VPNI1 (seq 4) as the first preferred member, HUB1-VPN2 second, and HUB1-VPN3
third. Latency ttself does not cause HUB1-VPN3 to become preferred unless a higher-priority member fails SLA. IFHUB1-VPNT1's
latency exceeds the SLA threshold (here simulated by latency reaching 200 ), FortiGate stops using it and moves down the
priority list. That is when HUB1-VPN3 could become the active path.

NEW QUESTION # 31
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